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Introduction

Security is no longer a background process; it's a strategic priority in a world where
digital transformation is what sets businesses apart. Companies in every field are moving
to the cloud to grow quickly, but this raises an important question: who should be able to
see what, and how do we make sure it's safe?

Identity and Access Management (IAM) on Google Cloud Platform is where this
book starts to tackle this problem. IAM is more than just a technical standard; it's the
plan for building trust online. If you work in IT, security, or cloud architecture, you need
to know about IAM to protect your infrastructure, make sure you're following the rules,
and let innovation happen without compromising security.

We explain the basic ideas behind IAM, look at its most important parts, and talk
about how it is becoming more important in a wide range of real-world fields, from
healthcare to fintech. You'll learn about how IAM affects cloud strategies today and why
GCP is a strong, flexible platform for putting them into action.

Let's look at the "why" behind the "how" before we get into policy settings and
command-line tools. In the world of cloud security, knowing the lay of the land is just as
important as getting around it.

xvii



CHAPTER 1

Introduction to

|dentity and Access
Management on Google
Cloud Platform

Overview of Identity and Access Management

Identity and Access Management (IAM) contains policies, technologies, and processes
that enable organizations to decide who has the right to access resources at different
points in the organization. This ensures that the resources in the organization are
protected from unauthorized access. Notably, IAM plays an instrumental function

in handling user identities, ensuring access controls, and complying with security
regulations in contemporary organizations. IAM has key components that help in

administering the organization, as summarized in Figure 1-1.
Key components of IAM include the following:

e Access management: IAM ensures that every user can access only
the resources that they are authorized to have. The access control
policies like role-based access control (RBAC) and attribute access
control (ABAC) help to siphon whoever has access to whatever
resource on the system, enabling an increased capacity to manage
whatever needs are on the system. Additionally, mechanisms that can
be used on access management include multifactor authentication
(MFA), single sign-on (SSO), and session management.

© Advait Patel, Saai Krishnan Udayakumar and Hariharan Ragothaman 2025
A. Patel et al., Implementing Identity Management on GCP, https://doi.org/10.1007/979-8-8688-1697-0_1
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CHAPTER 1  INTRODUCTION TO IDENTITY AND ACCESS MANAGEMENT ON GOOGLE CLOUD PLATFORM

Access Management

. Identity Management
|dentity and /

ACCESS ————— Authorization

Ma nagement \ Authentication

Governance and Compliance

Figure 1-1. Components of IAM

o Identity management: This is a critical component that helps create
user identities. The platform helps with profile management, user
registration, and the authentication process to advance the needs of the
system (Ghaffari et al., 2022). Thus, identity management ensures that
every user has a unique identifier that can help in addressing whatever
devices, users, and services can be handled in the organization.

e Authorization: This is a key component that determines the actions
a user can carry out on the organizational resources. This specifies
the access control list policies for the users. Therefore, users have
to work based on identities that design and administer critical

frameworks of desired components.

e Authentication: This component helps in verifying user identities
and making sure that users can access a resource. Authentication
can be in the form of passwords, tokens, biometrics, and certificates.
These methods assist in appropriately managing the platforms
(Carnley & Kettani, 2019).

e Governance and compliance: This component helps enforce
organizational policies. The component helps to affirm access
reviews and audit trails mechanisms of reporting. The framework
ensures successful modeling of the IAM within the company.



