RFID

FOR

DUMMIED

by Patrick J. Sweeney I

WILEY
Wiley Publishing, Inc.






C1.jpg





RFID

FOR

DUMMIED






RFID

FOR

DUMMIED

by Patrick J. Sweeney I

WILEY
Wiley Publishing, Inc.



RFID For Dummies®
Published by

Wiley Publishing, Inc.
111 River Street
Hoboken, NJ 07030-5774
www.wiley.com

Copyright © 2005 by Wiley Publishing, Inc., Indianapolis, Indiana
Published by Wiley Publishing, Inc., Indianapolis, Indiana
Published simultaneously in Canada

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or
by any means, electronic, mechanical, photocopying, recording, scanning or otherwise, except as permit-
ted under Sections 107 or 108 of the 1976 United States Copyright Act, without either the prior written
permission of the Publisher, or authorization through payment of the appropriate percopy fee to the
Copyright Clearance Center, 222 Rosewood Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 646-8600.
Requests to the Publisher for permission should be addressed to the Legal Department, Wiley Publishing,
Inc., 10475 Crosspoint Blvd., Indianapolis, IN 46256, (317) 572-3447, fax (317) 572-4355, or online at http://
www.wiley.com/go/permissions.

Trademarks: Wiley, the Wiley Publishing logo, For Dummies, the Dummies Man logo, A Reference for the
Rest of Us!, The Dummies Way, Dummies Daily, The Fun and Easy Way, Dummies.com, and related trade
dress are trademarks or registered trademarks of John Wiley & Sons, Inc. and/or its affiliates in the United
States and other countries, and may not be used without written permission. All other trademarks are the
property of their respective owners. Wiley Publishing, Inc., is not associated with any product or vendor
mentioned in this book.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: THE PUBLISHER AND THE AUTHOR MAKE NO REP-
RESENTATIONS OR WARRANTIES WITH RESPECT TO THE ACCURACY OR COMPLETENESS OF THE
CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL WARRANTIES, INCLUDING WITHOUT
LIMITATION WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY MAY BE CRE-
ATED OR EXTENDED BY SALES OR PROMOTIONAL MATERIALS. THE ADVICE AND STRATEGIES CON-
TAINED HEREIN MAY NOT BE SUITABLE FOR EVERY SITUATION. THIS WORK IS SOLD WITH THE
UNDERSTANDING THAT THE PUBLISHER IS NOT ENGAGED IN RENDERING LEGAL, ACCOUNTING, OR
OTHER PROFESSIONAL SERVICES. IF PROFESSIONAL ASSISTANCE IS REQUIRED, THE SERVICES OF A
COMPETENT PROFESSIONAL PERSON SHOULD BE SOUGHT. NEITHER THE PUBLISHER NOR THE
AUTHOR SHALL BE LIABLE FOR DAMAGES ARISING HEREFROM. THE FACT THAT AN ORGANIZATION
OR WEBSITE IS REFERRED TO IN THIS WORK AS A CITATION AND/OR A POTENTIAL SOURCE OF FUR-
THER INFORMATION DOES NOT MEAN THAT THE AUTHOR OR THE PUBLISHER ENDORSES THE
INFORMATION THE ORGANIZATION OR WEBSITE MAY PROVIDE OR RECOMMENDATIONS IT MAY
MAKE. FURTHER, READERS SHOULD BE AWARE THAT INTERNET WEBSITES LISTED IN THIS WORK
MAY HAVE CHANGED OR DISAPPEARED BETWEEN WHEN THIS WORK WAS WRITTEN AND WHEN IT
IS READ.

For general information on our other products and services, please contact our Customer Care
Department within the U.S. at 800-762-2974, outside the U.S. at 317-572-3993, or fax 317-572-4002.

For technical support, please visit www.wiley.com/techsupport.

Wiley also publishes its books in a variety of electronic formats. Some content that appears in print may
not be available in electronic books.

Library of Congress Control Number: 2005921609
ISBN: 0-7645-7910-X

Manufactured in the United States of America
109 87654321

10/RU/QT/QV/IN

WILEY


www.wiley.com
www.wiley.com
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As you may have guessed by the dangling participles and misused gerunds,
this is the first book by Patrick J. Sweeney II (despite Amazon’s link to
books on gynecology by an author of the same name). When not negotiating
with his editor to push back book deadlines, he leads ODIN technologies as
President and CEO.

ODIN technologies is a global RFID software and services company focusing
on RFID infrastructure. Mr. Sweeney is well recognized as a visionary in the
RFID industry with several RFID patents in various stages of approval. He has
appeared in such publications as CIO Magazine, The Washington Post, Fortune
magazine, Internet Week, and many others. He has been interviewed by ABC
news and CNN, among others, and is a frequent speaker worldwide on all
topics relating to RFID. He is also an active member of several standards
bodies and regulatory groups helping to shape the evolution of the RFID
industry.

Mr. Sweeney is a second-generation IT professional; his father was one of the
first employees at Electronic Data Systems (EDS), where “Pops” entertained
him and his brother on weekends by teaching them to read punch cards and
other useful skills. Mr. Sweeney took that genetic proclivity toward data cen-
ters and started a successful, secure managed hosting company in the late
1990s, which he later sold. His brother took that same early training and
started XS Speed Choppers, making custom motorcycles — go figure.

Mr. Sweeney finished second in the 1996 Olympic trials in the single scull, is
an avid outdoorsman, enjoys helping other entrepreneurs, and is passionate
about various Irish causes. He is a board member of Trinity College business
school in Dublin, Ireland, and an Alumni Board member at the Darden School
of Business at the University of Virginia. He graduated from Darden and
received a Bachelor of Science degree from the University of New Hampshire.
He is blessed with a great family—wife Christen, daughter Shannon, son P.J.,
and three dogs. They live in Middleburg, Virginia, in a house full of useless
RFID gadgets.
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Introduction

Somewhere, separated from you by just a few degrees, is not Kevin Bacon,
but an 800-pound gorilla demanding that you adopt radio frequency iden-
tification, or RFID — a technology you may have never even heard of until
just a few months ago. Chances are that gorilla wears a stylish blue smock
with a yellow smiley face on it and greets you with a “Welcome to Wal-Mart.”
If not Wal-Mart, the US Department of Defense, Target, Albertsons, Best Buy,
Tesco, Metro, the FDA or a number of other companies may be requiring you
to implement this technology by a certain deadline. If you don’t have a man-
dated deadline for adopting RFID, consider yourself lucky. You can discover
and make decisions about this exciting technology based on your normal
process for evaluating new business tools.

Whatever your situation is, you either want or need to set up an RFID network.
So you went out and picked up RFID For Dummies and are ready to go —

yippee!

About This Book

This is a book that is on a mission to take the confusion out of RFID. RFID

is based on well-known laws of physics. It’s easy to understand how things
work after you get your arms around those basics. The better news is that
the technology works really well if you know what you’re doing. So without
sending you to MIT for a couple of years of RF engineering school, this book
explains everything you need to know to start setting up and deploying your
own RFID network — what more could you ask for?

Who This Book Is For

Whether you are just curious, scared, worried, or simply mad at the prospect
of implementing yet another new technology — even if you know nothing
about RFID — RFID For Dummies is here to help. And, unlike a similar promise
by the IRS, this book really will help. You find out what RFID is, what it does,
and how it works. I guide you through the concepts and ideas in plain English,
walk you through the basics of RFID from a business perspective, and specu-
late on where this technology is headed (although I do, from time to time,
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provide sufficient Geek Speak for the engineers and systems guys who, no
doubt reluctantly, bought this book in an attempt to actually understand the
mechanics of Radio Frequency Identification).

If you know the basics about running a laptop or PC and know what an IP
address is, you are armed with just about all you need to know to initially set
up an RFID network. If you have any background in physics and understand
some things from an electronics perspective, you've got a running start. I
assume that you come from a supply chain or warehouse background and
might not have a detailed IT background.

Vou Don’t Need a Slide Rule and Pocket
Protector to Use This Book

Other than the willingness to learn and basic knowledge, you need some equip-
ment to set up your RFID network and follow some of the processes outlined in
this book. At some point, plan to get

v A spectrum analyzer (discussed in Chapter 8)

+* A budget to buy an RFID reader, antennas, tags, and a rack (about $7,500
total)

v An area large enough to begin testing and using the equipment (at least
20 feet x 20 feet)

v Another person to help you occasionally try out the technology

v A penchant for experimentation and thirst for knowledge

How This Book Is Organized

RFID For Dummies is broken into six different parts. If you are new to the
technology, it is helpful to read the parts in sequential order. If you have a
physics or RF background and you want to get into the nuts and bolts of the
technology, skip right to Part Il and then move on to Part III. If you are trying
to justify the RFID project, you may want to go right to Part V, which addresses
some of the business concerns around strategic planning and ROI. You can
read all the technical chapters in Parts Il and III by themselves and use them
for reference, as well as the last part, the Part of Tens. Here’s a quick rundown
of what you'll find in each part.
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Part I: Now That You Can Spell RFID,
Here’s the Rest of the Story

This part introduces the basics of RFID. In Chapter 1, you find an overview of
the technology, what advantages are driving the mandates, and a blueprint
for implementing RFID, which I call the four Ps. In Chapter 2, I explain how
RFID fits into the world of Auto-ID technology and explain some of the basics
about the protocols that make it work. Chapter 3 helps you start assessing
the impact RFID will have on your business and helps you make some basic
decisions about how you’ll use RFID.

Part II: Ride the Electromagnetic
Wave: The Physics of RFID

In this part, I peel away the layers of RFID to uncover the underlying science
of RFID. This part gives you the physics knowledge you need in order to design
your network for optimal performance and make wise purchases. In Chapter
4, you can find an overview of how the physics of RFID systems work. Chap-
ter 5 digs a little deeper by delving it parts inside each of the key components
of a system. Whereas Chapters 4 and 5 focus on the invisible realm of electro-
magnetic waves, Chapter 6 is focused squarely in warehouse or marketplace,
covering common setups of RFID systems and case studies so that you can
learn from early adopters.

Part I1I: Fitting an RFID Application
into Your World

This part is your key to designing an RFID network specifically for your envi-
ronment and needs. In Chapter 7, I walk you through the process of testing
for electromagnetic noise in your warehouse or building using a spectrum
analyzer. Chapter 8 helps you set up a lab (or find one you can use) so that
you test for the right tag (Chapter 9) and tag reader (Chapter 10). And last
but not least, Chapter 11 helps you wend your way through maze of middie-
ware (the software the connects the RFID network) by explaining what fea-
tures to look for and how to fit middleware into your network architecture.
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Part JU: Raising the Beams
for Your Network

This part walks you through the process of actually implementing your care-
fully planned-out RFID network. Chapter 12 explains a few project management
tools that will keep your trial run and follow-up network designs on schedule.
Chapter 13 covers the process of setting up the hardware in the warehouse,
or other real-world setting (as opposed to a lab), and how to train your
employees to use the new system. And Chapter 14 explains now to set up
monitoring systems for both operators and system administrators, so that
your system keeps running strong, and thus helps your bottom line.

Part U: How to Speak Bean Counter

Deploying an RFID system is a big project, and the bottom line needs to drive
your implementation. This part walks you through the key RFID-related busi-
ness decisions you need to make. In Chapter 15, I explain who in your organiza-
tion needs to be involved in these decisions and walk you through a nine-step
process for building and presenting a business case study. In Chapter 16, [
explain strategic benefits you need to include in the business case in more
detail, including how to calculate return on investment, or ROI, for all the
money you're about to spend on RFID hardware and software. Chapter 17 is
your guide to outsourcing: I explain how you decide whether to outsource,
what to look for in an outsourcing partner, and how to seal the deal.

Part Ul: The Part of Tens

No For Dummies book is complete without a Part of Tens. The four chapters
in this part offer (more or less) ten equipment vendors to assess, ten of the
best RFID-related Web sites, ten tips from RFID experts who are part of that
rare fraternity that has actually done real-world deployments and lived to tell
about it, and ten standards and protocols for RFID that you may want to
investigate.

In the back of this book, you can also find a glossary of electrical, magnetic,
and scientific terms. So if, in your RFID reading, you come across terminology
that leaves you baffled, you can use this glossary as a handy resource.
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Icons Used in This Book

\\J

Throughout this book, you find icons in the margins, marking specific para-
graphs. Here’s what those icons indicate:

The Tip icon marks tips and shortcuts that you can use to make your RFID
installation, testing, and implementation easier.

Remember icons mark the information that’s especially important to know.
To siphon off the most important information in each chapter, just skim
through these icons.

The Technical Stuff icon marks information of a highly technical nature that
you can normally skip over unless you have a closet desire to geek out on
radio frequency. But face it: If you're reading about RFID, you’re probably a
technical-minded person. If this is the case, you're more likely to skip to this
icon instead of skipping over it.

The Warning icon tells you to watch out! It marks important information that
may save you headaches, long talks with government officials, and maybe
even bodily injury.

The Case Study icon points out real-life examples of how RFID has been used
(and misused) in the marketplace.
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In this part . . .

part [ gets you prowling down the path to RFID adop-
tion. In these three chapters, you become acquainted

with the basics of the technology and understand how it
compares to other automatic identification (Auto-ID) tech-
nologies. | explain why RFID has blossomed into the latest
and greatest technology since the electric toaster. You also
find out why so many people need to adopt this technology
in such a short period of time.

The last chapter of Part I shows you, in simple, easy-to-
understand terms, how to compare the different RFID
networking and technology systems. This serves as a
primer for more detailed discussions later in the book.




Chapter 1
Taking the Mystery out of RFID

In This Chapter
Discovering RFID

Getting a handle on the technology
Figuring out what you need to know

Knowing what to expect in the future

Wth all the recent hype over radio frequency identification (RFID) and
the requirements to implement it, you might think that RFID can turn
water into wine, transform lead into gold, and cure the world’s diseases. You
might also be worried that RFID will enable Big Brother to track your move-
ments to within a foot of your location from a satellite five hundred miles up
in space. The truth is, RFID can do none of these things.

In this chapter, you find out the basics of what RFID is, what forces are dri-
ving RFID as a replacement for the bar code in the marketplace, and what
benefits RFID can offer.

If you are responsible for complying with high-profile mandates from one of
your suppliers or customers, this chapter also offers a framework to help you
begin setting up a system and making it work within your existing business
process. The bad news is that an RFID implementation is a daunting project
even at a minimal compliance level, sometimes referred to as slap and ship or,
more appropriately, fag and ship. The good news is that the benefits to the
business are substantial, particularly if your trading partners are involved.
RFID technology is here to stay, so the sooner you understand it, the quicker
you can make key strategic decisions for your company.

What Is RFID?

RFID is a very valuable business and technology tool. It holds the promise of
replacing existing identification technologies like the bar code. RFID offers
strategic advantages for businesses because it can track inventory in the
supply chain more efficiently, provide real-time in-transit visibility (ITV), and
monitor general enterprise assets. The more RFID is in the news, the more
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creative people are about its potential applications. For example, I recently
heard from someone who wanted to use RFID to track fishing nets in the
North Sea.

The origins of RFID in inventory tracking

Wal-Mart has spent millions of dollars since the late 1990s researching the
efficacy of RFID systems to replace bar codes (which have been in use since
the days of The Brady Bunch and Gilligan’s Island — that’s the early 1970s, for
those of you with all your hair left).

In 1999, with the help of scientists at the Massachusetts Institute of Technology
(MIT), a consortium of companies formed the Auto-ID Center — a center for
continued research into the nature and use of radio frequency identification.
The consortium had a new idea about how organizations could identify and
track their assets. The vision underlying automatic identification (or Auto-ID)
is the creation of an “Internet of Objects.” In such a highly connected network,
devices dispersed through an enterprise can talk to each other — providing
real-time information about the location, contents, destination, and ambient
conditions of assets. This communication allows much-sought-after machine-
to-machine communication and decision-making, rendering humans unneces-
sary and mistakes a thing of the past.

Today, Auto-ID can track not only enterprise assets, but also the movement of
products, containers, vehicles, and other assets across vast geographic areas.
For more about the Auto-ID Center and the current organizations involved in
developing RFID technology, see Chapter 2.

Tracking goods with EPC codes

RFID is actually nothing new. Just as goods today have bar codes, goods in RFID
systems have codes that enable systems to share information. Because the
mandated RFID systems require businesses to share information with each
other, the different systems need to use the same code — the electronic prod-
uct code (EPC). The EPC is the individual number associated with an RFID tag
or chip.

The EPC was developed at MIT’s Auto-ID Center in 2000 and is a modern-day
replacement for the Universal Product Code (UPC). A tag’s embedded EPC
number is unique to that tag. However, the EPC protocol is universal to all
EPC-compliant systems and serves two specific functions:

v Telling how data is to be segregated and stored on the tag, or what is
also known as the numbering scheme.

v Determining how the tags and readers communicate (also called the air
interface protocol).



