SpringerBriefs in Computer Science
Samuel D. Okegbile - Jun Cai - Changyan Yi

Human Digital Twin
Exploring Connectivity
and Security Issues

@ Springer



SpringerBriefs in Computer Science



SpringerBriefs present concise summaries of cutting-edge research and practical
applications across a wide spectrum of fields. Featuring compact volumes of 50 to
125 pages, the series covers a range of content from professional to academic.

Typical topics might include:

* A timely report of state-of-the art analytical techniques

* A bridge between new research results, as published in journal articles, and a
contextual literature review

* A snapshot of a hot or emerging topic

* An in-depth case study or clinical example

* A presentation of core concepts that students must understand in order to make
independent contributions

Briefs allow authors to present their ideas and readers to absorb them with
minimal time investment. Briefs will be published as part of Springer’s eBook
collection, with millions of users worldwide. In addition, Briefs will be available
for individual print and electronic purchase. Briefs are characterized by fast, global
electronic dissemination, standard publishing contracts, easy-to-use manuscript
preparation and formatting guidelines, and expedited production schedules. We
aim for publication 8-12 weeks after acceptance. Both solicited and unsolicited
manuscripts are considered for publication in this series.

**Indexing: This series is indexed in Scopus, Ei-Compendex, and zbMATH **



Samuel D. Okegbile ¢ Jun Cai * Changyan Yi

Human Digital Twin

Exploring Connectivity and Security Issues

@ Springer



Samuel D. Okegbile Jun Cai

Department of Electrical and Computer Department of Electrical and Computer
Engineering Engineering

Concordia University Concordia University

Montreal, QC, Canada Montreal, QC, Canada

Changyan Yi

College of Computer Science and
Technology, Nanjing University of
Aeronautics and Astronautics
Nanjing, Jiangsu, China

ISSN 2191-5768 ISSN 2191-5776  (electronic)
SpringerBriefs in Computer Science
ISBN 978-3-031-57533-4 ISBN 978-3-031-57534-1 (eBook)

https://doi.org/10.1007/978-3-031-57534-1

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024

This work is subject to copyright. All rights are solely and exclusively licensed by the Publisher, whether
the whole or part of the material is concerned, specifically the rights of translation, reprinting, reuse
of illustrations, recitation, broadcasting, reproduction on microfilms or in any other physical way, and
transmission or information storage and retrieval, electronic adaptation, computer software, or by similar
or dissimilar methodology now known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors, and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or
the editors give a warranty, expressed or implied, with respect to the material contained herein or for any
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional
claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

Paper in this product is recyclable.


https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1
https://doi.org/10.1007/978-3-031-57534-1

This book is dedicated to God—the giver of
lives, knowledge and understanding. Also to
Sfamily.



Preface

Human digital twin (HDT) is a pivotal emerging technology poised to revolutionize
the existing human-centric landscape. When adopted toward personalized health-
care systems, it has the potential to deliver fast, efficient, and accurate healthcare
services following the concept of digital twin by combining various technologies
including artificial intelligence (Al), data analytics, internet of things (IoT), and
virtual and augmented reality. The HDT framework encompasses three fundamental
components: humans who are generally located in the physical environment,
their counterpart digital replicas—also called their virtual twins—located in the
virtual environment, and ultrareliable data links facilitating the co-evolution of both
physical and virtual environments.

Despite enormous promising solutions that may come with such a framework,
HDT relies on real-time physical-to-virtual connectivity due to the need for
continuous exchange of data and information among each human-virtual twin pair.
Thus, physical-virtual connectivity modelling becomes one of the most important
issues for HDT. One specific concern in modelling the physical-virtual connectivity
of HDT pertains to establishing a secure and privacy-preserving data-sharing
framework between every human and its paired virtual twin. Considering the
benefits of HDT, considerable research has been carried out toward the design and
modelling of physical-virtual connectivity. To the best of our knowledge, there is
currently no book addressing secure, privacy-preserving, and efficient human-to-
virtual twin connectivity problems in HDT. This book endeavors to bridge this
gap, providing academia and industry a comprehensive coverage of connectivity
modelling in HDT.

The book covers a range of essential topics, encompassing the overarching
concept of HDT, its design requirements and challenges, an edge-assisted human-
to-virtual solution, blockchain-enabled data sharing, and differentially private fed-
erated multi-task learning (DPFML) schemes for HDT, accompanied by in-depth
discussions and insightful analyses. In the first part of this book, the general
overview of HDT, its application scenarios, and its specific characteristics compared
to conventional digital twin models are discussed. In addition, specific requirements
and challenges related to sophisticated and high-quality data; extreme ultra-reliable
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and low-latency communication; ultra-low round-trip time; data privacy, security,
and integrity; as well as storage, computation, and information technology-driven
analytics are explored. In the second part of the book, an edge-assisted human-
to-virtual twin connectivity framework is first introduced before delving into the
human-to-virtual twin connectivity modelling. An extensive discussion on the
general practical Byzantine fault tolerance (PBFT) framework is then discussed,
followed by presenting a shard-based Byzantine fault-tolerant scheme for HDT with
exploration of latency and throughput analysis modelling. This part concludes with
the introduction of the DPFML-assisted human-to-virtual twin connectivity scheme
and the modelling of the connectivity cost based on a new consensus algorithm
called the proof of model quality. Finally, this book closes up with conclusions and
promising research directions.

This book is expected to stimulate future research in the field of HDT from
several perspectives including networking, data management, and security and
privacy. While the primary audience is researchers and professionals in wireless
communications and physical-cyber systems, advanced-level students in computer
science and/or electrical engineering will also find the content valuable.

Montreal, QC, Canada Samuel D. Okegbile
Montreal, QC, Canada Jun Cai
Nanjing, China Changyan Yi

December, 2023
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