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INTRODUCTION

If you're preparing to take the Certified in Cybersecurity (CC) exam, you'll undoubt-

edly want to find as much information as you can about information security. The more
information you have at your disposal, the better off you'll be when attempting the exam.
This study guide was written with that in mind. The goal is to provide enough information
to prepare you for the test, but not so much that you'll be overloaded with information
that’s outside the scope of the exam.

This book presents the material at an entry level. You don’t need any prior experience
with cybersecurity to read this book or take the exam. The CC certification is designed for
newcomers to the field, and this book will give you all the information you need to know
to pass it.

I've included review questions at the end of each chapter to give you a taste of what
it's like to take the exam. | recommend that you check out these questions first to gauge
your level of expertise. You can then use the book mainly to fill in the gaps in your current
knowledge. This study guide will help you round out your knowledge base before tack-
ling the exam.

If you can answer the review questions correctly for a given chapter, you can feel safe
moving on to the next chapter. If you're unable to answer them correctly, reread the
chapter and try the questions again. Your score should improve.

NOTE

Don't just study the questions and answers! The questions on the actual exam
will be different from the practice questions included in this book. The exam is
designed to test your knowledge of a concept or objective, so use this book to
learn the objectives behind the questions.

CC CERTIFICATION

The CC certification is offered by the International Information System Security Certification
Consortium, or I1SC2, a global nonprofit organization. The mission of ISC2 is to support and
provide members and constituents with credentials, resources, and leadership to address
cyber, information, software, and infrastructure security to deliver value to society. ISC2
achieves this mission by delivering the world’s leading information security certification
program. The CCis the flagship credential in this series and is accompanied by several
other ISC2 programs:
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P Certified Information Systems Security Professional (CISSP)
P Systems Security Certified Practitioner (SSCP)

P Certified Secure Software Lifecycle Professional (CSSLP)

P Certified Cloud Security Professional (CCSP)

P Certified in Governance, Risk, and Compliance (CGRC)

The CC certification covers five domains of information security knowledge. These
domains are meant to serve as the broad knowledge foundation required to succeed in the
information security profession:

P> Security Principles (26% of exam questions)

P Business Continuity (BC), Disaster Recovery (DR) & Incident Response (IR) Con-
cepts (10% of exam questions)

P Access Control Concepts (22% of exam questions)

P Network Security (24% of exam questions)

P> Security Operations (18% of exam questions)

Complete details about the CC exam objectives are contained in the Exam Outline.
It includes a full outline of exam topics and can be found on the ISC2 website at www
.isc2.org/Certifications/cc/cc-certification-exam-outline.

TAKING THE CC EXAM

The CC exam includes only standard multiple-choice questions. Each question has four
possible answers, and only one of the answers is correct. When taking the test, you'll likely
find some questions where you think multiple answers might be correct. In those cases,
remember that you're looking for the best possible answer to the question!

The CC exam is currently available for free to the first one million candidates through an
ISC2 initiative called One Million Certified in Cybersecurity. You can find more details about
the CCexam and how to take itatwww.isc2.org/Certifications/CC.

You'll have 2 hours to take the exam and will be asked to answer 100 questions. Your
exam will be scored on a scale of 1,000 possible points, with a passing score of 700.

NOTE

The CC exam includes 25 unscored questions, meaning that only 75 of the ques-
tions actually count toward your score. ISC2 does this to gather research data,
which it then uses when developing new versions of the exam. So, if you come
across a question that does not appear to map to any of the exam objectives—or,
for that matter, does not appear to belong in the exam—it is likely a seeded
question. You never really know whether or not a question is seeded, however, so
always make your best effort to answer every question.
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COMPUTER-BASED TESTING
ENVIRONMENT

The CC exam is administered in a computer-based testing (CBT) format. You can register for
the exam through the ISC2 and Pearson VUE websites.

You take the exam in a Pearson VUE testing center located near your home or office. The
centers administer many different exams, so you may find yourself sitting in the same room
as a student taking a school entrance examination and a health care professional earning a
medical certification. If you'd like to become more familiar with the testing environment, the
Pearson VUE website offers a virtual tour of a testing center at home . pearsonvue. com/
test-taker/Pearson-Professional-Center-Tour.aspx.

When you take the exam, you'll be seated at a computer that has the exam software
already loaded and running. It’s a pretty straightforward interface that allows you to navi-
gate through the exam. You can download a practice exam and tutorial from the Pearson
VUE website at www . vue . com/athena/athena. asp.

EXAMTIP

At the beginning of the exam, you'll be asked to agree to the terms. This section
of the exam has its own 5-minute timer. If you don’t agree within 5 minutes, your
exam will automatically end and you will not be able to restart it!

EXAM RETAKE POLICY

If you don't pass the CC exam, you shouldn’t panic. Many individuals don’t reach the bar on
their first attempt but gain valuable experience that helps them succeed the second time
around. When retaking the exam, you'll have the benefit of familiarity with the CBT envi-
ronment and CC exam format. You'll also have time to study the areas where you felt less
confident.

After your first exam attempt, you must wait 30 days before retaking it. If you're not suc-
cessful on that attempt, you must then wait 60 days before your third attempt and 90 days
before your fourth attempt. You cannot take the exam more than three times in a single
calendar year.

RECERTIFICATION REQUIREMENTS

Once you've earned your CC credential, you'll need to maintain your certification by paying
maintenance fees and participating in continuing professional education (CPE). As long as
you maintain your certification in good standing, you will not need to retake the CC exam.

Xix
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Currently, the annual maintenance fee for the CC credential is $50 for those who do not
hold another ISC2 certification. Members who hold another credential pay a $125 main-
tenance fee each year. This fee covers the renewal for all ISC2 certifications held by an
individual.

The CC CPE requirement mandates earning at least 45 CPE credits during each three-year
renewal cycle. ISC2 provides an online portal where certificate holders can submit CPE com-
pletion for review and approval. The portal also tracks annual maintenance fee payments
and progress toward recertification.

USING THE ONLINE PRACTICE TEST

All the questions in this book are also available in Sybex’s online practice test tool, along
with a full-length 100-question CC practice test. To get access to this online format, go
towww .wiley.com/go/sybextestprep and start by registering your book. You'll
receive a PIN code and instructions on where to create an online test bank account. Once
you have access, you can use the online version to create your own sets of practice tests
from the book questions and practice in a timed and graded setting.

In addition to the questions and practice test, the Sybex online learning environment
includes an extensive set of electronic flashcards to improve your exam preparation. Each
flashcard has one question and one correct answer. These are great as last minute drills. And
there is an online glossary is a searchable list of key terms introduced in this study guide
that you should know for the CC certification exam.

HOW TO CONTACT THE PUBLISHER

If you believe you have found a mistake in this book, please bring it to our attention. At
John Wiley & Sons, we understand how important it is to provide our customers with
accurate content, but even with our best efforts an error may occur.

In order to submit your possible errata, please email it to our Customer Service Team at
wileysupport@wiley.comwith the subject line “Possible Book Errata Submission.”
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Security Principles is the first domain of ISC2's Certified in Cybersecurity exam. It
provides the foundational knowledge that anyone in information technology needs
to understand as they begin their careers. The domain includes the following five

objectives:

1.1  Understand the security concepts of information assurance
1.2 Understand the risk management process

1.3 Understand security controls

1.4 Understand the ISC2 Code of Ethics

1.5 Understand governance processes

Questions from this domain make up 26 percent of the questions on the CC exam, so
you should expect to see 26 questions on your test covering the material in this part.






CHAPTER 1

Confidentiality,
Integrity,
Availability, and
Non-repudiation
Objective 1.1 Understand

the Security Concepts
of Information Assurance

Information plays a vital role in the operations of modern business, and
we find ourselves entrusted with sensitive information about our cus-
tomers, employees, internal operations, and other critical matters.

As information technology professionals, we must work with information
security teams, other technology professionals, and business leaders to
protect the security of that information.

In this chapter, you'll learn about four of the subobjectives of CC objective 1.1. The
remaining material for this objective is covered in Chapter 2, “Authentication and
Authorization,” and Chapter 3, “Privacy.” The following subobjectives are covered in this
chapter:

» Confidentiality
P Integrity

P> Availability

» Non-repudiation



