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CHAPTER 1

Introducing Cloud Services

As an introduction to our discussion of cloud services, let’s consider a situation that’s typical in today’s
medium to large enterprises. Assume a business unit has an immediate need to deploy and maintain an
analytics application that it has built internally. The application will provide the business users with
valuable business insight that will make the company much more competitive in the marketplace. The
business unit has the budget but not the time to implement the solution, and this deployment needs to
happen in the next three months.

The IT hosting team members understand the requirement, but to deploy an application with IT
resources requires coordination among hardware, software, operations, and support teams. Perhaps
ordering hardware and preparing the enterprise operating system build itself takes two months. After
that, IT has to go through its standard testing process and operations procedures to make sure all the
support needs are identified. So, the earliest application delivery date would be in six months.

The business owner escalates the urgency of the issue but cannot get past the process boundaries of
the enterprise. Ultimately, the business owner establishes an independent IT department funded by the
business and delivers the application in three months. Even though the application is delivered, it
doesn’t have the enterprise support and operations quality.

Now, the CEO and the CTO evaluate the situation at the enterprise level and come to the conclusion
that there are too many application instances running redundantly across the enterprise and costing the
enterprise millions of dollars in resource and maintenance costs. Therefore, they decide to create a
mandate that all the applications need to be migrated to the IT application-hosting infrastructure.
Eventually, the business unit ends up creating an exception for its situation and continues running its
own IT department, thus costing the overall enterprise on redundant resources.

I see these scenarios on a daily basis, and I don’t see a clear solution to the problem unless the entire
process and structure in which these organizations operate is revamped, or technology like cloud
computing takes off and enterprises embrace it wholeheartedly.

How will cloud computing help in this area? To understand, let’s go back to the original business
requirement: the business owner has an immediate need to deploy and maintain an analytics
application, and the time frame is within three months. The biggest hurdles IT has in deploying this
application are not in the application itself but in the dependencies and the process involved in
provisioning the infrastructure required to deploy and maintain it. If the cloud computing dream is
realized, it will eliminate the need for the application hosting team to be dependent on most of the
hardware team requirements, because abstraction of hardware is one of the main tenets of cloud
computing, and this abstraction is provided by cloud service providers’ data centers. If the servers’, load
balancers’, routers’, and switches’ dependencies are eliminated, the application hosting team could
focus solely on deploying the application in the cloud service of its choice, with business approval. In
this case, the overall IT agility will improve and better align with the business goals of the enterprise.
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Of course, considering the current state of cloud service providers, I am discounting several facts
like security, performance, reliability, political atmosphere, on-going maintenance costs, and overall
company culture. But all technologies start slow and with skepticism from large enterprises. Skepticism
fades away as early adopters of the technology embrace it and provide valuable feedback, which goes
back into the product helping it mature over time. As the technology matures, larger enterprises start
embracing it. Some larger enterprises do play parts as early adopters, but very rarely because companies
typically become risk averse as they grow in size and their processes become streamlined and mature.

As discussed in the scenario earlier, cloud services platforms relieves you of investing in expensive
hardware and IT resources for maintaining a highly available and scalable infrastructure. Cloud
platforms are designed to be used on demand. The cost of the platform is directly proportional to its
usage. The more you use the platform, the more you pay, and vice a versa. These dynamic capabilities
allow you to proportionately balance the service operating costs to its usage and thus make your
business more elastic and responsive to change. For example, if you have an e-commerce site that peaks
during the Thanksgiving and Christmas seasons and attracts fewer but consistent numbers of users for
the rest of the year, then you can dynamically increase the capacity of the underlying platform during
the holiday season and reduce it for the rest of the year. This dynamic capability offered by service
providers is called utility computing and is analogous to your utility service providers’ model: they
charge you by the amount of energy you use. You can scale back your energy bill by reducing the energy
usage, or your energy bill will go up during peak load. If you invest in a highly available and scalable
infrastructure on premise, scaling in either direction based on demand is difficult. So, in the long term,
cloud platforms are designed to reduce your average operating costs by giving you the flexibility to
commission and decommission infrastructure depending on the business needs. Currently, the level of
performance, flexibility, and reliability offered by heavily invested on-premise infrastructures may not
be matched by the currently available cloud service offerings. But, as the offerings mature, they are
expected to provide you with lower total cost of ownership without compromising the service reliability.

Internet itself is a vast phenomenon to be branded as a cloud. “Cloud” is a subset of the Internet.
The term specifically means applications, platform, infrastructure and consumer services offered by
service providers to build applications for the Internet. Acronyms like software as a service (SaaS),
platform as a service (PaaS), software plus service (S + S), and database as a service (DaaS) all represent a
piece of cloud services in one way or the other. In this chapter, I will go over the evolution of Internet
services into cloud services and look at the offerings from major industry players like Microsoft, Google,
Amazon, SalesForce.com, GoGrid, and 3Tera.

There has been a sudden burst of interest in cloud computing not only because of the cost savings it
offers but also the quality of infrastructure the cloud service providers promise. The credit should go not
only to SalesForce.com for revolutionizing their SaaS platform in the small business market, but also to
VMWare who created a new market for operating system and hardware virtualization. I credit VMWare
for market awareness they brought around virtualization and its enormous possibilities. Microsoft and
Amazon followed the trend by investing heavily in virtualizing not only operating systems and software
but also data center assets. Virtualization is a key piece in building low-maintenance platforms for cloud
services, because a virtualized platform can be moved and scaled without any dependency on the
underlying hardware. It abstracts the operating system from the hardware and applications from
operating systems. Virtualization makes the concept of utility computing a reality in terms of cost and
manageability. As you read this book, you will learn how virtualization plays an important role in
Microsoft’s Windows Azure platform infrastructure.

The cloud services platforms are in their infancy and have not yet matured either in business
models or technology. But, the addition of software vendors like Amazon, Microsoft, Google, and IBM to
the list of cloud service providers adds credibility to its future success. These software vendors are going
to drive the cloud services industry by offering their enterprise-grade software products to businesses of
all scales. So far, businesses clearly value the cost savings but are still concerned about the security and
reliability of their data in the cloud. Cost, control, reliability and security are the four main quality
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attributes enterprises will evaluate before deciding to adopt a cloud services platform. Enterprises can
also adopt hybrid models, where some services are hosted on-premises and others off. For example, the
Microsoft Dynamics CRM Online service offers on-premise option that can be switched to off-premise
anytime by the enterprise. These kinds of models help enterprises slowly transition a fully on-premise
application to an off-premise or a hybrid solution. This helps critical technical resources in the
enterprise focus on important strategic initiatives instead of worrying about day-to-day operational
issues. After reading this chapter, you will have good understanding about the cloud services industry
and some major players in it.

Note Throughout this book, depending on the context of the conversation, | have used the terms “cloud
services” and “cloud applications” interchangeably to generally represent cloud services. A cloud service may be
thought of as a collection of cloud applications in some instances, but in the context of this book, both mean the
same thing.

Defining Our Terms

Before diving deep into cloud services, I would like to introduce you to the terminology used in this
book. “Cloud” is an overloaded word because the platform is not a standardized yet. There are different
flavors of interpretations and perspectives about it in the technology industry. To be consistent in this
book, I have developed this section for introducing and defining some important terms used herein.
Table 1-1 lists the common industry terms and their definitions as they relate to this book.

Table 1-1. Terminology in This Book

Term Definition

Azure Microsoft’s Windows Azure Platform

Azure Services The components of Windows Azure Platform (e.g.,
Windows Azure, SQL Azure, AppFabric, and Live
Services)

Cloud The cloud services platform (e.g., the Windows
Azure platform)

Cloud application An application deployed to a cloud services

platform and typically part of a larger cloud service

Cloud platform A service offering by a cloud service provider for
deploying cloud services (e.g. Windows Azure
platform offered by Microsoft and EC2 offered by
Amazon)

Continued
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Table 1-1. Continued

Term

Definition

Cloud service

Cloud services platform

On-premise

Off-premise

Service

Solution

An end-to-end service deployed to the cloud
platform that may contain one or more cloud
applications

The same as a cloud platform, which is defined
earlier in this table.

Refers to applications or services deployed and
managed by an enterprise on its own and at its
location

Refers to applications or services in the cloud

When used on its own in this book, refers to the
cloud service

When used on its own, refers to a collection of
multiple applications and/or cloud services
designed for a specific business purpose (e.g., a
payroll solution consisting of three cloud services
and four on-premise applications)

Evolution of Cloud Services

The Internet service platform has evolved from a simple dial-up access provider to an enterprise-grade
software applications platform. The evolution of its maturity is depicted in Figure 1-1.
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Figure 1-1. Evolution of ISP into cloud services (Source Data: Forrester Research Inc.)

The ISP 1.0 era was in the early to mid-1990s, and the focus was on building Internet access
networks for consumers and businesses. This era was dominated by companies like AOL, NetZero,
Comcast, and Time Warner. Businesses were also heavily involved in building their own internal
network infrastructure. In the ISP 2.0 era, the focus shifted to providing access to the servers in the ISP
infrastructure. Businesses and consumers could host their web sites on ISP servers with limited
capabilities. The ISP 3.0 era brought the colocation concept into the ISP equation. Businesses could host
their servers with the ISP, thus leveraging the ISP’s massively scalable, efficient, and redundant
infrastructure. Companies like Rackspace.com and AT&T were the leaders in this space. Even though ISP
4.0 could achieve economies of scale in the network and power infrastructures, it had to keep up with
the technology and business demands to achieve economies of scale at the application and platform
levels. This gave rise to the ISP 4.0 era, where the application service providers (ASP) built scalable
business software services and abstracted the intricacies of the data centers from the enterprises.
Enterprises just had to subscribe to the software services like the CRM services offered by
SalesForce.com and Microsoft Dynamics CRM Online without worrying about the underlying data
center infrastructure. In this era, the software vendors took the initiative to offer their software services
to businesses over the Internet. We have not fully graduated out of the ISP 4.0 era; I would say that we
are on the border of ISP 4.0 and ISP 5.0. ISP 4.0 still faces the connectivity, security, and integration
challenges between on-premise and cloud services. SalesForce.com, Microsoft Dynamics CRM Online,
SharePoint Online, and Exchange Online are viable services that businesses are subscribing to. In the ISP
5.0 era, the ISP infrastructure will mature into a scalable on-demand platform, called the cloud, ripe to
be leveraged for building and hosting business applications.

Later in this book, you will see how Microsoft has built an operating system in the cloud comprised
of virtually enabled nodes of Windows operating system for building Internet-scale applications. In the
ISP 5.0 era, there is complete transparency in application hosting. Enterprises will be able to deploy
custom applications into the cloud without worrying about the hardware and platform requirements for
the application. This will create transparency between on-premise and cloud applications for
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businesses, as they will interoperate seamlessly. You will see in future chapters how Windows Azure
achieves some level of this transparency.

A critical success factor for ISP 5.0 is the quality of service (QoS) offered by the cloud service
providers. Cloud service providers like Amazon, Microsoft, Google, and IBM are in the process of
creating massively scalable data center infrastructure, but there is little focus on the QoS for businesses
as of yet. Cost, control, reliability, and security will be the determining factors cloud service providers
will have to focus on to convince businesses to use their services. The biggest difference between ISP 4.0
and ISP 5.0 is the entire application life cycle hosting support offered by ISP 5.0. This means applications
can be planned, developed, stabilized, deployed, and operated around cloud services with little
dependence on on-premise infrastructure. Figure 1-2 shows the ISP 5.0 as an application development
and deployment platform.

Operate Develop

Cloud
Services

Figure 1-2. Cloud services application platform (ISP 5.0)

In Figure 1-2, the planning phase is conducted completely on site, similar to an on-premise
application. The deviation from the on-premise application life cycle happens in the development
phase, where developers have to work directly with the cloud for unit and functional testing, even
though the actual software development may take place on-premise. From the development phase
onward, the control of cloud over the service increases and in the deployment and operation phases the
cloud is completely in control of the service. The cloud manages the deployment, availability, scalability,
and connectivity of the service.
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Planning

In the planning phase, you typically envision and plan your cloud service. This may involve designing a
new cloud service, migrating an existing on-premise application to the cloud, or creating a hybrid on-
premise and cloud service. In this phase, you also decide on the cloud services provider you want to host
your service with and open and account with that provider. The most amount of effort in this phase goes
into architecting the following attributes of the cloud service:

e Access control

e Network connectivity
e  Reliability

e  Storage architecture

e Service usage projections

Developing

In this phase, you develop the application in a local development environment provided by the cloud
services provider. A local development environmentis a simulated cloud running on-premise on your
development machine used purely for development and functional testing purposes. Development may
also involve deploying to the cloud development environment for unit testing.

Stabilizing

In the stabilization phase, the development, testing and the release engineering team iteratively test the
application by deploying the service into a testing environment in the cloud. The black box,
performance, and business scenarios testing are done in the cloud environment.

Deploying

In the deployment phase, the production version of the application is deployed into the staging
environment in the cloud and then further promoted to the production cloud environment for business.

Operating

In the operation phase, the operation logs and usage of the service are evaluated periodically to analyze
the usage and health of the service. Usage data is analyzed for billing purposes, and health data is
analyzed for improvements to the future versions of the service.

Modeling Cloud Service Offerings

Cloud services offer several different models depending on the industry requirements. For better
understanding of the cloud offerings, I have designed a pyramid for categorizing the offerings into four
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layers: platform, middleware, enterprise services, and consumer services. Figure 1-3 illustrates the four-
layered pyramid model of the cloud service offerings.
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Figure 1-3. Cloud services offerings pyramid

Each layer in the pyramid can be considered as a separate offering, but some providers like Microsoft
and Google are building complete offering spanning all the layers.

Consumer Services Layer

The consumer services layer represents cloud services that are targeted for the consumers. Some of the
services like e-mail, instant messaging, and searching have been available to the consumers from the
very beginning of the Internet era, whereas new services like massively multiplayer games, mobile
applications, collaboration, social networking, and mapping services have gained significant consumer
attention in recent years. The early cloud services like instant messaging and e-mail were developed as
dedicated services without any flexibility or abstraction built into their architectures. Every software
vendor had its own communication protocol and little effort was made to interoperate across platforms.
I call such services as silos because each stands on its own, performing a certain function without any
cross-platform interoperability. Over the years, these silo architectures have matured with several layers
of abstraction and interoperability built in not only the platform but also the infrastructure architecture.
These services now support open web services protocols and interoperate across vendor platforms. The
consumer layer is built on top the foundation created by the application, infrastructure, and platform
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layers. Each of these layers has its own software boundaries, and the consumer market has been and will
be the broadest market in terms of end users for cloud services.

Enterprise Services Layer

The enterprise services layer represents application platforms that can be leveraged by businesses to
host their business-specific applications or enhanced by independent software vendors (ISVs) in
building additional functionality. Most of today’s SaaS applications fall into this category of cloud
services, and SalesForce.com and Microsoft’s Dynamics CRM Online are good examples of application
platforms in the cloud. They also offer web services application programming interfaces (APIs) for
custom development and add-ons on top of their basic CRM functionality. From the business
perspective, the upfront cost and risk involved in deploying these services is minimal, because they are
completely managed by the service provider. Businesses have to adapt to the new interface and make
sure the software satisfies their business requirements. In contrast, it will cost much more to build and
maintain such software in-house, because the businesses cannot leverage economies of scale like the
service provider. Service providers can share the same platform across multiple customers, thus
benefitting from economies of scale and passing on these cost savings to the businesses. This layer is the
fastest growing in cloud services offerings because of its flexibility, low risk, and low upfront cost to the
businesses.

Middleware Layer

The middleware layer is a direct result of the monetization of large-scale middleware software
components already built to support massively scalable consumer services. Some examples of these
already existing services are Amazon e-commerce systems, Google Search, and Windows Live services.
As the consumer services and matured, the middleware layer was abstracted and service providers
decided to monetize this intellectual property (IP) by offering their middleware capabilities directly to
the businesses. In the middleware layer, businesses can utilize proven scalable software services and
infrastructure platform offered by service providers for hosting custom software services. All businesses
have custom software services that are developed internally to suite their own business processes. Such
services are expensive to scale internally due to licensing, hardware, and labor costs. By deploying these
services in the cloud and leveraging the scalable middleware of the service providers, businesses can
scale these custom services on demand. Microsoft’s AppFabric falls into this category because it offers
software platforms like service bus and Access Control Service businesses can leverage for building and
scaling custom services.

Platform Layer

The platform layer forms the core foundation for all the other cloud services offerings in the pyramid.
The platform layer represents the computational, data storage, and network platforms ISVs, and
software vendors can leverage this layer in building middleware, enterprise, and consumer services. In
this layer, virtualization is employed at its optimum for providing platform abstraction and dynamic
scalability for the rest of the layers. Provisioning, management, and milling of the operating systems and
storage are automated to reduce maintenance and deployment costs. Quality attributes like scalability,
performance, reliability, and availability are built right into the architecture of the platform layer. The
primary audiences of the platform layer are ISV developers and infrastructure architects interested in
leveraging this highly resilient platform in building end-to-end cloud services. Amazon’s Elastic
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Compute Cloud (EC2), Microsoft Windows Azure, and Microsoft SQL Azure fall into the platform payer
of the cloud services pyramid.

Note Throughout this book, | will refer to the cloud services pyramid to explain the differences between the
cloud services products that we will be working with.

Shifting to the Cloud Paradigm

The move from a traditional on-premise model to an off-premise cloud model is a fundamental
paradigm shift for businesses. Usually businesses are in their comfort zone of managing IT internally.
With the cloud services model, even though the cost savings become evident, the challenge for
businesses is to get out of their comfort zones and make the paradigm shift of moving to cloud services
to stay competitive. The shift does not happen overnight; it takes several months of rigorous analysis,
planning, and implementation. Depending on the costs, benefits, risks, and security requirements, a
business can either stay on-premise, embrace cloud services fully, or settle on a hybrid model yielding
cost benefits while keeping core competencies on-site. Figure 1-4 illustrates the ownership of key
enterprise assets in on-premise, cloud, and hybrid scenarios.

The recommended migration process is to move step by step, one application at a time. When the
offshore software development model became popular in 2000, businesses faced a similar challenge in
getting aboard the outsourcing wagon. Now, many businesses have significant offshore investments and
clearly see the payoffs. It took time and learning for businesses to make the paradigm shift in off-shore
software development projects. For cloud services to succeed, businesses will be required to make a
paradigm shift again.
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Figure 1-4. On-premise, cloud, and hybrid scenarios
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In Figure 1-4, the on-premise and cloud scenarios are fairly easy to understand, because either all the
assets are on-premise or in the cloud. The user profiles asset is usually required on both the sides
because of single sign-on requirements between on-premise and cloud services. In hybrid models, the
businesses and the service provider must negotiate and decide which assets and services are better
suited for locations on-premise, in cloud, or both. In the Hybrid 1 scenario in Figure 1-4, the user
profiles and hosting facilities are present on both the sides; the business applications are in the cloud,
whereas the utility applications, operating systems, data storage, and hardware are on-premise. In the
Hybrid 2 scenario, the user profiles, operating systems, data storage, and hardware are present on both
the sides, whereas the business applications, utility applications, and hosting facilities are in the cloud.

Most of the companies typically choose some hybrid model that best suits them.

11
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Understanding the Cloud Services Ecosystem

The cloud services ecosystem consists of five major roles, as shown in Figure 1-5.

Software
Manufacturers ISVs

Service
Providers Enablers
Businesses

Figure 1-5. The cloud ecosystem

Service Providers

The service providers are the companies that provide cloud services to the businesses and to the
consumers. These companies run the giant data centers hosting massively virtualized and redundant
software and hardware systems. Service providers like Amazon with its EC2 service and Microsoft with
its Windows Azure fall into the service providers category. These companies not only have expertise in
data center management but also in scalable software management. The service providers may offer
services directly to the businesses, consumers, or ISVs.

Software Vendors

Software designed to run on-premise is very different to software designed for cloud services. Even
though they both may provide the same business functionality to the end users, architecturally they are
not the same. The cloud services must account for multitenancy, scalability, reliability and performance
at a much broader scale than on-premise architecture. Cloud services run in data centers offered by
cloud service providers. In some cases, there is a significant overlap between the service providers and
the software vendors. For example, Microsoft Windows Azure and Google Apps are cloud software
running in their own data centers. The software vendors have found it economically feasible to package
hardware and software together in the data centers to optimize the service delivery in the cloud.
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Independent Software Vendors

Independent software vendors (ISVs) are going to play a key role in the success of cloud services because
of their expertise in vertical business applications. ISVs typically build vertical applications on an already
existing platform. ISVs identify the business demand for a particular solution in vertical markets and
thrive by offering the solution on existing platforms. The cloud offers a great platform for the ISVs to
build vertical solutions. For example, an ISV could build a medical billing solution in the cloud and offer
the service to multiple doctors and hospitals. The infrastructure required for building multitenant
scalable software is already provided by the service providers, so the ISVs have to focus only on building
the business solution.

Enablers

Enablers (which are also called implementers) are vendors offering services to build end-to-end solutions
by integrating software from multiple vendors. Many enterprises purchase software licenses from
vendors but never deploy the software because of lack of strategic initiative or availability of product
expertise. Enablers fill in the gap by offering consulting services for the purchased software. Companies
like Microsoft Consulting Services and IBM Global Services offer customer-specific services regardless of
the underlying platform. Enablers play a key role by integrating on-premise and cloud services or
building end-to-end cloud services customized for a business. Cloud platform offers enablers an
opportunity to expand their service offerings beyond on-premise solutions.

Businesses

Finally, businesses drive the demand for software products and services. If businesses see value or cost
savings in a particular solution, they do not hesitate to implement it. To stay competitive in today’s
market, businesses have to keep their IT and applications portfolios up-to-date and take advantage of
economies of scale wherever possible. Cloud service offerings are architected to achieve economies of
scale by supporting multiple businesses on a scalable and automated platform. For cloud service
offerings to be successful, service providers, software vendors, ISVs and enablers must work together in
creating cloud applications and services not only providing cost savings but also a competitive edge to
businesses. This search for a competitive edge will drive demand for cloud services.

Cloud Services Drivers and Barriers

Even though cloud computing has gained popularity as the new technology driver, businesses are still
evaluating its feasibility for their own business environment. Figure 1-6 shows some of the key business
drivers and barriers for cloud services.
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