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To our valued readers,

Harbor Light Press was created as an imprint of Sybex, Inc. to help busi-
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meet today’s most pressing business challenges.
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recognize that great business plans are only as good as the people who

implement and manage them.

Harbor Light Press is committed to publishing authoritative, reliable,

yet engaging business books written by authors who are outstanding

instructors and experienced business professionals. The goal for all of our

books is to connect with our readers, to understand their needs, and to pro-

vide them with solutions that they can put to use immediately.

Neil Edde
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Foreword

The Project Manager’s Spotlight Series is written for those of you who are

engaged in projects at the day-to-day level of business. You’re working on

projects such as server consolidation, piloting new products in the market-

place, or opening a new branch or storefront. These day-to-day projects

keep businesses moving forward, carving out market share, meeting strate-

gic goals, and improving the firm’s bottom line. These projects, while vitally

important to the companies you work for, are not necessarily multi-million

dollar, multi-year projects that require meticulous disciplines and precise

methodologies. 

The Project Manager’s Spotlight Series shows you the how-to’s of proj-

ect management on a practical level. These books help you apply solid prin-

ciples of project management without the rigor. You’ll find tools, tips, and

techniques to help you use Project Management Institute–based practices

in your small- to medium-sized projects; these are tips you can read over

the weekend and be ready and able to apply on Monday morning.

—Kim Heldman
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Introduction

Project Manager’s Spotlight on Risk Management was written for those of

you who want to know more about project risk and how to take advantage

of the opportunities risk presents or about how to reduce or eliminate the

impact it has on your project.

This book explores risks and risk management from a practical, hands-on

approach. It will equip you with questions to ask, tools and techniques to imple-

ment, checklists to use, and templates to apply to your projects immediately.

This book has a lot of examples of the types of risks that can plague your

project. Reading this book will help you identify risks on projects that you

may not have thought of before. It will walk you through how to identify

those risks and what to do about them should they occur.

Reading this book will give you a solid foundation in risk management

practices. From here, you can build on this knowledge by taking project man-

agement classes, reading other books in this series or on this topic, and net-

working with others in your organization. This book is based on the project

management guidelines recommended by the Project Management Institute

(PMI), and many of the terms, concepts, and processes you’ll read about in

this book are based on the PMI publication A Guide to the Project Management

Body of Knowledge (PMBOK Guide). This book assumes you have some hands-

on project management experience and some familiarity with project man-

agement terms and processes as described in A Guide to the PMBOK. For those

of you who need a refresher, Appendix A describes the nine Knowledge Areas

found in A Guide to the PMBOK and the five project management processes.

Who Should Read This Book?

If you’re serious about increasing your chances for an on-time, on-budget

project, you should read this book. Risk management is a process that should
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be required for all projects, no matter how big or how small. Sometimes sim-

ply having an understanding of what’s lurking around the corner is enough

to reduce the threat of a schedule delay or a budget overrun. This book will

walk you through the steps of identifying risks, prioritizing them, deciding

which risks require a response plan to deal with them should they occur,

monitoring the project for new risks, and evaluating the overall risk strat-

egy so your next project benefits from what you learned about this project.

Those of you who are experienced at project management will find this

book beneficial because you can combine what you know from practice with

the additional tips and processes outlined here, making your risk manage-

ment strategy more effective than ever. Those of you who don’t have a lot

of hands on experience in project management will benefit from this book

as well. I’ll step you through exactly what you should do to discover risks

and how to deal with them.

The Spotlight Series

The Spotlight Series is designed to give you practical, real-life information

on specific project management topics such as risk, project planning, and

change management. Many times, the theory of these processes makes

sense when you’re reading about them, but when it’s time to implement,

you’re left scratching your head wondering exactly how to go about it. The

books in this series are intended to help you put project processes and

methodologies into place on your next project without any guesswork. The

authors of this series have worked hard to anticipate the kinds of questions

project managers might ask and to explain their topics in a step-by-step

approach so you can put what you’re reading into practice.

If you find that the topic of project management interests you, I strongly

recommend you consider becoming a certified Project Management Profes-

sional (PMP) through the PMI. This is the de facto standard in project man-

agement methodologies. You’ll find many organizations now require a PMP

certification for project management jobs. For more information on this

topic and to help prepare you for this exam, read my PMP Project Manage-

ment Professional Study Guide from Sybex.

Introductionxiv
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CHAPTER 1

What Is Risk Management?

Can you name the ultimate project management four-letter word? You

guessed it: R-I-S-K. This word is uttered either in complete confidence or

under the breath as something the project manager wished he or she knew

something more about.

Risk management is an integral part of project management. I’ll start

this chapter with a discussion of the basics of risk management, including

the definition of risk, the purposes of risk management, the processes

involved with risk management, and principles of risk management.

At the conclusion of this chapter, I’ll introduce a case study that you

can follow throughout the book. The project manager in the case study will

handle issues in her project that I’ve discussed during the chapter. Don’t

be caught off guard if there are a few surprises along the way. After all,

that’s how most projects work.

Are you ready to dive in?

Defining Risk

Most of us tend to think of risk in terms of negative consequences. It’s true

that risks are potential events that pose threats to the project. But they’re

also potential opportunities. That’s the side of the equation we often forget.

For instance, did you know you’re taking a risk by reading this book?

You’re investing a few hours of your time reading about the topic of risk and

risk management—and for that I thank you—but it’s time that you can’t

regain once you expend it. You will (I hope) get to the end of this book and
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realize you learned a lot more about risk than what you knew before you

started. In that case, you’ve taken on a risk and benefited from it. The risk

(the threat of a loss of time that you can’t regain) will thus end in opportu-

nity because you’ll have achieved something at the conclusion of the activ-

ity that you didn’t have in the beginning.

note Risks are like exercise: no pain, no gain. Accomplishment is

rarely possible without taking risks.

Likewise, you take other risks in your daily routine of which you prob-

ably aren’t consciously aware. Perhaps you cross a busy intersection on the

way from the bus stop to your office. You wait for the walk sign, look both

ways before stepping out onto the curb, and proceed to the other side. But

let’s say you’re late for a meeting with the big boss. You can stand on the

corner and wait for the walk light, making you even later for the meeting,

or you can cross against the light once the traffic has cleared. You weigh the

consequences of both actions and decide to walk against traffic.

Chances are you probably didn’t consciously perform a complete analysis

of all the risks and their consequences involved in these two scenarios before

reaching a decision. You likely made a snap judgment in both cases. In the first

example, you picked up this book and thought you’d learn something by read-

ing it, so you purchased a copy. In the second, you weighed the probability of

getting hit by a car against the likelihood of getting yelled at by the big boss

for being late. Even though the consequences of getting hit by a car have sig-

nificantly more impact, you decided that being yelled at was a more likely out-

come and chose to avoid this risk by taking on the other.

Organizations and individuals make decisions regarding project risks

every day. They might use a formally recognized, documented process or go

with the “fly-by-the-seat-of-your-pants” approach. I hope after reading this

book you won’t exercise snap judgment about project risks anymore but will

instead develop a sound methodology for identifying, analyzing, prioritiz-

ing, and planning for risks.

Risk Management2
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Project Risk

All projects begin with goals. The point of the project is to meet and satisfy

the goals the stakeholders agreed on when the project was undertaken. Risk

is what prevents you from meeting those goals. (What? Your stakeholders

didn’t agree on the goals? We’ll talk more about that in Chapter 4, “Pre-

venting Scope and Schedule Risks.”)

note This may come as a surprise to all you eternal optimists out

there, but all projects have risks. Unfortunately, covering your

eyes and saying “you can’t see me” doesn’t make them go away.

As I stated earlier, most organizations, and most individuals, really,

think about risks in terms of harm or danger. What’s at stake, how much

could we lose, and how bad will it hurt? are the initial questions that sur-

face when we think about risk. I don’t mean to be a downer—but I’ll spend

the majority of this book discussing risks from the perspective of the

threats they pose to the project (and their consequences), because after all,

unidentified and unplanned for risks are project killers. Chances are you’ve

experienced a failed project or two as a result of unidentified or unplanned

risks. As you progress through the book, I’ll discuss techniques that lower

or eliminate the consequences of risk and thus give your projects a head

start to success.

Organizations and Project Risk

Executive managers are responsible for making decisions that benefit the

corporation, the shareholders, the constituents, and the others they repre-

sent. Whether it is a for-profit company, a governmental organization, a

not-for-profit organization, an education-focused business, and so on, the

executives at the top have one goal in mind—maximize benefits to the

organization and to their shareholders (all the while making themselves

look good for future promotional purposes, but that’s another book). To do

What Is Risk Management? 3
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that, the company must minimize bad risks while maximizing the oppor-

tunities that good risks may present. This is where you come in.

For executives to make good decisions, they need information. Risk

identification and analysis is a part of the vital information they’ll use when

determining a go or no-go decision regarding the project. And you are the

one responsible for reporting on the risks and their potential impacts to the

executives to assist them in their decision-making process.

Risk management, unfortunately, is probably one of the most often

skipped project management knowledge areas on small-to-medium-sized

projects. Many project managers I know take the attitude that they’ll deal

with the risks when and if they occur rather than take the time to identify

and plan for them before beginning the work of the project.

On a small project, even just an hour or two of time spent on risk man-

agement can mean the difference between project success and project failure.

The information you learn doing simple risk analysis could prove invaluable

to your organization. I can’t guarantee you project success, but I can guaran-

tee you a much higher potential for project failure if you don’t practice basic

risk management techniques and inform your executives of the potential for

bad juju before it hits.

Applying the risk management processes you’ll learn about in this book

will help you manage successful projects that improve your organization’s

performance, profits, efficiency, and market share; provide better market

presence; and meet the organization’s goals.

The Spotlight Series is geared toward those of you who manage small-

to-medium-sized projects. You and I are the ones out there keeping the

everyday business functions forging ahead with the small-to-medium-sized

projects such as consolidating servers, launching websites, conducting space

planning, implementing new purchasing procedures, and so on.

You may be asking, “What does small mean?” Well, the answer is rela-

tive. A small project with minimal impact to one organization could be huge

with devastating impacts to another. For example, your $50,000 project in

an organization that generates $500 million a year in revenues is relatively

Risk Management4
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harmless to the bottom line if the project should fail. Conversely, the fail-

ure of a $50,000 project to a small business owner could send her into bank-

ruptcy. A small business owner likely couldn’t afford the impact of even one

risk consequence whereas the large organization could easily invest twice

the original amount of the project without batting an eye. Therefore, the

risk to the organization is relative as well. (Don’t fool yourself, though;

you’ll have to report to someone about why the original $50,000 wasn’t

enough. The risk in this case rests with you. Did you plan the project appro-

priately? Did you estimate activities and budget accurately? And did you

identify and plan safe, client-approved strategies for managing risks that

could have caused the need for more project funds?)

Remember that your success with small projects will win you larger and

larger project assignments. One way to assure you get those juicy assign-

ments is not skipping the risk management processes.

Your company takes on risk with every project the executive team

approves. They supply resources, time, money, and sometimes even stake

their reputations on projects. Those same resources could be applied to

other projects. But the decision makers weigh the possible outcomes of your

project over another and decide to run with the project you’re assigned.

When projects are approved, the benefit, or perceived opportunity, out-

weighs the perceived threat of not completing the project. When the oppo-

site is true, the project never sees the light of day.

note Most organizations (and individuals) will take risks when the risk

benefits outweigh the consequences of an undesirable outcome.

You may be scratching your head right now wondering why the co-

worker downwind from you got his project approved while yours was nixed

for no apparent reason. Many things can come into play in decisions such as

this, including power plays (someone somewhere doesn’t like someone else

who may benefit from the project), the executive in charge doesn’t like the

project, favoritism, and other similar office politics. More apparent reasons

What Is Risk Management? 5
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might play a part as well, such as the project isn’t in keeping with the com-

pany’s mission, no money exists for the project, enough resources aren’t

available to apply to the project, the risks outweigh the benefits, and so on.

I’m certain you can come up with as many reasons as I can.

As you explore risks and consequences and their impact on the organiza-

tion through the course of this book, keep in mind that executives sometimes

seem to defy logical reason when making decisions. They choose projects that

have risks with potentially devastating consequences to the organization

while brushing off other projects that to us seem like a no-brainer. So when

you’re wondering about why your project wasn’t approved—my advice is

don’t. Move on to your next assignment and apply solid project management

and risk management techniques to help assure its success.

Purpose of Risk Management

The good news is risk isn’t the enemy. The bad news is the consequences of

ignoring risk can be. What you don’t know can hurt you when it comes to

risk. The goal of risk management is identifying potential risks, analyzing

risks to determine those that have the greatest probability of occurring,

identifying the risks that have the greatest impact on the project if they

should occur, and defining plans that help mitigate or lessen the risk’s

impact or avoid the risks while making the most of opportunity.

Project management means applying skills, knowledge, and established

project management tools and techniques to your projects to produce the

best results possible while meeting stakeholder expectations.

Risk management means applying skills, knowledge, and risk manage-

ment tools and techniques to your projects to reduce threats to an accept-

able level while maximizing opportunities.

More specifically, risk management concerns these five areas:

• Identifying and documenting risks

• Analyzing and prioritizing risks

• Performing risk planning

Risk Management6
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• Monitoring risk plans and applying controls

• Performing risk audits and reviews

I’ll describe each of these processes in further detail in their own chap-

ters, so in this section I’ll stick with a high-level definition for each. These

processes are highly interactive, and to understand how they all work

together, you’ll first look at the purpose for each.

Identifying and documenting risks This one is fairly straightforward.

The first step of your risk management approach is identifying and writ-

ing down all the potential risks that exist on your project. It doesn’t stop

there, however. Identifying risks occurs throughout the life of the proj-

ect. Every life-cycle phase brings its own challenges and opportunities,

which means more opportunity for project risk.

Analyzing and prioritizing risks These processes are a little more

complicated. Now that you know what the risks are, you’ll apply tools

and techniques to determine which ones have the greatest potential for

harm (and for good) to the project. The analyzing and prioritizing

process determines which risks require plans.

Performing risk planning Risk planning concerns developing strate-

gies that document how you’ll deal with the risks if they occur. Not all

risks require response plans. You may choose to live with the conse-

quences of a risk event if it occurs.

Monitoring risk plans and applying controls This process involves

evaluating the risk response plans you’ve put into action and imple-

menting any corrections needed to make certain the plan is effective

and the risks are handled appropriately and timely.

Performing risk audits and reviews This process is different from the

previous one because it’s performed after the project is completed.

Monitoring risks occurs throughout the life of the project. Performing

a risk audit is a lot like documenting lessons learned. You’ll document

information as the project progresses, but the risk audit analysis is per-

formed at the end of the project.

What Is Risk Management? 7
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Iterative Process

You can see from the discussion in the previous section how the risk man-

agement processes interact. Once the project manager (or project team)

identifies a risk, she analyzes it to determine its potential impact on the

project. Then she develops a plan that outlines how to deal with the impacts

of the risk should they occur, and monitors, tracks, and perhaps changes

the plan as a result of new information. This means she may identify new

risks, requiring more plans, and so on.

Risk management, just like project management, is an iterative process,

and effective communication is at its core. Without communication and

constructive information exchange between key stakeholders, project team

members, management, the project sponsor, and so on, risk management

wouldn’t work well. The same is true for the project management processes.

The following illustration shows the iterative nature of risk manage-

ment and the interaction between its processes.

Risk management is tightly integrated with the project management

processes and, like project management itself, is not a one-time process.

To illustrate this point, the next illustration shows the project life-cycle

processes (in italics in the graphic) plotted with the risk management

processes to demonstrate how closely linked they are. (Appendix A

Identify and
Document
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Analyze and
Prioritize Risks

Perform Risk
Audits and
Reviews

Create Risk Plan
Monitor Risks

and Apply
Controls

Communication
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contains a refresher on the project management life-cycle processes if you

need a review.)

Probability and Impact

I’ve already touched on two topics that need a little further explanation

before you proceed—probability and impact. You’ll spend a great deal of

time with these subjects in Chapter 5, “Analyzing and Prioritizing Risks,”

but for now some explanations are in order.

Probability is simply the likelihood that a risk event will occur. Let’s say

you’re busy planning the annual St. Patrick’s Day parade. The weather fore-

casters say today has a 20 percent chance of rain. Therefore, the probabil-

ity it will rain on your parade is 20 percent.

Risk impact is the result of the probability of the risk event occurring

plus the consequences of the risk event. Impact, in laymen’s terms, tells you

how bad or how good the realized risk is going to hurt.

Back to the rain example. Perhaps your organization has invested

$75,000 in a float scheduled to appear in the parade’s third position. This

is a prime spot because folks watching the parade are still energized and

watching the events closely. This means the advertising panel on the side

of the float with your organization’s name in huge letters is going to get a

Initiating/Planning
Identifying Risks

Planning
Analyzing and

Prioritizing Risk

Controlling/Closing
Perform Risk Audits

Planning
Perform Risk

Planning

 Executing/
Controlling

Monitor Risks
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