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Foreword

Security has become an important topic for many software systems. With the grow-
ing success of the Internet, computer and software systems have become more and
more networked. Researchers are already developing scenarios in which millions of
devices are connected and cooperatively running web-based commerce, government,
health, and other types of security-sensitive systems. Much of the research effort in
these scenarios is devoted to security aspects. 

What could happen if, in a pervasive health scenario, cardiology data collected by
wireless sensors attached to your body and pre-processed by software on your PDA
is intercepted and manipulated by an unauthorized person during its transmission to
your doctor? Or think of a scenario in which the software in your car is updated re-
motely because an attacker has compromised the manufacturer’s servers. What if
your car, which has just been ‘updated,’ no longer brakes, but instead activates its
drive-by-wire accelerator? What if, in the near future, the control tower that just
took over handling of the aircraft in which you are a passenger discovers that the
plane no longer does what the pilots or the tower want, but, instead, what some hi-
jackers want it to do? Perhaps worst of all, think about potential for disaster should
someone maliciously take over control of a nuclear power plant…

You simply do not want these things to happen! In other words, you require the
system to ensure a proper level of confidentiality and integrity before you trust and
use it.

Although the importance of security is widely acknowledged, only a few projects
address it with the appropriate priority. Security is still an afterthought in many
projects. Check the latest security articles in your favorite IT magazine, and you will
find reports of successful intrusions into, or denial of service attacks against, all sorts
of enterprise-level systems—which, ironically enough, are often not performed by
experts, but by high-school kids or students via very simple measures like scripts.

So why is there this discrepancy between the acknowledgement of security and
its prioritization in software development? Certainly not because security is still an
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unexplored field in software. Moreover, security requirements are often expressed
vaguely or not at all, and software architectures often expose limited security-
related decisions. To survive in today’s networked and open computing world, it is
crucial to go beyond the realms of authentication.

Project managers, software architects, developers, testers, and other stakeholders
of a software system need to ensure that security is an integral part of all software
projects. 

This is where the book you are holding steps in. Unlike other books on the market
that tend to cover the latest research ideas and new security technologies, this new
book covers real-world knowledge and experience from international security ex-
perts. It uses patterns, a successful and widely adopted technology for describing,
communicating, and sharing knowledge. The authors guide you through the field of
security, address key questions, and clearly show you how to build secure systems,
and present corresponding proven solutions. 

For example, how do you identify an organization’s or system’s security needs, and
how do you define an appropriate security approach to meet these needs? Is confi-
dentiality a security property you need in your system, or integrity, availability, or
accountability? Or even a mixture of the four? And how do you ensure these prop-
erties by appropriate means of prevention, detection, and response? Via identifica-
tion and authentication (I&A)? Or do you also need a means of access control and
authorization in your systems, or even accounting and auditing? And how do all ser-
vices interact to provide a consistent and coherent security concept for your system?
Once you know what security services you need and how they interoperate, what are
their different realization options? For example, is a password-based or a PKI-based
I&A appropriate to meet your security needs? And what different options are avail-
able to you? Smart cards? RFID tags? Or is it sufficient that you provide a log-on
service for your system that requests your user ID and password?

You can imagine such a list of questions can be continued and detailed, not only
for identification and authentication, but also for all other security services and
mechanisms that can be provided: access control and authorization, accounting and
auditing, and so on.

So while security is a wide and non-trivial field, it is nevertheless important that
you address it appropriately in order to build successful software systems. Ignoring
security due to lack of overview and knowledge could be catastrophic. I’m not a se-
curity expert, but after working on this book I had a much better understanding of
the topic, allowing me to address it more explicitly, more prominently, and more con-
structively in my daily work as a software architect. 

In addition to the technical value and contribution of this book, there is another
aspect that makes it special. This book has been written from the heart of the pat-
terns community. All its authors have carefully crafted the scope of their patterns
to avoid overlap, and they have integrated all the relationships between the pat-
terns to ensure a common look-and-feel. The result is a network of complementary,
mutually-supporting patterns that provide a solid coverage of important security
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areas. The value of this network is significantly bigger than the sum of the values of
all its constituent patterns: you get the whole picture, not just its individual bits and
pieces.

Finally, I’d like to invite you to take the opportunity to read and enjoy the patterns
presented in this book. I hope that the security issues prove relevant for your systems,
enrich your design knowledge, and enhance your overall understanding of security. 

I’m sure you’ll like this book as much as I do.

Frank Buschmann

Senior Principal Engineer
Siemens AG, Corporate Technology
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About this Book

Much attention has recently been devoted to security issues, and it has become ap-
parent that a high security level should be a fundamental prerequisite for all business
processes—both in the commercial and public sector. The steadily increasing number
of reported security incidents indicates that organizations need additional help in ad-
dressing basic security issues, ranging from enterprise plans through software sys-
tems to operational practices.

In general, security is not adequately addressed in enterprises and the systems that
they build and operate. One reason is that security covers a broad area: it is a big
challenge to define secure business processes and to develop and operate the corre-
sponding systems and applications securely. The situation is becoming more chal-
lenging because of the increasing openness of systems and enterprises, due largely to
the rise of the Internet and e-business technologies. It is very difficult achieve security,
especially in distributed environments, as there are many different organizations,
individuals, technical components and mechanisms involved. In addition, trust rela-
tionships change frequently, which makes a complete analysis of security require-
ments very hard. As modern business processes become more and more complex, the
overall problem space is no longer easily comprehensible for the people involved.
Specifically, there are three key issues:

■ Security is often an afterthought in system design and implementation. The en-
terprise context and requirements that drive system security are not addressed
explicitly, and are not incorporated into system architectures. What is needed
is to begin to address security up-front, rather than the ‘repair-service’ ap-
proach we observe today.

■ Many security breaches can be traced back to well-known security problems
that still appear over and over again. Default passwords that are documented
in the software manual are one example. Storing sensitive information on a
public Web server is another example. These are manifestations that security is
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being given a low priority, or of a lack of understanding of security issues. The
dominant goal in these cases is to enhance functionality and performance, not
to mitigate risk.

■ Enterprise planners, system architects and developers, and operations manag-
ers have inadequate knowledge of security. As a consequence, they rely heavily
on security specialists to understand their security needs and to provide security
solutions. However, there are not enough security specialists to satisfy the need.
Furthermore, in many cases, the security specialists find themselves repeating
the same solutions for each enterprise or each system development project. This
is an unnecessary waste of their time, and keeps them from addressing more
complicated problems.

The key to addressing these issues is that—while many security problems are new
or complicated—a significant number of basic security problems in an enterprise
context are well understood, and well-established solutions exist for them. Over
time, the security specialists who have encountered the same basic problems and
found themselves repeating the same basic solutions have developed a good under-
standing of these problems and solutions. To some degree, these have been captured
in the security literature and in security-related standards. But the knowledge codi-
fied in the literature and standards is not readily accessible to those who do not de-
vote full time to security.

The purpose of this book is to capture some of these basic problems and solutions,
and to make them available in a form usable by enterprise planners, system architects
and developers, and operations managers. What form would make this knowledge
accessible and easy to apply? How can we learn from previous errors and make prov-
en, working solutions to recurring problems available to everyone?

The approach in this book is to apply the idea of patterns, which are an established
software development technique. The basic idea behind patterns is to capture expert
knowledge in the form of documentation with a specific structure containing proven
solutions for recurring problems in a given domain. In particular, security patterns
can be used when the people responsible for enterprises or systems have little or no
security expertise. This allows them to address basic security issues themselves, in-
stead of depending on security specialists to perform this task for them each time.
This frees security specialists to help solve new or more complex security problems.

People will probably continue to develop and use second-class security solutions.
Even relatively unskilled computer users, if they are intent on hacking, are able to carry
out damaging attacks using widely-available scripts. Developing first-class solutions
is an enormously difficult problem, exhibiting too many cases of inadequate require-
ments, ill-formed design concepts, poor architectures, inadequate specifications, im-
mature software development practices, overdependence on system administration,
poor operations, and uninformed top management. The earlier we start to treat secu-
rity as an equivalent requirement with the appropriate priority, the quicker our know-
how and skills about seamless security solutions will evolve. This would considerably
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reduce the residual risk of using software applications and systems in sensitive envi-
ronments. More and more we depend on having secure systems, and we need system-
atic solutions. Our belief is that security patterns are a step in this direction.

The Book’s Intended Audiences

This book is intended for anyone who has a little knowledge of security but who
needs to incorporate basic security functions into his organization or system, either
because they are required to do so, or because they understand the importance of se-
curity. The book is also useful for specialists to use as a design guide, to compare sys-
tems, and to teach about systems.

In particular, we address the following audiences:

■ At the enterprise level, everyone who is or should be interested in enterprise se-
curity, such as enterprise planners, enterprise architects, strategists, and policy
makers, as well as business process engineers and business process re-engineer-
ing specialists. The main issue for these groups is to understand how to define
basic enterprise security needs and constraints. Security patterns for this target
group are presented in Chapter 6, Enterprise Security and Risk Management.
We also recommend that they look at the patterns that are described in Chap-
ters 7 to 13, to understand how enterprise security plans are reflected or satis-
fied in enterprise operations.

■ At the IT system level, system architects, software designers and developers,
project managers, product vendors, service suppliers and others interested in
system security. These groups have to understand how to design basic system
security functions and incorporate them into system architectures and designs,
and how to select among alternative security solutions. We have compiled a set
of corresponding security patterns in Chapters 7 to 13. At this level it is also
important to understand the enterprise security constraints described in Chap-
ter 6, Enterprise Security and Risk Management, and how they affect system
security requirements.

■ At an operational level, operations managers, operations staff, and other peo-
ple interested in operations security. Their interest is to understand how to de-
fine and adopt basic security practices in enterprise and system operations.
Relevant security patterns are discussed in Chapter 7, Identification and Au-
thentication (I&A), Chapter 10, Operating System Access Control, Chapter
11, Accounting, Chapter 12, Firewall Architectures, and Chapter 13, Secure
Internet Applications.

It is clear that all these levels interact, and a complete understanding of security
requires some degree of understanding of all of them.
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There are further groups who may find the book useful, and can read any chapters
of interest:

■ Security specialists will be interested in comparing our security taxonomy with
others. They may also want to see how familiar security solutions are represent-
ed in the form of patterns. They can also use or reference the patterns to reduce
the number of times they have to repeat the same answers to the same security
questions.

■ Researchers, teachers, and students can use the book to understand current
best practice in security. They may also find potential areas for extensions to
our approach. For example, they could examine the security taxonomy to find
areas not covered by current patterns. Advantages of security patterns for this
target group could include their use in the design of new systems, understand-
ing of complex systems, comparison of systems, and for teaching purposes: se-
curity patterns are used in university security courses, for example.

■ Security auditors can improve their understanding using this new representa-
tion of best security practice. The collection of patterns also include forces and
liabilities to watch for: in the Patterns community, we use the term ‘forces’ to
describe goals and constraints that reveal the intricacies of a problem and de-
fine the kinds of trade-offs that must be considered in the presence of the ten-
sion or dissonance they create.

■ Government acquisition or procurement specialists might get help in under-
standing a new representation of best security practice that can be included in
an acquisition document such as a Request for Proposal or Statement of Work.

Structure of the Book

The first chapter, The Pattern Approach, provides a general introduction to the over-
all pattern paradigm. In addition to a discussion of the pattern approach, the chapter
presents the pattern template we use in the book.

Chapter 2, Security Foundations, introduces key security concepts. We provide a
general overview of security, followed by a taxonomy of security areas and a set of
general security resources.

Applying patterns to the area of security results in a new, domain-specific pattern
type: security patterns. In Chapter 3, Security Patterns, we outline how security pat-
terns have evolved, and describe their distinguishing characteristics. We also discuss the
benefits of using security patterns, and data sources for identifying security patterns.

Chapter 4, Patterns Scope and Enterprise Security, describes the scope and context
of security patterns and explains how they are organized in the book.
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Chapter 5, The Security Pattern Landscape, presents thumbnails for all the pat-
terns in this book, as well as related security patterns that we reference, but are not
contained in the book. In many cases these are published elsewhere.

Chapters 6 through 13 present the security patterns themselves.
In Chapter 6, Enterprise Security and Risk Management, we present security pat-

terns at the enterprise level. These patterns emphasize the security considerations
that planners need to incorporate into their development of enterprise-level strategy,
planning activities, business models, goals, and policies.

Chapter 7, Identification and Authentication (I&A), introduces service patterns
that support aspects of the I&A service and selected individual patterns in this sys-
tem. Identification and Authentication (I&A) services address the task of recognizing
an actor—that is, a user, a process or any other system—that is interacting with a
business system.

Chapter 8, Access Control Models, presents patterns that specify accepted access-
control models as object-oriented, declarative patterns that can be used as guidelines
in the construction of secure systems. There is also a pattern that documents the dy-
namics of evaluating requests according to the constraints defined by the declarative
models. Finally, we also show a pattern that helps to find the rights associated with
roles in a role-based access control (RBAC) model.

Chapter 9, System Access Control Architecture, presents access-control patterns at
the architectural level. There is a pattern that shows why and how to gather the un-
derlying requirements for a system under consideration from a generic set of access
control requirements. The remainder of this chapter contains patterns that deal with
the architecture of software systems to be secured by access control.

Chapter 10, Operating System Access Control, presents patterns for access control
services and mechanisms targeted at operating systems that describe how the operating
system controls access to resources such as memory address spaces and I/O devices.

Chapter 11, Accounting, presents patterns for audit and accounting services and
mechanisms. Decision makers need to be aware of any security events that occur that
involve their assets. This need is addressed by security audit and accounting patterns.

Chapter 12, Firewall Architectures, presents a pattern language for describing dif-
ferent types of firewalls. This language can be used as a guide to select a suitable fire-
wall type for a system or to help designers build new firewalls.

Chapter 13, Secure Internet Applications, presents patterns for Internet security
that specialize patterns from Chapter 8, Access Control Models, and Chapter 12,
Firewall Architectures, within the domain of Internet applications.

Chapter 14, Case Study: IP Telephony, presents a case study of an emerging tech-
nology that demonstrates how to use security patterns to incorporate security into
real-world system engineering scenarios. The most appropriate patterns of this book
are applied to selected use cases in IP telephony systems.

Chapter 15, Supplementary Concepts, discusses selected complementary concepts
that can be used in conjunction with security patterns. In particular, we present the
pattern-related notion of security principles and so-called ‘misuse cases.’
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Chapter 16, Closing Remarks, provides our conclusions and an outlook on future
work that deals with security patterns and related concepts.

Guidelines for the Reader

In addition to the obvious option of reading the book from cover to cover, you can
choose alternative paths though the book.

This book is divided in three parts. The first part, which comprises Chapters 1
through 3, provides relevant background information about security patterns. If you
are not familiar with patterns, read Chapter 1, The Pattern Approach, which con-
tains a brief introduction to the ideas behind software patterns. If you are not famil-
iar with security, read Chapter 2, Security Foundations, which provides basic concepts
and pointers to sources of detailed security knowledge. Based on that, Chapter 3, Se-
curity Patterns, discusses the notion of security patterns.

The second part of the book, Chapters 4 through 13, contains a catalog of selected
security patterns that address different topics. You can work through the catalog
chapter by chapter to get an impression of typical security problems and proven so-
lutions that occur at the different levels.

To understand how security patterns can be organized, read Chapter 4, Patterns
Scope and Enterprise Security, which builds on our security taxonomy. If you want
to get a quick overview of our security patterns, as well as related security patterns
that are not presented in this book, read Chapter 5, The Security Pattern Landscape.
This chapter can be used as a reference and a navigation tool.

Reading the patterns in Chapters 6 through 13 can be done in any desired se-
quence, or with any desired subset of the patterns. Within a given pattern, the key
topics to read are Context, Problem, and Solution. The other parts of the patterns
are optional and provide further information about implementing the pattern. We
also identify the relationships between the patterns. You can therefore also start with
any pattern and use the references to related patterns to navigate through the book.

If you have read the introductory chapters and security patterns are new to you,
we suggest that you start with security patterns that are easy to understand and that
are used in many situations. Examples are:

■ Password Design and Use (217)

■ Single Access Point (279)

■ Front Door (473)

In the third part of the book we discuss applications, extensions and future di-
rections of a pattern-based security approach. If you are looking for examples that
describe how security patterns can be applied, look at the case study provided in
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Chapter 14, Case Study: IP Telephony. If you are interested in techniques that can
complement or augment the concept of security patterns, have a look at a few ex-
amples in Chapter 15, Supplementary Concepts. Conclusions and a look at the fu-
ture of this work are given in Chapter 16, Closing Remarks. As these chapters build
on the patterns in the book, you should read them last.
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About the Authors

Many people contributed to this book. In this section we provide short biographies
of all the authors and editors in alphabetical order. We also show briefly who con-
tributed to which part of the book. Finally, we express our thanks to all the other
people that helped to bring this book to a successful conclusion.

Short Biographies

Frank Buschmann

Frank Buschmann is Senior Principal Engineer at Siemens Corporate Technology in
Munich, Germany. His research interests include object technology, software archi-
tecture, frameworks, and patterns. He has published widely in all these areas, most
visibly in his co-authorship of the first two POSA volumes, A System of Patterns and
Patterns for Concurrent and Networked Objects. Frank was a member of the ANSI
C++ standardization committee X3J16 from 1992 to 1996. He initiated and orga-
nized the first conference on patterns held in Europe, EuroPLoP 1996, and is also a
co-editor of the third book in the PLoPD series by Addison-Wesley. In his develop-
ment work Frank has led design and implementation efforts for several large-scale
industrial software projects, including business information, industrial automation,
and telecommunication systems. In addition, Frank serves as the series editor for
Wiley’s series in software design patterns.

Susan Chapin

Susan Chapin has worked in research on information system technologies and issues
relating to the management of security. She investigated the Windows NT/Windows
2000 operating system from an information security perspective, participated in the
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development of a multi-level operating system for the Defense Information Systems
Agency (DISA), and supported the development of high-level security architectures for
the US Treasury Department, which included a focus on issues and uses of enterprise-
wide directory services for the Internal Revenue Service (IRS). Some of her recent re-
search has included studies of procedures to support the true integration of security
into an enterprise architecture. Susan retired from MITRE in September 2003.

Nelly Delessy-Gassant

Nelly Delessy-Gassant is a Ph.D. student at Florida Atlantic University, working un-
der the direction of Dr. Eduardo B. Fernandez. Her dissertation work is about trust
in systems using Web Services. She is the author of several security patterns, for ex-
ample in the area of firewalls.

Paul Dyson

Paul Dyson has built large-scale internet-based systems for a number of companies
that include Philips, Lastminute.com, ThinkNatural.com and Interbrew. On these
projects Paul has taken the role of application architect, designing both hardware
and software architectures, as well as providing technical leadership to the develop-
ment teams. He is a conference presenter and has chaired international events such
as EuroPLoP and OT.

Ben Elsinga

Ben Elsinga is a specialist in information architecture and information security. He
has carried out several assignments in the areas of risk analyses, security architec-
ture, as well as acting as an interim security manager and a lecturer on information
security courses. Within Capgemini Benelux, Ben led all research and information
security development activities. He created a competence network of security special-
ists and consultants, and is member of the board of the Dutch information security
society (GvIB). The vision Ben has is that information security should be integrated
into every change, and that humans are the weakest link in the chain. He feels very
comfortable in dynamic environments and from an innovative and result-driven at-
titude he likes to create new and secure business solutions. In an environment that
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