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Introduction

If you’re preparing to take the Security+ exam, you’ll undoubtedly want to find as much
information as you can about computer and physical security. The more information you
have at your disposal and the more hands-on experience you gain, the better off you’ll be
when attempting the exam. This study guide was written with that in mind. The goal was to
provide enough information to prepare you for the test, but not so much that you’ll be over-
loaded with information that’s outside the scope of the exam.

This book presents the material at an intermediate technical level. Experience with and
knowledge of security concepts, operating systems, and application systems will help you get
a full understanding of the challenges you’ll face as a security professional.

We’ve included review questions at the end of each chapter to give you a taste of what it’s
like to take the exam. If you’re already working in the security field, we recommend that you
check out these questions first to gauge your level of expertise. You can then use the book
mainly to fill in the gaps in your current knowledge. This study guide will help you round
out your knowledge base before tackling the exam.

If you can answer 90 percent or more of the review questions correctly for a given
chapter, you can feel safe moving on to the next chapter. If you’re unable to answer that
many correctly, reread the chapter and try the questions again. Your score should improve.

)’ Don't just study the questions and answers! The questions on the actual exam
,415 will be different from the practice questions included in this book.The exam is
designed to test your knowledge of a concept or objective, so use this book to

learn the objectives behind the questions.

The Security+ Exam

The Security+ exam is designed to be a vendor-neutral certification for cybersecurity pro-
fessionals and those seeking to enter the field. CompTIA recommends this certification for
those currently working, or aspiring to work, in roles, including the following:

= Systems administrator

= Security administrator

= Security specialist

= Security engineer

»  Network administrator

= Junior IT auditor/Penetration tester

= Security consultant



XXVi Introduction

The exam covers five major domains:
Threats, Attacks, and Vulnerabilities
Architecture and Design
Implementation

Operations and Incident Response

LU

Governance, Risk, and Compliance

These five areas include a range of topics, from firewall design to incident response and
forensics, while focusing heavily on scenario-based learning. That’s why CompTIA recom-
mends that those attempting the exam have at least two years of hands-on work experience,
although many individuals pass the exam before moving into their first cybersecurity role.

The Security+ exam is conducted in a format that CompTIA calls “performance-based
assessment.” This means that the exam combines standard multiple-choice questions with
other, interactive question formats. Your exam may include several types of questions
such as multiple-choice, fill-in-the-blank, multiple-response, drag-and-drop, and image-
based problems.

The exam costs $349 in the United States, with roughly equivalent prices in other loca-
tions around the globe. More details about the Security+ exam and how to take it can
be found at

www.comptia.org/certifications/security

You’ll have 90 minutes to take the exam and will be asked to answer up to 90 questions
during that time period. Your exam will be scored on a scale ranging from 100 to 900, with
a passing score of 750.

You should also know that CompTIA is notorious for including vague questions on all of
its exams. You might see a question for which two of the possible four answers are correct—
but you can choose only one. Use your knowledge, logic, and intuition to choose the best
answer and then move on. Sometimes, the questions are worded in ways that would make
English majors cringe—a typo here, an incorrect verb there. Don’t let this frustrate you;
answer the question and move on to the next one.

)/ CompTIA frequently does what is called item seeding, which is the practice
,@TE of including unscored questions on exams. It does so to gather psycho-

metric data, which is then used when developing new versions of the exam.
Before you take the exam, you will be told that your exam may include these
unscored questions. So, if you come across a question that does not appear
to map to any of the exam objectives—or for that matter, does not appear
to belong in the exam—it is likely a seeded question.You never really know
whether or not a question is seeded, however, so always make your best effort
to answer every question.
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Taking the Exam

Once you are fully prepared to take the exam, you can visit the CompTIA website to pur-
chase your exam voucher:

www.comptiastore.com/Articles.asp?ID=265&category=vouchers

Currently, CompTIA offers two options for taking the exam: an in-person exam at a test-
ing center and an at-home exam that you take on your own computer.

< This book includes a coupon that you may use to save 10 percent on your
P CompTIA exam registration.

In-Person Exams

CompTIA partners with Pearson VUE’s testing centers, so your next step will be to locate a
testing center near you. In the United States, you can do this based on your address or your
ZIP code, while non-U.S. test takers may find it easier to enter their city and country. You
can search for a test center near you at the Pearson Vue website, where you will need to nav-
igate to “Find a test center.”

www . pearsonvue.com/comptia

Now that you know where you’d like to take the exam, simply set up a Pearson VUE test-
ing account and schedule an exam on their site.
On the day of the test, take two forms of identification, and make sure to show up
with plenty of time before the exam starts. Remember that you will not be able to take
your notes, electronic devices (including smartphones and watches), or other materials
in with you.

At-Home Exams

CompTIA began offering online exam proctoring in 2020 in response to the coronavirus
pandemic. As of the time this book went to press, the at-home testing option was still avail-
able and appears likely to continue. Candidates using this approach will take the exam at
their home or office and be proctored over a webcam by a remote proctor.

Due to the rapidly changing nature of the at-home testing experience, candidates wishing
to pursue this option should check the CompTIA website for the latest details.

After the Security+ Exam

Once you have taken the exam, you will be notified of your score immediately, so you’ll
know if you passed the test right away. You should keep track of your score report with your
exam registration records and the email address you used to register for the exam.
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xxviii Introduction

Maintaining Your Certification

CompTTIA certifications must be renewed on a periodic basis. To renew your certification,
you can either pass the most current version of the exam, earn a qualifying higher-level
CompTTIA or industry certification, or complete sufficient continuing education activities to
earn enough continuing education units (CEUs) to renew it.

CompTIA provides information on renewals via their website at

www . comptia.org/continuing-education

When you sign up to renew your certification, you will be asked to agree to the CE pro-
gram’s Code of Ethics, to pay a renewal fee, and to submit the materials required for your
chosen renewal method.

A full list of the industry certifications you can use to acquire CEUs toward renewing the
Security+ can be found at

www.comptia.org/continuing-education/choose/renew-with-a-single-
activity/earn-a-higher-level-comptia-certification

What DoesThis Book Cover?

This book covers everything you need to know to understand the job role and basic respon-
sibilities of a security administrator and also to pass the Security+ exam.

Chapter 1: Today’s Security Professional ~ Chapter 1 provides an introduction to the
field of cybersecurity. You’ll learn about the crucial role that cybersecurity professionals
play in protecting the confidentiality, integrity, and availability of their organization’s
data. You’ll also learn about the types of risk facing organizations and the use of mana-
gerial, operational, and technical security controls to manage those risks.

Chapter 2: Cybersecurity Threat Landscape  Chapter 2 dives deeply into the cyber-
security threat landscape, helping you understand the different types of threat actors
present in today’s environment and the threat vectors that they exploit to undermine
security controls. You’ll also learn about the use of threat intelligence sources to improve
your organization’s security program and the security issues that arise from different
types of vulnerability.

Chapter 3: Malicious Code  Chapter 3 explores the wide range of malicious code that
you may encounter. Worms, viruses, Trojans, bots, the command-and-control networks
that attackers use to control them, and a host of other types of malware are all covered
in this chapter. Along the way you’ll also learn about new threats like attacks against
artificial intelligence and machine learning systems, and how attackers use built-in
scripting and programming languages as part of their attacks in addition to malware.

Chapter 4: Social Engineering, Physical, and Password Attacks Chapter 4 dives into
the human side of information security. Social engineering focuses on how individuals
respond to various techniques like authority, intimidation, and trust, and how those
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