
This book focuses on the combined cyber and physical security issues in advanced electric smart grids. 

Existing standards are compared with classical results and the security and privacy principles of current 

practice are illustrated. The book paints a way for future development of advanced smart grids that 

operated in a peer-to-peer fashion, thus requiring a different security model. Future defenses are proposed 

that include information flow analysis and attestation systems that rely on fundamental physical properties 

of the smart grid system. 
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The Synthesis Lectures Series on Information Security, Privacy, and Trust publishes
50- to 100-page publications on topics pertaining to all aspects of the theory and
practice of Information Security, Privacy, and Trust. The scope largely follows the
purview of premier computer security research journals such as ACM Transactions on
Information and System Security, IEEE Transactions on Dependable and Secure
Computing and Journal of Cryptology, and premier research conferences, such as
ACM CCS, ACM SACMAT, ACM AsiaCCS, ACM CODASPY, IEEE Security
and Privacy, IEEE Computer Security Foundations, ACSAC, ESORICS, Crypto,
EuroCrypt and AsiaCrypt. In addition to the research topics typically covered in such
journals and conferences, the series also solicits lectures on legal, policy, social,
business, and economic issues addressed to a technical audience of scientists and
engineers. Lectures on significant industry developments by leading practitioners are
also solicited.
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