LEARNING MADE EASY

00,
"/ 2nd Edition

Cryptocurrency
Mining

dummies

A Wiley Brand

Peter Kent
Tyler Bain

Coauthors of Bitcoin For Dummies,
2nd Edition






[~ ~

060

Cryptocurrency
Mining

2nd Edition

by Peter Kent and Tyler Bain

dummies
A Wiley Brand



Cryptocurrency Mining For Dummies®, 2nd Edition

Published by: John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030-5774, www.wiley.com
Copyright © 2022 by John Wiley & Sons, Inc., Hoboken, New Jersey

Published simultaneously in Canada

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or by any
means, electronic, mechanical, photocopying, recording, scanning or otherwise, except as permitted under Sections
107 or 108 of the 1976 United States Copyright Act, without the prior written permission of the Publisher. Requests to
the Publisher for permission should be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 River
Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or online at http://www.wiley.com/go/permissions.

Trademarks: Wiley, For Dummies, the Dummies Man logo, Dummies.com, Making Everything Easier, and related
trade dress are trademarks or registered trademarks of John Wiley & Sons, Inc., and may not be used without written
permission. All other trademarks are the property of their respective owners. John Wiley & Sons, Inc., is not
associated with any product or vendor mentioned in this book.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: WHILE THE PUBLISHER AND AUTHORS HAVE USED THEIR
BEST EFFORTS IN PREPARING THIS WORK, THEY MAKE NO REPRESENTATIONS OR WARRANTIES WITH RESPECT
TO THE ACCURACY OR COMPLETENESS OF THE CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL
WARRANTIES, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY MAY BE CREATED OR EXTENDED BY SALES
REPRESENTATIVES, WRITTEN SALES MATERIALS OR PROMOTIONAL STATEMENTS FOR THIS WORK. THE FACT
THAT AN ORGANIZATION, WEBSITE, OR PRODUCT IS REFERRED TO IN THIS WORK AS A CITATION AND/OR
POTENTIAL SOURCE OF FURTHER INFORMATION DOES NOT MEAN THAT THE PUBLISHER AND AUTHORS
ENDORSE THE INFORMATION OR SERVICES THE ORGANIZATION, WEBSITE, OR PRODUCT MAY PROVIDE OR
RECOMMENDATIONS IT MAY MAKE. THIS WORK IS SOLD WITH THE UNDERSTANDING THAT THE PUBLISHER IS
NOT ENGAGED IN RENDERING PROFESSIONAL SERVICES. THE ADVICE AND STRATEGIES CONTAINED HEREIN
MAY NOT BE SUITABLE FOR YOUR SITUATION. YOU SHOULD CONSULT WITH A SPECIALIST WHERE APPROPRIATE.
FURTHER, READERS SHOULD BE AWARE THAT WEBSITES LISTED IN THIS WORK MAY HAVE CHANGED OR
DISAPPEARED BETWEEN WHEN THIS WORK WAS WRITTEN AND WHEN IT IS READ. NEITHER THE PUBLISHER
NOR AUTHORS SHALL BE LIABLE FOR ANY LOSS OF PROFIT OR ANY OTHER COMMERCIAL DAMAGES, INCLUDING
BUT NOT LIMITED TO SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGES.

For general information on our other products and services, please contact our Customer Care Department within
the U.S. at 877-762-2974, outside the U.S. at 317-572-3993, or fax 317-572-4002. For technical support, please visit
https://hub.wiley.com/community/support/dummies.

Wiley publishes in a variety of print and electronic formats and by print-on-demand. Some material included with
standard print versions of this book may not be included in e-books or in print-on-demand. If this book refers to
media such as a CD or DVD that is not included in the version you purchased, you may download this material at
http://booksupport.wiley.com. For more information about Wiley products, visit www.wiley.com.

Library of Congress Control Number: 2022938471
ISBN 978-1-119-88536-8 (pbk); ISBN 978-1-119-88537-5 (ebk); ISBN 978-1-119-88538-2 (ebk)


http://www.wiley.com
http://www.wiley.com/go/permissions
https://hub.wiley.com/community/support/dummies#_blank
http://booksupport.wiley.com
http://www.wiley.com

Table of Contents

INTRODUCTION ... 1
AbOULt ThiS BOOK. . ..o e 1
Foolish ASSUMPLioNS. . ..ottt 2
lconsUsedinThisBoOK .. ...t e 2
Beyond the BoOK. . ...t e 3
Whereto GofromHere ....... ..o i 3

PART 1: GETTING STARTED WITH

CHAPTER 1:

CRYPTOCURRENCY MINING.................ooii 5
Cryptocurrency Explained .............................. 7
A Short History of Digital Dollars. .. ... it 8

First, takethe Internet ...... ... .. i, 8
Add creditcard confusion ....... ... i 8
Add adashof DavidChaum ........... ..., 9
Result? DigiCash, E-Gold, Millicent, CyberCash, and More ....... 10
The Bitcoinwhite paper ...ttt 10
Bitcoin: The first blockchainapp.............cooiiiiiit. 11
Who (or what) is Satoshi Nakamoto? . ........................ 12
What's the Blockchain?....... ... .. i i 13
Blockchain around the world — the blockchain network . ....... 13
Hashing: “Fingerprinting” blocks . .......... ... .o i, 14
Blockchainis “immutable” ....... ... ... 15
Where'sthe Money? ... ..ot e i e 16
What's the Crypto in Cryptocurrency? .......ovvviin e, 18
Public Key Encryption Magic . ......ovvinen i 20
Messages to the blockchain........... ... .o i, 21
Signing messages with the private key. . ...................... 22
The blockchain address — your money'shome................ 22
Sending a transaction Message. ......ovv it iin e, 23
Unravelingthemessage. .......ocovviiiniin i, 24
The Basic Components of Cryptocurrency ...........ccovveunen... 25
What'sinawallet?....... ... o i 25
Private keys create publickeys ........ ... ... o i i, 26
Public keys create blockchain addresses...................... 26
The private key controlstheaddress. ............. ... ..., 26

CHAPTER 2:

Where Does Crypto Come From? The Crypto Mines (Sometimes) ....27

Understanding Cryptocurrency Mining ............. 29
Understanding Decentralized Currencies . ............ccoiienn. 30
Exploring the Role of the CryptoMiner .......... ... .ottt 31

Table of Contents iii



Making Cryptocurrency Trustworthy ........... ... .o ie, 32

Reaching Agreement through Consensus Algorithms. ............. 34
Looking at the Cryptocurrency Miner. ..........cooiiiiinneann, 35
Making the Crypto World Go‘Round ...........coooiiiiinann, 37
caerer3: Building Blocks: The Transaction’s
Journey to the Blockchain ............................. 39
The Cryptocurrency Network. . ...t 40
Submitting Transactions. .. ...ttt i 44
Looking at transactionfees ........ ...t 44
Change address. ......coviii i 46
Verifying the transaction .......... .. i, 47
Competing for Bitcoin, the ten-minute contest ................ 48
Winning the Bitcoin. ... 50
caerera: EXploring the Different Forms of Mining............ 53
Proof-of-Work Algorithms ........ ... .. i 53
Proof-of-work applications. . .......... ... i i 55
Proof-of-work examples. ....... ..o 56
UPSIdES . .ttt 58
DOWNSIARS . .ot teee 59
Proof-of-Stake Algorithms . ... ... . 60
Proof of stake explained. ....... ... .. o i il 60
Proof-of-stake selections ......... ... .o i 62
PoS example cryptocurrencies ..........covveiiineenn... 63
UPSIES . ottt et e e e 64
DOWNSIARS .t 64
Hybrid Proof of Stake/Proof of Work . ...... ... ... .ot 65
Hybrids explained ......... .. 66
Hybridized examples ....... ..o 68
UPSIES . ottt et e e 68
DOWNSIARS .o 69
Delegated Proof of Stake . ... i 69
Delegated Byzantine Fault Tolerance. ...............coiiiiian, 69
Proof of BUrn . ..o 70
ANA MOIE . o 71
PART 2: THE EVOLUTION OF CRYPTOCURRENCY
MINING. ... o 73
cwaerers: The Evolutionof Mining ................................ 75
Proof of Work Mining Evolution ...............coiiiiiiiiinain, 76
CPUMINING. . ottt e e 76
Adoption Of GPUS .. ..ot 76
Rise of the FPGAS. .. ..o e 77
Dominance and efficiency of ASICS. . . ... 77

iV Cryptocurrency Mining For Dummies



The Daysof SOloMining. ... e 79

POOI MINING. . oot e 80
Whatisamining pool? ... 80
ChooSINg @ POO0l. .ot 81
Pros and cons of poolmining .............o .. 82

Cloud MiNiNg . ..t e 83
Pool mining versus cloud mining .......... ..o, 84
Prosand consofcloudmining ..., 84

cuaeters: The Future of Cryptocurrency Mining ............... 85

Incentivization of Energy Exploration. ........... ... ...t 85
Underutilized hydroelectricdams. ...t 86
Oiland gasflaring ... .o e 87

Continued Computational Efficiency Improvements............... 88
Doing morewithless ...... ... it 88
Approaching the limits of physics............. ... .. .t 88

Corporate and Nation State Participation........................ 89
Nationstates ... 89
COrporations .. v vttt e 91
Future speculation. . ... ..ot e 91

The Mythical Miner Death Spiral......... ... ..o oo, 92
Block difficulty . ...ooo i e 93
Block difficulty adjustment algorithm ........................ 93
Minersoflastresort ...t 95

PART 3: BECOMING A CRYPTOCURRENCY MINER......... 97
cuarrer 72 Mining Made Simple: Finding a Pool

and PreparinganAccount ............................. 99

Understanding How Pool MiningWorks ........................ 100

ChoosiNngaPool. ... ... 102
Pools that are good starting points ................oovvun... 103
Afew of the largestpools. ...... ..., 103
Incentivesandrewards. ...ttt 105
Poolideology ... 108
Poolreputation . ...... ..ot 108
PoOlfeeS . . 110
Pool percentage of the total network. ....................... 110

Setting Up @ POOl ACCOUNT . ..ot 113
Serverchoice ... ..ot 113
Mining equipment pool settings . . ..........v ... 113
Payout addresses .. ...ovuti it 114
Payoutthresholds....... ... .. i 115

Researching Mining Pools ....... ... 115

Cloud MiNiNg ...t e 116

Working with Cudo Miner . ... ...t 118

Table of Contents A"/



vi

caerers: Picking a Cryptocurrency toMine................... 123
Determining Your Goal...........oo i 124
Mineable? POW? POS? . . ... ot 126
Researching CryptoCUrrencCies. .. ...ovvvuin et 127

Mining profitability comparisonsites........................ 127
Algorithms and cryptocurrencies .............ccooviveiennn.. 131
The cryptocurrency's detailspage. . ......cooveiiiinnenn... 138
Mining-profit calculators ....... ... ... i i 140
The cryptocurrency’'shomepage .......c.coovviiiinneeennn.. 141
GitHUb . ... 142
The cryptocurrency’'s Wikipediapage. ..., 143
Mining forums .. ..o 144
GOING DD . ot te ee 144
Longevity of a cryptocurrency ........ovviinii i 144
Hash rate and cryptocurrency security ......... ..., 145
ComMMUNILY SUPPOIt ..ot e 146
Knowing That Decentralization Isa Good Thing.................. 148
Finding Out It's an Iterative Process . .........cooiiiviiinnennn. 151

caerero: Gathering Your Mining Gear.......................... 153

Selecting the Correct Computational Mining Hardware ........... 153
Specifiedhashrate ... ... .. i 154
Specified power consumption. . ..., 156
Equipment cost and other considerations ................... 161
Length of time your hardware will be viable.................. 162

Mining Equipment Manufacturers ........... ..o, 164
ASIC rig ProduCers. ..ot e 164
Mining container producers ...........ouuiveiiiinneeennn.. 165
GPU Mg ProdUCerS. . oottt 165

Finding a Wallet to Store and Protect Your Private Keys........... 166

Where to Mine? Selecting a Viable Location ..................... 166
Vet your home for cryptocurrency mining ................... 166
Communication requirements ..........c.c.o .. 167
Power source thoughts. . ....... ..., 168
Data centers and other dedicated commercial locations . ... ... 172

cuaerer 10: Setting Up Your Mining Hardware................... 175

ASICMINING RIZS v vttt e 175
RACKS . o vt 176
Power supply . ..o 177
PDUS ettt 179
Network and Ethernet connection ....................oo.... 180
A computerto controlyourrig ... 181

Cryptocurrency Mining For Dummies



GPU MINING RIS .ottt e e 183

Gettingyour GPU rigonline. ... 183
Building yourown GPUmMiner.......... ..., 185
CPUMINING. ..ttt e e e 195
Mining Software. . ... ... 196
POOI MINING. . .ot 196
SOlO MINING. .ot e 200
PART 4: THE ECONOMICS OF MINING....................... 201
CHAPTER 11: Running the Numbers:IsitWorthIt?............... 203
Factors That Determine Mining Profitability . .................... 204
Costofequipment. . ... ...ttt 204
Hash rate of yourequipment ....... ... ... oo, 206
Mining rig efficiency ....... .. 210
Costofelectricity . .....oovvre 213
Total network hashrate........ ... i 217
Information aboutyour pool........... ... o i 217
Block earnings . ...ov vt e 218
Cryptocurrency conversionrate . .......c.ovvineininnenenn.. 218
Calculating Your ROI . ..o ot e e e 218
Your block earnings. . ...ovvn i e e 219
YOUN EXPENSES & vttt ettt et ettt e et 223
Calculating RO .ot 223
Knowing the unknowns . ...... ...t 224
Online profitability calculators .......... ... ... 225
Historical estimates. ... 226
cuaerer 12 Reducing Negatives and Gaining an Edge.......... 229
Profitability through Efficiency ........ ... oo i, 230
Upgrading aging equipment . ........covitineinnenennn.. 230
Mining different cryptocurrencies ............ ... 230
Usingexhaustheat........ ..., 231
Reducing electricity bills. . ...... ..o i 232
Knowledge Is POwer . ...ttt e 234
Why current events areimportant............. ... 235
The “forkwars”. ... o 236
Your forking decisions . ...t e 240
Here Today, GONE TOMOITOW . ..ottt ettt e ie e eine e 244
Evaluating Your Mining ResouUrces . .......ovvviiinvnnennennnnn 245
Increasing mining competition ............ ... ... oo 245
Increasing block difficulty. . ....... ..o i i 245
Diminishing returns due to halvingevents . .................. 246

Table of Contents vii



viii

cuaerer 13: RUNNING Your Cryptocurrency Business............ 249

What to Do with Your Mined Cryptocurrency.............coou.... 250
Convert your CryptoCUITENCY. . v vttt et et e 250
Buying equipment and paying bills. . ........... ... .. .. 250
Paying with crypto when you can't pay with crypto............ 251
Expand or upgrade your mining operation................... 253
Butdon'tforgetthetax.........ccooiiiiiiniiiinnnnn.. 253
Hodling your cryptocurrency. ........oovuineenneeennn.. 253
INVeSt your CryptoCUITeNCY ..o vve vttt it e 255
Donate your cryptocurrency tocharity ...................... 256
GIft your CryptoCUITeNCY ..o vttt e e ee 256

DeterminingWhentoSell ....... . ... i, 257
Cryptocurrency market indicators ...............ccoivei.n. 257
Where to sell: Cryptocurrency exchanges.................... 260

Dollar Cost Averaging . . ..o oveei e 260
Dollar cost averaging your purchases ....................... 261
Costaveraging your eXitS. . .....ouvirne i, 262
Custodial exchange risk . ... 262

Tax and Your Mining Business ............ccoiviiiiinneinnnn .. 263
But you're mining, notinvesting . .......... ... .. ... 263
Itgetscomplicated ...t 264

SCaling Up? . et 265
Donotoverextend ............coiiiiiiiiiiiiiii 266
Milestones to meet beforeyoureinvest ..................... 266
Planning your eXpansion . .........oueeeiineiiinnennnn... 268

PART 5: THEPARTOFTENS. ..., 271
cuaerer14: TEN (Or So) Tips for When the Market Dips......... 273

Have a Plan, Hedge Your Mine ..........oouiiiiiiniiiinaenn. 274

How Long CanYou Last? ... ...ttt 275

Learn from Market History. . ... oo 277

Don't Panic! (Keep Calmand CarryOn?) .......cccovviiinnnennn. 279

BUY the Dip. .o oo 280

Look forthe Advantages .........c..oviiiiineiiinn e 281

Anticipate the Market Recovery ...........cooviiiiiiniiinan. 281

Learn From Your FirstDip .. ..o it 282

Consider Market Volatility .......... .o i 283

Switch to Another Cryptocurrency .....c.oovvviiinneiinneeenn. 285

StOp MiNiNgl . . oo e 286
These are simple calculations . ......... ... o ... 287
SEOP OF B07 ettt et e 289

Cryptocurrency Mining For Dummies



CHAPTER 15:

CHAPTER 16:

CHAPTER 17:

Ten Ways to Boost Your Return on Investment. .. 291

Doing Your HOmMewOork. .. ..o e 291
TIMING YOUr ENtry ..o e e e 292
Playing the Markets. .. ...t e 293
Identifying Low Hash Rate Alternative Cryptocurrencies .......... 293
Mining the StartofaChain ........ ... .. i i, 294
Starting Small. . ..o 297
Scaling ChoiCes . ..ot 297
Finding Cheap Electricity ........c.iiiiiin i, 298
Cooling Efficiently . ... o 299
Scoring Hardware Deals. ...t 300
Ten Types of Cryptocurrency Resources ........... 303
Cryptocurrency Market Trackers. . ..., 304
Mining Profitability EstimationTools . ............ ... . ... ... 304
Cryptocurrency RedditPages .........c.cooviiiiiniiiiineennn. 304
Blockchain Explorers. . ... e 305
Data Visualizations . ........couiiiiii i 306
Cryptocurrency Data and Statistics. . ..., 307
Cryptocurrency WIKIS . ..o oot 307
Cryptocurrency White Papers ... 308
The Satoshi Nakamoto Institute ............ .. ..., 308
A Cypherpunk’s Manifesto. ...t 309
Bitcoin Guides and Walkthroughs. . ....... ... .. ... o L. 309
Ten Criticisms of Cryptocurrencies

andMining....................... 311
Energy Consumption ....... ..t e 312
Wasted Processing . ...t e e 315
Scalability, Transaction Speed, and Throughput. . ................ 317
Coin Distribution Fairness .......... ... i i 319
Market Bubbles and Volatility ......... ... i 319
Centralization. . ... ...t 320
Scams and Rip-0ffs ...t 321
Hardware Price Inflation and Scarcity ..............coovinoii... 322
Fire Hazards . ... 323
Neighbor Complaints . ...... .ot i i 323
.............................................................. 325

Table of Contents ix






Introduction

elcome to Cryptocurrency Mining For Dummies. We’re here to help you

enter the wonderful world of cryptocurrency mining. Of course, you

don’t need our help. You can just go to Google or some other major
search engine, search, and jump right in. You’ll find plenty of information to
help you!

Hah! Try it and see. It’ll be like drinking from the proverbial firehose — you’ll
drown in a flood of confusing blog posts, conflicting “news” articles, unintelligi-
ble wiki articles, misleading YouTube videos. . . .

So that’s where we come in. Our job is to break it all down into intelligible,
easy-to-digest, bite-sized pieces that ordinary folk like yourself can read and
understand.

About This Book

This book explains, simplifies, and demystifies the world of cryptocurrency min-
ing. You find out what you need to know and do in order to decide if and how
you’re going to begin cryptocurrency mining.

In this book, we explain

3 How cryptocurrency mining works, and what it's for (it can't just be a way for
you to make money, right?)

¥ The different algorithms and how they function — Proof of Work, Proof of
Stake, Delegated Proof of Stake, and more — and what hashing is all about

¥ The different types of mines: pool mining, solo mining, cloud mining

¥ The different types of hardware: CPU mining, GPU mining, FGPA mining, and
ASIC mining

¥ How to pick the right cryptocurrency to mine

¥ How to find and work with a pool mining service

Introduction 1



¥ How to set up your mining hardware and software

¥ How to calculate your potential earnings (or losses!), taking into account
network hash rate, your mining rig's hash rate, currency exchange rate, the
price of electricity, and so on

3 Where to find a plethora of helpful resources to guide you on your cryptocur-
rency mining journey

3 And plenty more!

Foolish Assumptions

We don’t want to assume anything, but we have to believe that if you’re reading
this book, you already know a few things about the Internet and cryptocurrency.
We assume that you understand how to work online and work with personal com-
puting equipment. We also assume that you know how to buy and sell cryptocur-
rency, how to work with exchanges and wallets, and how to keep it safe.

This alone is a complicated subject, which would take an entire book to explain. It
is essential that you understand these basics; this book focuses on a more advanced
subject, cryptocurrency mining, and we just don’t have room to cover these basics.
We recommend you check out Peter’s 8-hour online video course, which you can
find at CryptoOfCourse.com; but one way or another, it’s essential that you learn
how to work with cryptocurrency safely, in a way that protects you from theft and
loss.

Icons Used in This Book

Q

TIP

REMEMBER

This book, like all For Dummies books, uses icons to highlight certain paragraphs
and to alert you to particularly useful information. Here’s a rundown of what
those icons mean:

A Tip icon means we’re giving you an extra snippet of information that may help
you on your way or provide additional insight into the concepts being discussed.

The Remember icon points out information that is worth committing to memory.

Cryptocurrency Mining For Dummies
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= The Technical Stuff icon indicates geeky stuff that you can skip if you really want
9, to, although you may want to read it if you’re the kind of person who likes to have

tecunicaL  the background info.

STUFF

& The Warning icon helps you stay out of trouble. It’s intended to grab your atten-
tion to help you avoid a pitfall that may harm your website or business.

WARNING

Beyond the Book

In addition to what you’re reading right now, this product also comes with a free
access-anywhere Cheat Sheet that covers a variety of useful facts, such as back-
ground information on commonly mined cryptocurrencies, coin divisibility, pop-
ular pool mining services, and so on. To get this Cheat Sheet, simply go to www.
dummies.com and enter Cryptocurrency Mining For Dummies Cheat Sheet in the
Search box.

For information on Peter’s Crypto Clear: Blockchain & Cryptocurrency Made Simple
video course, visit www.CryptoOfCourse. com.

Where to Go from Here

As are all good reference tools, this book is designed to be read when needed. It’s
divided into several parts: cryptocurrency background and basics; mining-related
foundational information; how to get started in cryptocurrency mining; the eco-
nomics of mining; and the Part of Tens. We recommend that you start at the
beginning and read through sequentially, but if you just want to know how to find
pool mining services, read Chapter 7. If you need to understand how to calculate
what equipment you would need to mine a particular cryptocurrency, read
Chapter 11. If all you need is to understand the different forms of mining,
Chapter 4 is for you.

However, cryptocurrency is a complex subject, and cryptocurrency mining more
so. All the topics covered in this book are interrelated. We strongly recommend
that you read everything in this book before you begin mining; it’s essential that
you have a strong understanding of everything involved before you begin. After
all, your money is at stake!
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Cryptocurrency
Mining



IN THIS PART ...

Review the basics of cryptocurrency.
Get acquainted with cryptocurrency mining.
Understand the blockchain and hashing.

Get to know the different forms of mining.



IN THIS CHAPTER

» Discovering digital currency

» Working with blockchain
» Hashing blocks
» Understanding public-key encryption

» Signing messages with the
private key

Chapter 1

Cryptocurrency
Explained

ou may be eager to get your mining operation started, but before you can
create cryptocurrency, we want to make sure you understand what crypto-
currency actually is.

The cryptocurrency thing is so new — or at least, most of the interest in crypto-
currency has occurred recently, even though cryptocurrencies of various forms
have been around since the 1980s — that most people involved have a rather
shaky understanding of what cryptocurrency is and how it works. The average
cryptocurrency owner, for example, may not know what they own.

In this chapter, we review the history of cryptocurrency and how the different

components function together. You’ll have a better foundation to understand how
to mine cryptocurrencies if you understand what it is.

CHAPTER 1 Cryptocurrency Explained 7



A Short History of Digital Dollars

8

TIP

Cryptocurrency is just one type of digital currency . . . a special type. At the end of
the day cryptocurrency may be thought of as a form of digital currency.

So, what’s digital currency, then? Well, digital currency is a very broad term that
covers a variety of different things. But in a general sense, it’s money that exists
in a digital form rather than tangible form (think coins and banknotes). You can
transfer digital currency over an electronic network of some kind, whether the
Internet or a private banking network.

In fact, even credit card transactions may be thought of as digital currency trans-
actions. After all, when you use your credit or debit card at a store (online or off),
the money is being transferred electronically; the network doesn’t package up
dollar bills or pound notes and mail them to the merchant.

First, take the Internet

The cryptocurrency story really all begins with the Internet. Digital currencies
existed before the Internet was in broad use, but for a digital currency to be useful,
you need, well, some kind of digital transportation method for that currency. If
almost nobody is using a digital communications network — and until 1994 very
few people did — then what’s the use of a digital currency?

But after 1994, millions of people were using a global, digital communications
network — the Internet — and a problem arose: How can you spend money
online? Okay, today the answer is pretty simple: You use your credit cards, debit
cards, or PayPal account. But back in the mid-90s, it was more complicated.

Add credit card confusion

Back in the mid-90s, some of you may recall (and many of you were too young
back then to remember this, I realize), people were wary of using credit cards on
the Internet. When I had my own publishing company and was selling books
through my website in 1997, I (Peter — Tyler’s too young to remember 1997)
would often receive printouts of my website product pages in the mail, along with
a check to pay for the book being purchased. I was taking credit cards online, but
many people simply didn’t want to use them; they didn’t trust the Interwebs to
keep their plastic safe.

In addition, setting up a payment gateway for credit cards was difficult and expen-
sive for the merchant. These days, it’s a pretty simple process to add credit card

PART 1 Getting Started with Cryptocurrency Mining
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REMEMBER

processing to a website — it’s built into virtually all ecommerce software, and
with services like Stripe and Square lowering the barriers of entry, getting a mer-
chant account is no longer the huge hassle and expense it used to be.

Of course, we’re talking commercial transactions here, but what about personal
transactions? How can someone send a friend the money they owe, or how can a
parent send beer money to their child away at college? (I’m talking PPP . . . pre-
PayPal and web-based transfers between bank accounts.) If we were going to live
in a digital world, surely we needed digital money.

One important characteristic of cash is that cash transactions are essentially
anonymous — there’s no paper trail or electronic record of the transaction taking
place. Plenty of people thought an equivalent form of anonymous or pseudony-
mous digital currency would be a vast improvement over traditional settlement
methods.

So, many people thought there had to be a better way. We needed a digital cur-
rency for a digital world. These days, perhaps that viewpoint seems naive; looking
back it was obvious that the credit companies weren’t going to see trillions of dol-
lars of transactions shifting online and just wave goodbye! They wanted a piece of
the action, unwilling to give up their monopoly, and so today, the primary trans-
action methods in the United States and most of Europe are bank cards of various
kinds.

Add a dash of David Chaum

In the mid-1990s, people were streaming online and for various reasons many
didn’t want to, or couldn’t, use credit cards (see preceding section). Checks were
even more difficult (unless you wanted to mail it), and cash was out of the ques-
tion. (Though — and here’s a joke for the older geeks among you — I do recall a
friend telling me to UUENCODE the $10 I owed him and email it to him. Again, this
is Peter talking; I’m betting Tyler is too young to know what UUENCODE is.)

But back in 1983, a guy called David Chaum had written a paper called “Blind Sig-
natures for Untraceable Transactions.” Chaum was a cryptographer (someone
who works with cryptography) and professor of computer science. His paper
described a way to use cryptography to create a digital-cash system that could
enable anonymous transactions, just like cash. (Modern cryptography is the sci-
ence of securing online communications; we’ll come back to this later.) In fact,
Chaum is often referred to as the Father of Digital Currency as well as the Father
of Online Anonymity.

CHAPTER 1 Cryptocurrency Explained 9



Result? DigiCash, E-Gold, Millicent,
CyberCash, and More

Bring together the Internet, complicated online transactions, a fear of using credit
cards online, a desire for cash-like anonymous online transactions, and David
Chaum’s work in the ’80s (see preceding section), and what do you end up with?

You get DigiCash, for a start, David Chaum’s 1990 digital-cash system. Unfortu-
nately, Mr. Chaum seems to be early for the party too often, and DigiCash was out
of business by 1998. There was also E-Gold, a digital cash system supposedly
backed by gold, DEC’s Millicent (yes, yes, most of you are too young to remember
DEC, too. . . . I'm starting to feel old writing this “historical” section), First Vir-
tual, CyberCash, b-money, Hashcash, eCash, Bit Gold, Cybercoin, and many more.
There was also Beenz, with $100 million in investment capital; Flooz, endorsed by
Whoopi Goldberg (no, really!); Liberty Reserve (shut down after being accused of
money laundering); and China’s QQ_Coins.

With the exception of QQ_Coins, still in use on Tencent’s QQ Messaging service, all
these digital currencies are gone. Notably, many of these early digital currencies
were in one way or another centralized with a trusted third-party intermediary.

Digital currency was not over, though. It got off to a rough start, with much trial
and error, but plenty of people still thought that the world needed cash-like (in
other words, anonymous) online transactions. A new era was about to begin: The
cryptocurrency era.

The earlier digital currencies also depended on cryptography, it’s true, but they
were never known as cryptocurrencies. It wasn’t until cryptocurrency was com-
bined with a blockchain in 2008 that the term cryptocurrency started to gain
usage, and the term really didn’t begin to appear widely until around 2012. (Block-
chain? It’s a special form of database, but we’ll describe in more detail later in this
chapter.)

The Bitcoin white paper

In 2008 Satoshi Nakamoto published and posted in a cryptography forum known
as the “Cypherpunk Mailing List” a document titled “Bitcoin: A Peer-to-Peer
Electronic Cash System,” saying, “I’ve been working on a new electronic cash
system that’s fully peer-to-peer, with no trusted third party,” he said.

10 PART 1 Getting Started with Cryptocurrency Mining



The following list of attributes, Nakamoto stated, were key to Bitcoin:

¥ Double-spending is prevented with a peer-to-peer network.
3 No mint or other trusted parties.

¥ Participants can be anonymous.

3 New coins are made from Hashcash style proof of work.

3 The proof of work for new coin generation also powers the network to
prevent double spending.

The document is a fairly dry read, but it’s worth spending a few minutes checking
it out. You can easily find it by navigating tohttps://bitcoin.org/bitcoin.pdf.
The abstract for the Bitcoin white paper begins with the following statement: “A
purely peer-to-peer version of electronic cash would allow online payments to be
sent directly from one party to another without going through a financial institu-
tion,” Nakamoto wrote. He explains that his method has solved the “double-
spending” problem, an issue plaguing earlier digital currencies: the challenge was
to make sure that a digital currency couldn’t be spent twice.

Nakamoto also describes using blockchain functionality, although the term block-
chain appears nowhere in the white paper:

We propose . . . using a peer-to-peer network. The network timestamps transac-
tions by hashing them into an ongoing chain of hash-based proof-of-work, forming
a record that cannot be changed without redoing the proof-of-work.

Bitcoin: The first blockchain app

Early in January 2009, Nakamoto launched the Bitcoin network into action, using
blockchain (a concept that had been around since the early 1990s, though this was
the first time it had been correctly implemented), and created the first block in the
blockchain, known as the genesis block.

This block contained 50 Bitcoin, as well as the text “The Times 03/Jan/2009 Chan-
cellor on brink of second bailout for banks” as a justification and explanation as to
why a system like Bitcoin was so important. Nakamoto continued coding updates
into the protocol, running a node, and potentially mined around a million Bitcoin,
a number that would make him one of the richest people in the world by the end
of 2017 (at least “on paper”).
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By the end of 2010, Satoshi Nakamoto published his last forum post and officially
signed off from the project, but by this time many other cryptocurrency enthusi-
asts had joined in, began mining, supporting open source code development, and
the rest is history.

Who (or what) is Satoshi Nakamoto?

So, who was this Satoshi Nakamoto guy . . . or gal . . . or organization? Nobody
knows. Satoshi Nakamoto doesn’t seem to be a real name; it’s most likely a pseu-
donym. And if anyone knows for sure who Nakamoto really is, they’re not saying.
It’s the great mystery of cryptocurrency.

There is a Japanese American man named Dorian Prentice Satoshi Nakamoto, born
Satoshi Nakamoto apparently. This person was a trained physicist, systems engi-
neer, and a computer engineer for financial companies — perhaps he was the
Satoshi Nakamoto. However, he’s denied it several times.

How about Hal Finney, who lived just a few blocks from Dorian Prentice Satoshi
Nakamoto’s home? He was a pre-Bitcoin cryptographer and one of the first people
to use Bitcoin and claims to have communicated via email with the founder of
Bitcoin. Some people have suggested he “borrowed” Satoshi Nakamoto’s name
and used it as a pseudonym.

Then there’s Nick Szabo, who has long been involved in digital currency and even
published a white paper on bit gold, before Nakamoto’s Bitcoin white paper. Or
what about Craig White, who at one point claimed to be Nakamoto, but was later
accused of fraud? Or Dr. Vili Lehdonvirta, a Finnish economic sociologist, or
Michael Clear, an Irish graduate student in cryptography, or the three guys who
filed a patent that included an obscure phrase (“computationally impractical to
reverse”) also used in the Nakamoto Bitcoin white paper, or Japanese mathema-
tician Shinichi Mochizuki, or Jed McCaleb, or some type of government agency, or
some other kind of team of people, or Elon Musk, or, well, nobody knows, but
theories abound.

The second biggest Bitcoin mystery? Nakamoto owned around a million Bitcoin,
which in December 2017, was worth about 19 or 20 billion dollars. The entirety of
Nakamoto’s estimated Bitcoin fortune has not been moved or spent; why hasn’t
he touched this money?
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What's the Blockchain?

In order to understand cryptocurrency, you need to understand a little about
blockchains. Blockchain technology is complicated, but that’s okay — you don’t
need to understand everything. You just need to know the basics.

Blockchains are types of databases. A database is simply a collection of structured
data. Say that you gather together a bunch of names, street addresses, email
addresses, and phone numbers and type them into a word processor. That’s not a
database. That’s just a jumble of text.

But say that you enter that data into a spreadsheet. The first column is the first
name, the second is the person’s last name, and then you have columns for the
email address, phone number, street address, city name, zip code, country, and so
on — that’s structured data. That’s a database.

Most people use databases all the time. If you use some kind of financial manage-
ment program, such as QuickBooks, Quicken, or Mint, your data is stored in a
database. If you use a contact management program to store contact information,
it’s stored in a database. Databases, behind the scenes, are an integral part of
modern digital life.

Blockchain around the world — the
blockchain network

The blockchain is a database; it stores information in a structured form. You can
use blockchains for many different purposes: for example, for property rights reg-
istries (who owns this piece of land, and how did they come to own it?), or supply
chain tracking (where did your wine or fish come from, and how did it get to you?).
Blockchains can store any kind of data. In the case of cryptocurrencies, though,
blockchains store transaction data: who owns what amount of cryptocurrency,
who gave it to them, and who have they given it to (how have they spent it)?

Of course, blockchains have several special characteristics. Firstly, they are net-
worked. There is a Bitcoin network, a Litecoin network, an Ethereum network,

just like there’s an email network or a World Wide Web network.

Bitcoin, for example, is a network of thousands of nodes or servers, spread across
the entire planet.

These nodes each contain a copy of the Bitcoin blockchain, and they communicate
with each other and stay in sync. They use a system of consensus to come to an
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agreement regarding what the current, valid blockchain database looks like. That
is, they all contain a matching copy of the blockchain.

Hashing: “Fingerprinting” blocks

Having the blockchain duplicated across many different computers is powerful,
making it much harder to hack or manipulate. But there’s something else that’s
also powerful: hashing. A hash is a long number that is a kind of fingerprint for
data. The blockchain uses it as follows:

1. a computer running a node gathers and validates Bitcoin transactions
(records of Bitcoin sent between addresses within the blockchain) that
are going to be added to the blockchain.

2. When the computer has collected enough transactions, it creates a block
of data and hashes the data — that is, it passes the data to a special
hashing algorithm, which passes back the hash.

Here's an example of a real-life hash, from a block in the Bitcoin blockchain:

00002V 29T £8T7446dc8b8B8SSae4ee2b35260dc4afblel f5eec579Th

A hash is a fingerprint for the data, and thanks to the magic of complex
mathematics, it can't possibly match any other set of data. If the hashed data is
changed even slightly — a 0 changes to a 5, or an Ais changed to a B — the
hash fingerprint will no longer match the original data.

. The hash is added to the block of transactions.

The block is added to the blockchain.

. More transactions are collected for the next block.

After a full block of transactions is ready, the hash of the previous block
is added to the current block.

The block — the transactions and previous-block’s hash — are hashed
again.

0 N oOouisw

. The process repeats, creating a timestamped chain of blocks.

So, every block contains two hashes: the previous block’s hash and the current
block’s hash, which is created by hashing the combination of all the Bitcoin trans-
actions and the previous block’s hash.

That’s how blocks are chained together into the blockchain (see Figure 1-1). Each

block contains the previous block’s hash — in effect, a copy of the previous block’s
unique fingerprint. Each block is also, in effect, identifying its position in the
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FIGURE 1-1:

Each block’s hash
is stored in the
next block of
data. The hashes
chain the blocks
togetherin an
orderly fashion.

blockchain; the hash from the previous block identifies the order in which the
current block sits.

-Block D Hash-

Transaction Records, Transaction Records,
Transaction Records, Transaction Records,

Block D -Block C Hash-

-Block C Hash-

Transaction Records, Transaction Records,
Transaction Records, Transaction Records,

Block C -Block B Hash-

-Block B Hash-

Transaction Records, Transaction Records,
Transaction Records, Transaction Records,

Block B -Block A Hash-

-Block A Hash-

Transaction Records, Transaction Records,
Transaction Records, Transaction Records,

Block A

Blockchain is “immutable”

You may have heard that the blockchain is virtually immutable, which simply
means that it can’t easily be changed. If the Bitcoin blockchain says you own x
Bitcoin, then you do own x Bitcoin, and there can be no disagreement . . . and
nobody can go into the blockchain and hack it or somehow change or mutate it.

Imagine what would happen if someone went into a block (we’ll call it Block A)
and changed a little bit of data — for example, they go in and show that instead of
sending someone 1 Bitcoin you sent 9 Bitcoin.

Well, the hash in Block A would no longer match its data. Remember, a hash is a
fingerprint that identifies the data, so if you change the data, the hash no longer

matches.

Okay, so the hacker could rehash Block A’s data and then save the “corrected”
hash. But wait, now the next block (Block B) would not match because Block B is
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carrying Block A’s hash. So now say the hacker changes the Block A hash stored
in Block B.

But now Block B’s hash doesn’t match Block B’s data, because that hash was cre-
ated from a combination of Block B’s transaction data and Block A’s hash!

So, Block B would have to be re-hashed, and the hash updated. But wait! That
means Block B’s hash stored in Block C now doesn’t match!

See where we're going? This would ripple through the entire blockchain. The
entire blockchain is now broken, by just modifying one single character in a block
lower down. In order to fix the problem, the entire blockchain has to be recalcu-
lated. From the hacked block onwards, it must be “re-mined.” What may look like
a simple hack and database edit now turns into a major computational headache
that cannot be easily completed.

So, this hashing function, combined with the fact that thousands of other nodes
must be in sync with identical copies of the blockchain, makes the blockchain vir-
tually immutable; it simply can’t be easily hacked.

Nobody can change it or destroy it. Hackers can’t get into the peer-to-peer node
network and create transactions in order to steal crypto, governments can’t close
it down (China, for example, could attempt to shut down Bitcoin within its bor-
ders, but the blockchain would continue to exist in many other countries), a ter-
rorist group can’t destroy it, one nation can’t attack another and destroy its
blockchain, and so on. Because there are so many copies of the blockchain, and as
long as enough people want to continue working with the blockchain, it’s practi-
cally immutable and indestructible.

Where's the Money?

16

You may be wondering, “So where is the cryptocurrency? Where's the money?” Or
perhaps you’ve heard of cryptocurrency wallets and think that’s where the money
is stored. Wrong. There’s no money in a cryptocurrency wallet. In fact, there is no
cryptocurrency.

Cryptocurrency blockchains are often described as ledgers. A ledger is described by
Google Dictionary as “a book or other collection of financial accounts of a partic-
ular type.” Ledgers have been around for hundreds of years, used to record trans-
actions for individuals, businesses, government departments, and so on. The
statement you get from your bank account or credit card is a form of ledger,
showing you your individual transactions; money you pay to others, and money
you receive from others.
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FINDING THE BALANCE IN THE
BLOCKCHAIN

Well, okay, the blockchain doesn't actually store a balance for each address. Nowhere in
the blockchain does it state how much of the cryptocurrency any particular owner owns
or how much any particular address has associated with it. Rather, you can use a block-
chain explorer to follow all your transactions, incoming and outgoing, and the block-
chain explorer can figure out your balance based on those transactions.

In the context of cryptocurrency, the blockchain is a digital ledger recording
cryptocurrency you send to others, and cryptocurrency you receive from others.

Think of it this way. Say that you’re a little compulsive and like to keep a record
of the cash in your pocket. You carry a notepad, to record every time you put
money into your pocket and every time you spend it, and you calculate the current
balance. That notepad is a kind of transaction ledger, right?

Cryptocurrency is very similar to this ledger of cash transactions . . . except
there’s no pocket. The blockchain is the ledger; it stores a record of every trans-
action (when you first purchased or were sent the cryptocurrency, when you
spent it or sold it, and the balance you own).

But there’s no pocket and no cryptocurrency sitting in storage somewhere. The
blockchain is simply a series of “mythical” (or virtual) transactions stored in the
ledger. No currency is being physically transferred; we simply update the record
to state that currency has been transferred.

The ledger says you own cryptocurrency, so everyone can validate and accept that
you own it. And remember, that ledger can’t be edited after being solidified into
the chain — it can’t be hacked. (See the preceding section for more on this topic.)
So if the ledger says you own, say, half a Bitcoin, then you absolutely do, and you
can sell that half Bitcoin to someone else by modifying the ledger to say that they
own it!

But what about the wallet? The wallet must store money, right? No, cryptocur-
rency wallets do not store cryptocurrency. They store private keys, public keys,
and addresses. Private keys are the most important because they control the
addresses with which your cryptocurrency is associated in the blockchain.

CHAPTER 1 Cryptocurrency Explained 17



What's the Crypto in Cryptocurrency?

FIGURE 1-2:
Your browser's

lock icon means

that data

submitted back

to
Wi
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the web server
Il be encrypted
with
cryptography.

The crypto in cryptocurrency refers to cryptography. So, what exactly is
cryptography?

According to The Oxford English Dictionary, cryptography is “the art of writing or
solving codes.” Wikipedia’s explanation is more complicated and more digital:
“The practice and study of techniques for secure communication . . . cryptography
is about constructing and analyzing protocols that prevent third parties or the
public from reading private messages.”

The history of cryptography goes back at least 4,000 years. People have always
needed to send secret messages now and then, and that’s what cryptography is all
about.

Today’s cryptography, with the help of computers, is far more complicated than
the ancient ciphers of the classical world, and it’s used more extensively. In fact,
cryptography is an integral part of the Internet; without it, the Internet just
wouldn’t work in the way we need it to work.

Almost every time you use your web browser, you’re employing cryptography.
Remember the little lock icon, shown in Figure 1-2, in your browser’s Loca-
tion bar?
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