


Foreword

Middleware is the set of services, protocols, and support

utilities providing the ‘plumbing’ that makes modern

distributed systems and applications possible—the

infrastructure that underlies web services, distributed

objects, collaborative applications, e-commerce systems,

and other important platforms. Not long ago, the term

middleware was rarely heard, and middleware developers

were rarer still. But over the past decade, the term, the

research and practice, and its impact have become

ubiquitous. Yet, until now, there has not been a book

describing how to construct networked and concurrent

object-oriented (OO) middleware, so its design has

remained something of a black art. This book demystifies

middleware construction, replacing the need to have an

expert looking over your shoulder with well-reasoned,

empirically-guided accounts of common design problems,

forces, successful solutions, and consequences.

As is true for most concepts, nailing down the boundaries

of middleware is hard. Conventionally, it consists of the

software needed to build systems and applications, yet is

not otherwise an intrinsic part of an operating system

kernel. But it is not always possible to find middleware

where you first look for it: middleware can appear in

libraries and frameworks, operating systems and their add-

ons, Java virtual machines and other run-time systems,

large-grained software components, and in portions of end-

products such as web services themselves.

This book is not a textbook surveying middleware or the

types of applications and distributed system architectures

you can devise using middleware. It instead presents a

pattern language that captures the design steps leading to



the construction of the OO communication support involved

in most middleware. Many of the patterns described in this

book also have utility in both higher-level and lower-level

systems and applications that are not based directly upon

middleware.

This book emphasizes practical solutions over theoretical

formalisms. The basic ideas behind many presented

patterns are well-known to experienced system developers

—for example, dispatching, demultiplexing, callbacks, and

configuration—and are sometimes variants of more general

OO patterns—for example, proxies, adapters, and facades.

This book’s main contribution centers on in-depth

engineering solutions based upon these ideas. Middleware

developers must resolve a wide range of forces including

throughput, responsiveness, dependability, interoperability,

portability, extensibility, and accommodating legacy

software. The diversity and severity of these forces

accounts for the complexity of middleware patterns, as

opposed to those seen in smaller-scale OO applications and

concurrent programming.

The multitude of such forces, combined with years of

engineering experience, often lead to a multitude of design

considerations and engineering trade-offs separating an

idea from its expression in middleware frameworks. The

pattern description format used in this book helps to

simplify this process by presenting solutions as series of

concrete design steps. Many of these steps in turn invoke

additional patterns. Together they form a pattern language,

enabling developers to traverse from pattern to pattern

while designing services and applications.

As mentioned by the authors, some of the ideas and

techniques discussed in this book are complementary to

those seen for example in W. Richard Stevens’s pioneering

books (e.g., [Ste98]) on network programming. The main



point of departure is the unrelenting focus on higher-level

design issues. Rather than, for example, discussing the ins

and outs of the Unix select() call, this book explains how to

build a composable and flexible framework—a Reactor—

based on select() and other operating system calls.

One of the implicit themes of this book is how to apply the

bits and pieces of functionality dealing with I/O, threading,

synchronization, and event demultiplexing offered by

contemporary platforms as the foundation for constructing

higher-level frameworks and components. The primary

emphasis on C/C++ on Unix and Microsoft operating

systems does not detract from this theme. For example,

Java programmers will find a few minor disconnects in

cases where Java already directly implements some of the

patterns discussed in this book, for example, Scoped

Locking, or provides frameworks structured in accord with

particular implementations of patterns, such as the

JavaBeans framework’s support of configurable

components, as well as a few where Java lacks access to

underlying system mechanisms, such as synchronous event

demultiplexing.

However, readers most familiar with Java, Smalltalk, and

other OO programming languages will still profit from the

central ideas conveyed by the patterns, can better

appreciate how and why some became directly supported

in language features and libraries, and will be able to

construct useful components based upon other patterns. As

an example, until the advent of java.nio, Java did not

provide access to system constructs useful for

asynchronous I/O. However, after referring to a description

of the Proactor pattern described in this book, I once put

together a Java version that simulated the demultiplexing

step via a simple spin-loop thread that checked for I/O

availability across multiple channels. This was less



efficient, but was perfectly adequate within its intended

usage context.

Over the years, some of the accounts in this book, such as

Reactor, have evolved from descriptions of design

inventions to design patterns. Everyone constructing

portable OO middleware has written or used at least one

Wrapper Facade. But early presentations of several other

patterns now contained in this book also discussed novel

contributions about their design. It was at first a bit

uncertain whether such descriptions should be considered

as patterns, which must be time-proven, independently

(re)discovered solutions. However, over time, the authors

and the OO middleware community have become more and

more confident that the patterns in this book do indeed

capture the essence of key forces and design issues, and

have witnessed the described solutions being used over and

over again across diverse usage contexts.

I invite you to share in this phenomenon. By reading—and

especially, using—the material in this book, you’ll see why

pattern names such as Reactor and Proactor have become

as common among OO middleware developers as have

Decorator and Observer among OO GUI developers.

Doug Lea

State University of New York at Oswego



About This Book

Patterns have taken the software development community

by storm. Software developers have been enthusiastic

about patterns ever since the seminal work Design Patterns

– Elements of Reusable Object-Oriented Software [GoF95].

Its successors, such as the Pattern Languages of

Programming Design (PLoPD) series [PLoPD1] [PLoPD2]

[PLoPD3] [PLoPD4] and A System of Patterns [POSA1]1

have further fanned the burning interest in patterns

kindled originally by earlier work on software idioms

[Cope92], patterns for building architectures [Ale79]

[AIS77], and patterns for cultural anthropology [Bat97].

This book, Patterns for Concurrent and Networked Objects,

is the second volume in the Pattern-Oriented Software

Architecture (POSA) series. Like its predecessor, A System

of Patterns [POSA1], it documents patterns and best

practices that represent concrete, well-proven and useful

techniques for building industrial-strength software

systems. These patterns and best practices can and have

been applied to applications in a wide range of domains,

including telecommunications and data communications,

financial services, medical engineering, aerospace,

manufacturing process control, and scientific computing.

They also form the basis of popular distributed object

computing middleware, such as CORBA [OMG98c], COM+

[Box97], Java RMI [WRW96], and Jini [Sun99a].

Moreover, all the patterns in this book build on the same

solid conceptual foundation as those in the first POSA

volume. For example, we use the same pattern

categorization schema, the same pattern description

format, and present examples and known uses in multiple

programming languages, including C++, Java, and C.



Patterns for Concurrent and Networked Objects thus

follows the same philosophy and path as A System of

Patterns and has the same ‘look and feel’.

In contrast to A System of Patterns, however, which

covered a broad spectrum of general-purpose patterns, this

book has a more specific focus: concurrency and

networking. All the patterns in this book center on these

two areas, allowing us to discuss many topics related to

concurrency and networking in more depth than would be

possible if the book contained patterns from many

unrelated domains. The patterns in this book therefore

complement the general-purpose patterns from A System of

Patterns in these increasingly important areas of software

development.

Yet we focus on general, domain-independent patterns for

concurrent and networked applications and middleware.

Our goal is to increase the likelihood that the patterns in

this book will help projects in your daily work. Therefore,

we do not cover patterns in this book that are specific to a

particular application domain, such as those in [DeBr95]

[Mes96] [ACGH+96], which address networking aspects

that pertain to the telecommunication domain.

By focusing on general domain-independent patterns for

concurrency and networking, this book also complements

existing literature in concurrent network programming and

object-oriented design:

Literature on concurrent network programming

generally focuses on the syntax and semantics of

operating system APIs, such as Sockets [Ste98], POSIX

Pthreads [Lew95], or Win32 threads [Ric97], that

mediate access to kernel-level communication

frameworks, such as System V STREAMS [Ris98]

[Rago93], available on popular operating systems. In



contrast, this book describes how to use these APIs

effectively in the design and programming of high-

quality concurrent and networked systems.

Literature that addresses higher-level software design

and quality factors [Boo94] [Mey97] [DLF93] generally

has not focused on the development of concurrent and

networked applications. Bridging this gap is the topic of

this book.

Another way in which Patterns for Concurrent and

Distributed Objects differs from A System of Patterns is

that its patterns constitute more than just a catalog or

system of patterns. Instead, they augment each other

synergistically, providing the foundation of a pattern

language for concurrent and networked software. When

combined with patterns from other patterns literature, we

describe how this pattern language can and has been used

to build sophisticated concurrent and networked software

systems and applications, web services, and distributed

object computing middleware, as well as the underlying

operating system networking protocols and mechanisms.

Yet we separate the description of the individual patterns

from the discussion of how they form a pattern language.

The patterns themselves are first described in a self-

contained manner, so that they can be applied in the

context that is most useful. A subsequent chapter then

describes how the patterns interact and how they are

complemented by other patterns.

It is important to note, however, that many patterns in this

book can be applied outside the context of concurrency and

networking. To illustrate the breadth of their applicability

we present known uses from other domains, such as

component-based or interactive software systems. In



addition, we give examples of how these patterns apply to

situations experienced in everyday life.

Some patterns may be familiar, because preliminary

versions of them were published in the PLoP book series

[PLoPD1] [PLoPD2] [PLoPD3] [PLoPD4], and the C++

Report magazine. In this book, however, we have improved

upon the earlier versions considerably:

This is the first time they have been woven into a single

document, which helps to emphasize the pattern

language they express.

We have rewritten and revised these patterns

substantially based on many suggestions for

improvement we received at conferences and

workshops, via e-mail, as well as from intensive internal

reviewing and reviews provided by our shepherds.

The patterns have been converted to the POSA pattern

format and have a consistent writing style.

Intended Audience

Like our earlier book A System of Patterns, this volume is

intended for professional software developers, particularly

those who are building concurrent and networked systems.

It helps these software professionals to think about

software architecture in a new way and supports them in

the design and programming of large-scale and complex

middleware and applications.

This book is also suitable for advanced undergraduates or

graduate students who have a solid grasp of networking

and operating systems, and who want to learn the core

principles, patterns, and techniques needed to design and

implement such systems effectively.



Structure and Content

Patterns for Concurrent and Distributed Objects can be

used as a text book and read from cover to cover, or used

as a reference guide for exploring the nuances of specific

patterns in detail.

The first chapter, Concurrent and Networked Objects,

presents an overview of the challenges facing developers of

concurrent and networked object-oriented applications and

middleware. We use a real example, a concurrent Web

server, to illustrate key aspects of these domains, including

service access and configuration, event handling,

synchronization, and concurrency.

Chapters 2 through 5 form the main part of the book. They

contain patterns, the ‘real things’ [U2], that codify well-

established principles and techniques for developing high-

quality concurrent and networked systems. We hope these

patterns will be useful role models for developing your own

concurrent and networked applications, and for

documenting patterns that you discover.

Chapter 6, Weaving the Patterns Together, discusses how

the patterns in Chapters 2 through 5 are interconnected.

We also show how they can be connected with other

patterns in the literature to form a pattern language for

concurrent networked systems and middleware. As

mentioned earlier, some patterns are also applicable

outside the context of concurrent and networked systems.

For these patterns we summarize the scope of their

applicability.

Chapter 7, The Past, Present, and Future of Patterns,

revisits our 1996 forecast on ‘where patterns will go’,

published in the first volume of the Pattern-Oriented

Software Architecture series. We discuss the directions that

patterns actually took during the past four years and



analyze where patterns and the patterns community are

now. Based on this retrospection, we revise our vision

about future research and the application of patterns and

pattern languages.

The book ends with a general reflection on the patterns we

present, a glossary of frequently used terms, an appendix

of notations, an extensive list of references to work in the

field, a pattern index, a general subject index, and an index

of names that lists all persons who helped us shaping this

book

Supplementary material related to this book is available on-

line at http://www.posa.uci.edu/. This URL also contains

links to the ACE and TAO source code that contains C++

and some Java examples for all the patterns in this book.

There are undoubtedly aspects of concurrent and

networked object systems that we have omitted, or which

will emerge over time when applying and extending our

pattern language in practice. If you have comments,

constructive criticism, or suggestions for improving the

style and content of this book, please send them to us via

electronic mail to patterns@mchp.siemens.de. We also

welcome public discussion of our entire work on patterns.

Please use our mailing list, siemens-patterns@cs.uiuc.edu,

to send us feedback, comments, and suggestions.

Guidelines for subscription can be found on the patterns

home page. Its URL is http://hillside.net/patterns/. This link

also provides an important source of information on many

aspects of patterns, such as available and forthcoming

books, conferences on patterns, papers on patterns, and so

on.
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Guide To The Reader

“Cheshire-Puss will you tell me, please, which way I

ought to go from here?”

“That depends a good deal on where you want to get to,”

said the Cat.

“I don’t much care where—,” said Alice.

“Then it doesn’t matter which way you go,” said that cat.

“—so long as I get somewhere” Alice added as an

explanation.

“Oh, you’re sure to do that,” said the Cat, “if you only

walk long enough.”

Louis Carroll, “Alice in Wonderland”

This book is structured so you can read it cover-to-cover. If

you know where you want to get to, however, you may want

to choose your own route through the book. In this case,

the following hints can help you decide which topics to

focus upon and the order in which to read them.

Introduction to Patterns

If this book is your initial exposure to patterns, we suggest

you first read the introduction to patterns in [POSA1] and

[GoF95], which explore the concepts and terminology

related to patterns for software architectures and designs.

In particular, all the patterns presented in this book build

upon the conceptual foundation for patterns specified in

[POSA1]:

The definition of patterns for software architectures



The categorization of these patterns into architectural

patterns, design patterns, and idioms1 and

The pattern description format

Moreover, the implementations of many patterns in this

book are enhanced by using patterns from [POSA1] and

[GoF95]. To guide the application of the patterns in

production software development projects we therefore

suggest you keep all three books handy.

Structure and Content

The first chapter in this book, Concurrent and Networked

Objects, describes the key challenges of designing

concurrent and networked systems. It also outlines the

scope and context for the patterns we present. Finally, it

presents a case study that applies eight patterns in this

book to develop a concurrent Web server.

Sixteen pattern descriptions and one idiom form the main

part of this book. We group them into four chapters,

corresponding to key problem areas—service access and

configuration, event handling, synchronization and

concurrency—in the development of concurrent and

networked middleware and applications. The order in

which you read this material is up to you. One approach is

to read important core patterns first:

The Wrapper Facade design pattern (47)2

The Reactor architectural pattern (179)

The Acceptor-Connector design pattern (285)

The Active Object design pattern (369)

The other twelve patterns and one idiom in the book are

arranged to minimize forward references. You can read



them in any order of course, and we provide page numbers

for following references to other patterns within the book.

This material completes and complements the concepts

defined by the four patterns listed above and covers a

range of issues relevant to designing and implementing

concurrent and networked objects effectively.

You can also use this book to find solutions to problems you

encounter in your projects. Use the overview of our

patterns in Chapter 6, Weaving the Patterns Together, to

guide your search, then locate in Chapters 2 through 5 the

detailed descriptions of the patterns you select as potential

solutions.

No pattern is an island, completely separated from other

patterns. Therefore, Chapter 6, Weaving the Patterns

Together, also describes how all the patterns in this book

can be woven together to form a pattern language for

building networked applications and middleware. If you

want an overall perspective of the patterns in this book

before delving into the individual patterns, we recommend

you skim the pattern language presentation in Chapter 6

before reading the patterns in Chapters 2 through 5 in

depth.

Chapter 7, The Past, Present, and Future of Patterns and

Chapter 8, Concluding Remarks complete the main content

of this book. The remainder of the book consists of a

glossary of technical terms, an overview of the notations

used in the figures, references to related work, and an

index of patterns, topics, and names.

Pattern Form

All patterns presented in this book are self-contained,

following the [POSA1] pattern form. This form allows us to

present both the essence and the key details of a pattern.



Our goal is to serve readers who simply want an overview

of the pattern’s fundamental ideas, as well as those who

want to know how the patterns work in depth.

Each section in our pattern form sets the stage for the

subsequent section. For instance, the Example section

introduces the Context, Problem, and Solution sections,

which summarize a pattern’s essence. The Solution section

foreshadows the Structure and Dynamics section, which

then present more detailed information about how a

pattern works, preparing readers for the Implementation

section.

The Example Resolved, Variants, Known Uses,

Consequences and See Also sections complete each pattern

description. We include extensive cross-references to help

you to understand the relationships between the patterns

in this book and other published patterns.

To anchor the presentation of a pattern’s implementation

activities to production software systems, much of the

sample code is influenced by components provided in the

ACE framework [Sch97]. If you first want to get an

overview of all the patterns you may therefore want to skip

over the Implementation sections on your initial pass

through the book and come back to them when you need to

know a particular pattern’s implementation details.

Although the pattern form we use in this book incurs some

repetition within the pattern descriptions, we have found

that this repetition helps readers navigate through the

descriptions more effectively by minimizing ‘back-tracking’.

In the diagrams that explain the structure and behavior of

our patterns we tried to follow standard UML whenever

possible. In few cases, however, UML did not allow us to

express ourselves precisely enough. Thus we ‘extended’ the



standard notation slightly, as specified in the Notations

chapter.

Background Reading

Many patterns, particularly Reactor (179), Proactor (215),

Half-Sync/Half-Async (423), and Leader/Followers (447),

assume you are familiar with the following topics:

Object-oriented design techniques, such as patterns

[GoF95] [POSA1] and idioms [Cope92], UML notation

[BRJ98], and the principles of structured programming,

specifically encapsulation and modularity [Mey97].

Object-oriented programming language features, such

as classes [Str97], inheritance and polymorphism

[AG98], and parameterized types [Aus98]. Many

examples in this book are written in C++, though we

present Java known uses for most of the patterns.

Systems programming concepts and mechanisms, such

as process and thread management [Lew95] [Lea99a]

[Ric97], synchronization [Ste98], and interprocess

communication [Ste99].

Network services and protocols, such as client-server

computing [CoSte92] and the Internet protocols [Ste93]

[SW94].

This book contains an extensive glossary and bibliography

to clarify unfamiliar terminology, and suggest sources for

information on topics you may want to learn more about. It

is not, however, an introductory tutorial on concurrency

and network programming. Thus, if you are not familiar

with certain topics listed above, we encourage you to do

some background reading on the material we recommend

in conjunction with reading this book.



1. See the Glossary for a definition of these pattern

categories.

2. We adopt the page number notation introduced by

[GoF95]. (47) means that the corresponding pattern

description starts on page 47.



Chapter 1

Concurrent and Networked Objects

“With the exception of music, we have been trained to

think of patterns as fixed affairs. It’s easier and lazier

that way, but, of course, all nonsense. The right way to

begin to think of the pattern which connects is to think of

a dance of interacting parts, pegged down by various

sorts of limits.”

Gregory Bateson — Cultural Anthropologist

This chapter introduces topics related to concurrent and

networked objects. We first motivate the need for advanced

software development techniques in this area. Next, we

present an overview of key design challenges faced by

developers of concurrent and networked object-oriented

applications and middleware. To illustrate how patterns can

be applied to resolve these problems, we examine a case

study of an object-oriented framework and a high-

performance Web server implemented using this

framework. In the case study we focus on key patterns

presented in this book that help to simplify four important

aspects of concurrent and networked applications:

Service access and configuration

Event handling

Synchronization and

Concurrency

1.1 Motivation



During the past decade advances in VLSI technology and

fiber-optics have increased computer processing power by

3–4 orders of magnitude and network link speeds by 6–7

orders of magnitude. Assuming that these trends continue,

by the end of this decade

Desktop computer clock speeds will run at ~100

Gigahertz

Local area network link speeds will run at ~100

Gigabits/second

Wireless link speeds will run at ~100 Megabits/second

and

The Internet backbone link speeds will run at ~10

Terabits/second

Moreover, there will be billions of interactive and

embedded computing and communication devices in

operation throughout the world. These powerful computers

and networks will be available largely at commodity prices,

built mostly with robust common-off-the-shelf (COTS)

components, and will inter-operate over an increasingly

convergent and pervasive Internet infrastructure.

To maximize the benefit from these advances in hardware

technology, the quality and productivity of technologies for

developing concurrent and networked middleware and

application software must also increase. Historically,

hardware has tended to become smaller, faster, and more

reliable. It has also become cheaper and more predictable

to develop and innovate, as evidenced by ‘Moore’s Law’. In

contrast, concurrent and networked software has often

grown larger, slower, and more error-prone. It has also

become very expensive and time-consuming to develop,

validate, maintain, and enhance.



Although hardware improvements have alleviated the need

for some low-level software optimizations, the lifecycle cost

[Boe81] and effort required to develop software—

particularly mission-critical concurrent and networked

applications—continues to rise. The disparity between the

rapid rate of hardware advances versus the slower

software progress stems from a number of factors,

including:

Inherent and accidental complexities. There are vexing

problems with concurrent and networked software that

result from inherent and accidental complexities.

Inherent complexities arise from fundamental domain

challenges, such as dealing with partial failures,

distributed deadlock, and end-to-end quality of service

(QoS) requirements. As networked systems have grown

in scale and functionality they must now cope with a

much broader and harder set of these complexities.

Accidental complexities arise from limitations with

software tools and development techniques, such as

non-portable programming APIs and poor distributed

debuggers. Ironically, many accidental complexities

stem from deliberate choices made by developers who

favor low-level languages and tools that scale up poorly

when applied to complex concurrent and networked

software.

Inadequate methods and techniques. Popular software

analysis methods [SM88] [CY91] [RBPEL91] and design

techniques [Boo94] [BRJ98] have focused on

constructing single-process, single-threaded

applications with ‘best-effort’ QoS requirements. The

development of high-quality concurrent and networked

systems—particularly those with stringent QoS

requirements, such as videoconferencing—has been left

to the intuition and expertise of skilled software



architects and engineers. Moreover, it has been hard to

gain experience with concurrent and networked

software techniques without spending considerable time

learning via trial and error, and wrestling with platform-

specific details.

Continuous re-invention and re-discovery of core

concepts and techniques. The software industry has a

long history of recreating incompatible solutions to

problems that are already solved. For example, there are

dozens of non-standard general-purpose and real-time

operating systems that manage the same hardware

resources. Similarly, there are dozens of incompatible

operating system encapsulation libraries that provide

slightly different APIs that implement essentially the

same features and services.

If effort had instead been focused on enhancing and

optimizing a small number of solutions, developers of

concurrent and networked software would be reaping

the benefits available to developers of hardware. These

developers innovate rapidly by using and applying

common CAD tools and standard instruction sets, buses,

and network protocols.

No single silver bullet can slay all the demons plaguing

concurrent and networked software [Broo87]. Over the

past decade, however, it has become clear that patterns

and pattern languages help to alleviate many inherent and

accidental software complexities.

A pattern is a recurring solution schema to a standard

problem in a particular context [POSA1]. Patterns help to

capture and reuse the static and dynamic structure and

collaboration of key participants in software designs. They

are useful for documenting recurring microarchitectures,

which are abstractions of software components that



experienced developers apply to resolve common design

and implementation problems [GoF95].

When related patterns are woven together, they form a

‘language’ that helps to both

Define a vocabulary for talking about software

development problems [SFJ96] and

Provide a process for the orderly resolution of these

problems [Ale79] [AIS77]

By studying and applying patterns and pattern languages,

developers can often escape traps and pitfalls that have

been avoided traditionally only via long and costly

apprenticeship [PLoPD1].

Until recently [Lea99a] patterns for developing concurrent

and networked software existed only in programming

folklore, the heads of expert researchers and developers, or

were buried deep in complex source code. These locations

are not ideal, for three reasons:

Re-discovering patterns opportunistically from source

code is expensive and time-consuming, because it is

hard to separate the essential design decisions from the

implementation details.

If the insights and rationale of experienced designers

are not documented, they will be lost over time and thus

cannot help guide subsequent software maintenance

and enhancement activities.

Without guidance from earlier work, developers of

concurrent and networked software face the Herculean

task [SeSch70] of engineering complex systems from the

ground up, rather than reusing proven solutions.


