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Preface

 

 

 

 

This is a book about penetration testing. There is nothing

innately new about that - there are dozens of books on the

subject but this one is unique. It covers in as much detail as

is possible the oft overlooked art of physical penetration

testing rather than, say, ethical hacking. We won’t teach

you how to use port scanners or analyze source code. There

are plenty of places you can learn about that and, to a

certain degree, if you’re reading this book then I’m going to

assume you have grounding in the subject matter anyway.

The purpose of this book is twofold: to provide auditing

teams with the skills and the methodology they need to

conduct successful physical penetration testing and to

educate those responsible for keeping attackers out of their

facilities.

My personal experience in physical penetration testing

began about seven years ago when, following a scoping

meeting to arrange an ethical hacking engagement at a

data centre in London, the client asked almost as an aside,

‘By the way, do you guys do social engineering, that sort of

thing - you know try and break in and stuff?’. I responded

(like any junior consultant sitting next to a senior salesman)

that of course we did! As it turned out we thought about it,

decided to give it a shot and . . . failed. Miserably. Not

surprisingly.



My team and I were hackers, lab rats. In effect, we didn’t

know the first thing about breaking into buildings or conning

our way past security guards. This is a situation now facing

an increasing number of ethical hacking teams who are

being asked to perform physical testing. We know it needs

to be done and the value is obvious, but where to begin?

There are no books on the subject, at least none available to

the general public (other than the dodgy ones on picking

locks published by Loompanics

Unlimited). So I decided to fill the void and write one. It has

a special emphasis on combining physical testing with

information security testing simply because ethical hacking

teams are most likely to be employed for this kind of work

(at least in the private sector) and because ultimately it’s

your information systems that are the most likely target for

any attacker. However, anyone with a need to understand

how physical security can fail will benefit from this book -

the culmination of a number of years of experience

performing all manner of penetration testing in all kinds of

environments.



Who this Book Is For

Anyone who has an interest in penetration testing and what

that entails will benefit from this book. You might have an

interest in becoming a penetration tester or you might work

in the industry already with an aim to learn about physical

penetration testing. You might want to learn how attackers

gain access to facilities and how this can be prevented or

perhaps you’re considering commissioning a physical

penetration test and want to learn what this involves.

This book is written for you.



What this Book Covers

Unauthorized Access discusses the lifecycle of a physical

penetration test from start to finish. This starts with

planning and project management and progresses through

the various stages of execution. Along the way, you’ll learn

the skills that are invaluable to the tester including social

engineering, wireless hacking, and lock picking.

The core subjects discuss what takes place during a physical

penetration test, what you can expect and how to deal with

problems. Equipment necessary to carrying out a test is

given its own chapter.

Chapter 9 includes case studies that draw on my own

personal testing experience, which I hope will inspire you.

Chapters 10 and 11 focus on protecting against intruders

and corporate spies and how this relates to the cornerstone

of information security; the security policy.

The appendices deal with miscellaneous subjects such as

law, accreditations and security clearance.



How this Book Is Structured

The two most important chapters in this book are Chapter 2

and Chapter 3. These contain the core theory and practice

of physical penetration testing. The chapters that follow it

discuss in depth the skill sets you will be required to master:

• Chapter 4 - This chapter discusses how to manipulate

human nature. Social engineering is the art of the con

man and probably the single most crucial set of skills

you will learn. The practice of these skills is at the

core of any successful operating team.

• Chapter 5 - Generally this concerns defeating locks.

This chapter assumes no previous knowledge and

these skills are not difficult to master. This is a crash

course.

• Chapter 6 - Knowledge is power; the more you have

the more powerful you become. This chapter covers

the basics of how and where to gather information,

from how to successfully leverage Internet search

technologies and databases through to the physical

surveillance of target staff and facilities.

• Chapter 7 - Despite the security shortcomings of

wireless networks (both 802.11x and Bluetooth) being

well documented, many companies continue to deploy

them. I discuss equipment, how to crack encryption

and bypass other security mechanisms. I provide you

short-cuts to get you up and running quickly and

introduce some newer techniques for compromising

wireless networks that will guarantee that if you’re

using wireless in your business now, you won’t be

when you finish this chapter.

• Chapter 8 - This chapter offers an in-depth discussion

of the equipment you need, where to get it and how to



use it.

• Chapter 9 - This chapter offers a few historical

scenarios taken from my case history. Names have

been changed to protect those who should have

known better.

• Chapter 10 - This chapter provides basic information

about what a security policy should cover. If you’ve

read this far and still don’t have a security policy, this

chapter helps you write one.

• Chapter 11 - This chapter covers how to minimize

your exposure to information leakage, social

engineering and electronic surveillance.

• Appendix A - This provides a legal reference useful to

UK testers.

• Appendix B - This provides a legal reference useful to

US testers.

• Appendix C - This provides a legal reference useful

when conducting testing in the European Union.

• Appendix D - This clarifies the differing terms used in

the United States and United Kingdom.

• Appendix E - This tells you about the various tests

you can take or the tests you want to be sure a tester

has taken before hiring.



What You Need to Use this Book

I’ve written Unauthorized Access to be as accessible as

possible. It’s not an overly technical read and although

grounding in security principles is desirable, it’s not a

requirement. Chapter 7 (in which the discussion focuses on

compromising the security of wireless technologies) is

technical from start to finish but it does not assume any

previous knowledge and provides references to the requisite

software and hardware as well as step by step instructions.

If you have a grounding in penetration testing (or at least

know what it is) so much the better but again this is not

necessary.

What you need to use this book and what you need to carry

out a physical penetration test are two different things (for

that you should refer to Chapter 8). However, I strongly

recommend you have the following:

• A modern laptop computer;

• A copy of the Backtrack 3 Live Linux Disc - available

from www.remote-exploit.org;

• A Backtrack compatible wireless network card (see

Chapter 8).

You may also wish to purchase a set of lock picks to practice

what you learn. You should consider this to be the starting

point. There is a vast array of equipment relevant to this

field but you don’t, by any means, need all of it.

http://www.remote-exploit.org/
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Foreword

Kevin Mitnick

 

 

 

 

Billions of dollars are spent each year by governments and

industry to secure computer networks from the prying eyes

of an attacker. As a security consultant, I have done quite a

few system hardening jobs where the entire focus was upon

the firewalls, server configuration, application security,

intrusion detection systems, and the like. Some managers

completely rely on this technology and put little or no

emphasis on better securing their physical perimeter.

Those employed in the computer security industry are fully

aware that once physical access to networks is obtained

90% of the obstacles are removed. The attackers are aware

of this too, and have demonstrated their agility in bypassing

standard security measures when foiled after attempts at

remotely accessing a system. In addition to those on the

outside that may attempt to circumvent your controls, there

are many on the inside (employees and vendors) that

already have access. Adding another layer of physical

security may deter both of these groups. Consultants in the

security field must continually expand their skill set to

accommodate the ever-changing environments and protect

their client’s assets. In this book Wil Allsopp has created a

thorough reference for those looking to advance into the

area of physical penetration testing. The book also serves as



a guidebook for in-house security managers seeking to

institute better policy safeguards.

Every month it seems that we are hearing in the media

about large-scale attacks on corporations, the government

and financial institutions. Many of these have involved

physical barrier penetrations, with the most notable being a

huge retailer whose credit card databases were

compromised by a group that was reportedly inside the

network for more than two years undetected. It was touted

by the government as the largest theft to date of credit card

numbers, which was placed at over 47 million accounts.

How were they able to get in? One method was to swipe a

wireless barcode scanner and extract the encryption key

used to communicate with the wireless access point inside a

retail location. The crooks also obtained physical access to a

crawlspace above the store, spliced into the Ethernet, and

planted their own secret wireless router. While this describes

the most brazen of attackers, don’t be surprised to hear

more stories like this in the future. The rapidly advancing

technology side of computer security is making electronic

intrusions increasingly more difficult for hackers, therefore

we will see greater implementation of the physical security

attack methods explained in this book, played out in tandem

with a technical attack.

A few years ago I was performing a penetration test, which

included a scope of testing physical security controls. The

first morning I dressed in my suit and arrived in the lobby of

the client’s office to meet with my contact. Noticing a

display of business cards at the reception desk I pocketed a

few inside my coat jacket. For the next two days I remained

in my car, parked close by, just watching the building and

observing behaviors of those coming and going. At about

8:30 each night a janitorial service arrived at the office

complex to clean the offices. I knew this was my ‘in’. Armed

with the business cards from the first morning, and once



again outfitted in a suit, I walked up to the door and began

banging on the glass. A few minutes later, one of the

cleaning crew arrived to open the door. I explained that I

had left my keys in my office while handing him ‘my’

business card; he stepped aside and waved me through.

Once I was in the building I began to search for my target’s

cubicle (some research was performed beforehand to

narrow down the location of his cubicle). I sat at the

computer, turned it on, slid a Linux Live CD into the CD-ROM

drive, entered in a few commands, and grabbed the

Administrator’s password hash for that machine. It took only

a few minutes to crack the password hash using rainbow

tables. Once I had access to the computer I installed a

Trojan on the system (this was the set goal), powered down

the system, packed up my things and left the premises. This

all occurred in about twenty minutes and the client had no

idea that they had been compromised until the details were

provided in the report.

Securing proprietary information is multi-faceted and can no

longer be approached with by focusing on the technology

alone. All potential access points must be scrutinized

carefully to ensure that ingress is denied on multiple levels.

In Unauthorised Access: Physical Penetration Testing For IT

Security Teams, Allsopp addresses this concept with a

relevant and pertinent outline for performing physical

penetrations test by familiarizing the would-be tester with

the methodologies and tools needed to perform the test,

and illustrating them with the colorful recanting of tales

from his vast experience as a security consultant. These

stories help to provide real-world examples of the

techniques that are being used by attackers every day.

Performing physical penetration testing within your

organization should not only be reserved for businesses

trying to safeguard information, but can be also be applied



to provide better security against theft, trespassing, and

guard against industrial espionage. This book will first take

you through the terminology, planning, and equipment

needed to perform the test. As Allsopp reminds you in later

chapters, security is only as strong as its weakest link, which

is most likely to be the very people employed by the target.

Once the lingo used in testing is defined, and some of the

pitfalls regarding physical layouts of facilities that may be

encountered are outlined, you are introduced to a primer on

social engineering, which is the practice of using deception,

manipulation, and influence to persuade the target to

comply with your request. Allsopp recognizes that those

best versed in social engineering possess certain

personality traits that make them especially adept in this

type of manipulation, but attempts to provide an

introduction of some basic knowledge for the inexperienced

to build on because he realizes the importance of mastering

this skill. This is critical, as there is rarely a compromise of

security that takes place without some level of social

engineering.

For those that have already conducted a physical

penetration test in the past, there are several chapters that

should provide a few new things for your arsenal as the

subject matter switches to information gathering, lock

picking and wireless technology. The chapter on lock picking

is brief, but provides excellent resources to learn more on

the subject as well as giving the reader an overview of the

basic steps in picking a lock along with general information

on various locking mechanisms and how they can be

bypassed. Even if you’re never picked a lock before, Chapter

7 will make you want to try.

Many might not consider wireless hacking as a ‘physical’

attack method, but if you consider that most wireless access

points have a broadcast range of less than 300 meters



without a long-range antenna, to take advantage of these

devices you must place yourself within the allotted radius to

compromise the target. Having in-depth knowledge of

wireless devices can be used for more than just attacking

them. If you can obtain physical access to cabling, a ‘hard-

wired’ network could suddenly become a wireless one, if

spliced into with a device placed in-line. Wireless technology

is probably one of the most commonly misconfigured items

providing perimeter security, and if compromised, it can

easily become the low-hanging fruit sought by attackers.

After you are enlightened and possess a solid understanding

of executing physical penetration tests, Allsopp gathers all

the techniques discussed and rolls them into detailed true-

life accounts in Chapter 9. The first example describes a pen

test performed on a SCADA (Supervisory Control And Data

Acquisition) system. There has been an elevated awareness

of terrorism since 9/11, and SCADA systems have been

receiving significant media attention since they are used to

monitor and control critical infrastructure processes such as

power generation, life support systems, water treatment,

and telecommunications. Many speculators are afraid that

the power grid could be compromised in a standalone

terrorist act, or use in conjunction with a symbolic attack, to

reduce the response time of emergency personnel to the

scene. These systems are in perpetual production and are

not usually connected to the internet, so taking them offline

for maintenance and upgrades is very difficult, which makes

their physical security all the more important.

Allsopp’s example of lax security at a power substation,

unfortunately, is not limited to the UK. Often, these critical

systems in many countries are left unmanned and may not

be protected by anything more than a barbed-wire fence

and padlocks. Sure, there may be some electronically locked

doors and access gates, but as shown in prior chapters,

these are easily bypassed by a determined intruder. Armed



with a laptop and key information, if you can get past these

controls, you are most likely going to find an unpatched

system that could grant you ‘keys to the kingdom’.

The infusion of the real-life stories help to clearly

demonstrate the typical shortcomings due to the lack of

proper procedures, employee training, and policies in place.

You can employ the latest technology and implement

multiple layers of defense, but if your personnel are not

properly trained to spot weaknesses and then act on them,

all of these precautions are rendered almost useless. Allsopp

addresses concepts to provide better policy, incident

response, and access control. Much of this involves

classifying assets so that employees are aware of what is

most important to safeguard.

While this book is aimed at security consultants looking to

add physical penetration testing to their repertoires it would

also be a great read for those managing security for various

organizations. It would be a useful reference tool for

IT/Security Managers to implement better policy and

training for its employees. If you could only walk away with

one thing from this book it would be the lesson to teach

your employees to challenge and verify. An apology is a

much easier thing to give than having to explain how you

were instrumental in allowing an intruder to bypass

established protocols.



1

The Basics of Physical Penetration Testing

 

 

 

 

If you know the enemy and know

yourself, you need not fear the result of

a hundred battles.

Sun Tzu: The Art of War

 

There is an old saying that security is only as strong as the

weakest link in the chain. This is an erudite and often

overlooked truth. The weakest link is never the

cryptographic keys protecting a VPN link or the corporate

firewalls guarding the borders of a network, although these

technologies certainly have their shortfalls. The weakest link

in any security scenario is people. Some people are lazy and

all people make mistakes and can be manipulated. This is

the most important security lesson you will ever learn:

security in any form always boils down to people and trust.

Any decent computer hacker will tell you: if you want to be

good, learn technologies and programming languages,

reverse engineer operating systems, and so on. To be a

great hacker requires learning skills that are generally not

maintained by people of this mindset. Once you master the

manipulation of people, you can break into anything - any



system whether corporate, electronic or human is

vulnerable.

This chapter covers the basics of penetration testing, the

things you need to know before you dive into the more

interesting practical chapters. This includes a guide to

terminology unique to penetration testers, a little on legal

and procedural issues (because an understanding of the

relevant legislation is critical) and, of course, a discussion of

why penetration testing is important, including a look at

what organizations usually hope to achieve from engaging

in a penetration test.

Conducting physical penetration tests is a unique and

challenging way to earn a living; it requires a certain

mindset, a broad skill set and takes experience to become

accomplished. This book can’t help you with the mindset:

that’s something you have to develop; or the experience:

that’s something you have to accumulate; but it will go a

long way to providing you with the relevant skill set and this

chapter is the first step.

If you are representing an organization and want to ensure

that you have the highest form of security in place,

penetration testing can help you. This chapter tells you

what to expect from a penetration testing team.

What Do Penetration Testers Do?

Penetration testers are hired by organizations to

compromise security in order to demonstrate vulnerability.

They do this every day and their ability to pay the rent

depends on their success at breaking through security.

To demonstrate computer security flaws, penetration testers

use reverse engineering software. They hack into networks



and defeat protocols. With respect to physical security, they

demonstrate vulnerability through physical intrusion into

client premises. This is most often achieved through covert

intelligence gathering, general deception, and social

engineering although it may involve a more direct approach

such as a night-time intrusion, defeating locks and crawling

up fire escapes, depending on the rules of engagement. The

differences between computer and physical intrusion may

seem vast, but there is significant crossover between the

two and they are often performed in tandem.

I have been conducting penetration tests in one form or

another for over a decade and in that time I’ve seen client

requirements change - both with the changing face of

technology and a growing awareness of the threats faced by

organizations wishing to keep their confidential data secure.

The problem in a nutshell is this: you can have the best

firewalls and change control procedures; you can have

regular electronic penetration testing against networks and

applications; you can audit your source code and lock down

your servers. All of these approaches are fine and, if

conducted well, are generally worthwhile. However, if an

attacker can physically penetrate your premises and access

information systems directly, these strategies won’t protect

you. This ‘hard shell, soft center’ approach to security has

led to some of the most serious information system

breaches in memory. As you will learn, there is far more to

security than SSL and patching against the latest buffer

overflows.

Security Testing in the Real World

Military organizations, particularly the US military, have

employed penetration testing teams (called ‘tiger teams’ or

‘red teams’) for decades.



Their remit is to penetrate friendly bases to assess the

difficulty an enemy would have gaining the same access.

This could involve planting a cardboard box with the word

‘bomb’ written on it or attempting to steal code books. It

might involve gaining access to a secure location and taking

photographs or taking something of intelligence value. As

time has gone by, the term ‘tiger team’ has become more

associated with computer penetration teams; however the

term is still widely used in its original context within the

military. The challenges faced by testers in the private and

government sectors are very different from those presented

to military tiger teams, not least because they have

significantly less chance of being shot at. (I speak from

experience ....) However while the attackers that one wishes

to guard against are fundamentally different (terrorists in

one case and industrial espionage actors in the other, for

example) the approach is not dissimilar. All testers start with

a specific goal, gather intelligence on their target, formulate

a plan of attack based on available information and finally

execute the plan. Each of these steps is covered in detail in

this book but first, in the interests of consistency, let’s

consider some of the terms I will be using throughout this

text:

• Target - the client initiating the test and the physical

location at which the target resides;

• Goal - that which must be attained in order for the

penetration test to be considered successful, such as

the following examples:

• Breach border security at the target location

(the simplest form of test, often as basic as

penetrating beyond reception, where most

physical security procedures end).

• Gain physical access to the computer network

from within the target location.

• Photograph a predetermined asset.



• Acquire a predetermined asset.

• Gain access to predetermined personnel.

• Acquire predetermined intelligence on assets

or personnel.

• Plant physical evidence of presence.

• Any combination of the above.

• Asset - a location within the target, something

tangible the operating team must acquire (such as a

server room or a document) or something intangible

such as a predetermined level of access;

• Penetration test - a method of evaluating the

security of a computer system, network or physical

facility by simulating an attack by an intruder;

• Operating team - the team tasked with conducting a

penetration test. In the context of a physical

penetration and starting from the moment the test is

initiated, the operating team is likely to consist of:

• planners;

• operators (those actually conducting the

physical test);

• support staff. The makeup of the team will

depend on the nature of the test. For example,

a test involving computer access following a

successful physical penetration must have at

least one operator skilled in computer

intrusion. Those skilled in social engineering

are likely to be deployed in a planning or

support capacity.

• Scope - the agreed rules of engagement, usually

based around a black box (zero knowledge) approach

or a crystal box (information about the target is

provided by the client) approach;

• Anticipated resistance or security posture - the

resistance an operating team faces, depending on a



number of factors:

• the nature of the target;

• security awareness among staff;

• quantity (and quality) of security personnel;

• general preparedness and awareness of

potential threats at the target.

Other factors include the difficulty of the assignment and

the effectiveness of the security mechanisms to protect

assets.

Legal and Procedural Issues

International law applicable to security testing is covered in

Appendices A and B. However, this overview should at least

get you thinking about the legal issues you need to take into

consideration.

Most clients expect - and rightly so - a penetration team to

be insured before they even consider hiring them. Although

I’m not going to point you in the direction of any particular

insurance providers, you must possess errors and omissions

coverage, at a minimum. The coverage required varies from

region to region and is governed by rules laid out in specific

jurisdictions.

Indemnity insurance is highly recommended. Insurance

companies may want to know a little about your team

members before signing off a policy. Such information could

include medical backgrounds and almost certainly will

include details of criminal offences (i.e. they expect to find

none) as well as professional histories. None of this should

be a concern because you performed background vetting on

your team prior to hiring them. (Didn’t you?)


