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Introduction

Windows Server 2008 is the first update to Microsoft's
server operating system in nearly five years, and among the
major changes is the new Internet Information Services 7.0,
which probably marks the biggest departure from previous
lIS versions that we have ever seen.

Previous recent releases of IIS have concentrated on
improving security and reliability and thus have mostly
involved changes “under the hood.” For administrators and
developers, adaptation to the new products had been
relatively simple.

With 1IS 7.0, however, Microsoft has fundamentally
changed the way the product works, with new configuration,
delegated administration, and extensibility options designed
to address perceived feature weakness compared to
competing products. At the same time, IIS 7.0 now has new,
real-time diagnostic and troubleshooting features and
absorbs functionality from ASP.NET (such as caching and
forms-based authentication), making this available across
all requests.

With the addition of a brand-new FTP server and FastCGl
support, IIS 7.0 leapfrogs its major competitors in feature
and flexibility options and indicates a clear effort by
Microsoft to capture more of the public-facing web server
market, in addition to its existing strong presence in the
corporate sphere.

For administrators and developers, the fundamental
changes in the way that IIS 7.0 works, is administered, and
can be extended mean that the knowledge required to fully
take advantage of IIS 7.0's new features is substantially
greater than in previous versions.



The authors have focused on capturing the very best of
the new features in IIS 7.0 and how you can take advantage
of them. The writing styles vary from chapter to chapter
because some of the foremost experts on IS 7.0 have
contributed to this book. Drawing on our expertise in
deployment, hosting, development, and enterprise
operations, we believe that this book captures much of what
today’s IIS administrators need in their day-to-day work.

Who This Book Is For

This book is aimed at IS administrators (or those who need
to ramp up quickly in anticipation of having to administer
1IS). What differentiates this book is that it doesn’t just focus
on features and how to configure them using a GUI
administrative tool. Instead, we explain how features work
(for example, how Kerberos authentication actually works
under the covers) so that you can better troubleshoot issues
when something goes wrong.

Additionally, since most administrators need to be able to
automate common procedures, we have included specific
chapters on programmatic administration and command-
line tools as well as code snippets (using AppCmd.exe, WMI,
and .NET) throughout the book.

This book covers features that many other IIS books don’t
touch (such as high availability and web farm scenarios, or
extending 1IS) and has a dedicated chapter on
troubleshooting and diagnostics.

Real-life 1IS administration is about people, processes, and
technology. Although a technical book can’t teach you much
about hiring the right people, this book doesn’t focus solely
on technology. Operations management and monitoring
(key components of good processes) are also addressed.

Overall, we think that this book provides comprehensive
coverage of the real-life challenges facing IIS administrators:



getting up to speed on the new features of a product,
understanding how the product works under the covers, and
being able to operate and manage the product effectively
over the long term.

How This Book Is Structured

The book is divided into four major parts. Part | covers the
new features and architecture of IS 7.0, as well as
deployment and installation considerations.

Part Il discusses the basics of the new administration tools
(both GUI and command-line) as well as basic administrative
tasks for web sites, delegated administration, and
supporting services (such as FTP, SMTP, and publishing
options).

Part Ill introduces more advanced topics, such as
extending [IS 7.0, programmatic administration, web farms
and high availability, and security.

Finally, Part IV covers topics that go beyond the initial
understanding of the new feature set. We cover topics that
administrators will need on an ongoing basis, such as
operations management, performance monitoring and
tuning, and diagnostics and troubleshooting.

What You Need to Use This
Book

Although 1IS 7.0 ships in both Vista and Windows Server
2008, certain functionality (such as load balancing) is
available only in the server edition. Because the full
functionality of IIS 7.0 is available in Windows Server 2008,
the authors have focused on that product for this book.

For 1IIS 7.0 extensibility, Microsoft Visual Studio 2008 has
been used throughout the book; however, any IDE suitable



for .NET development can be used for implementing the
code samples presented.

Conventions

To help you get the most from the text and keep track of
what's happening, we’'ve used several conventions
throughout the book.

Sidebar

Boxes like this one hold important, not-to-be forgotten
information that is directly relevant to the surrounding text.

Tips, hints, tricks, and asides to the current discussion are offset
and placed in italics like this.

As for styles in the text:

« We highlight new terms and important words when we
introduce them.

 We show keyboard strokes like this: Ctr/+A.

 We show file names, URLs, and code within the text like
SO: persistence.properties.

« We present code in two different ways:

In code examples we highlight new and important code with a gray background.

The gray highlighting_is not used for code that's less important in the present context, or has been shown

before.

Source Code

As you work through the examples in this book, you may
choose either to type in all the code manually or to use the
source code files that accompany the book. All the source
code used in this book is available for download at
www.wrox.com. Once at the site, simply locate the book’s



http://www.wrox.com/

title (either by using the Search box or by using one of the
title lists), and click the Download Code link on the book’s
detail page to obtain all the source code for the book.

Because many books have similar titles, you may find it easiest
to search by ISBN; this book’s ISBN is 978-0-470-09782-3.

Once you download the code, just decompress it with your
favorite compression tool. Alternately, you can go to the
main Wrox code download page at
www.wrox.com/dynamic/books/download.aspx to see the
code available for this book and all other Wrox books.

Errata

We make every effort to ensure that there are no errors in
the text or in the code. However, no one is perfect, and
mistakes do occur. If you find an error in one of our books,
like a spelling mistake or a faulty piece of code, we would be
very grateful for your feedback. By sending in errata you
may save another reader hours of frustration, and at the
same time you will be helping us provide even higher
quality information.

To find the errata page for this book, go to www.wrox.com,
and locate the title using the Search box or one of the title
lists. Then, on the book details page, click the Book Errata
link. On this page, you can view all errata that have been
submitted for this book and posted by Wrox editors. A
complete book list including links to each book’s errata is
also available at www.wrox.com/misc-pages/booklist.shtmil.

If you don’t spot “your” error on the Book Errata page, go
to www.wrox.com/contact/techsupport.shtml and complete
the form there to send us the error you have found. We’ll
check the information and, if appropriate, post a message to
the book’s errata page and fix the problem in subsequent
editions of the book.
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pP2p.wrox.com

For author and peer discussion, join the P2P forums at
p2p.wrox.com. The forums are a Web-based system for you
to post messages relating to Wrox books and related
technologies and interact with other readers and technology
users. The forums offer a subscription feature to e-mail you
topics of interest of your choosing when new posts are
made to the forums. Wrox authors, editors, other industry
experts, and your fellow readers are present on these
forums.

At http://p2p.wrox.com, you will find several different
forums that will help you not only as you read this book, but
also as you develop your own applications. To join the
forums, just follow these steps:

1. Go to p2p.wrox.com and click the Register link.

2. Read the terms of use and click Agree.

3. Complete the required information to join as well as
any optional information you wish to provide and click
Submit.

4. You will receive an e-mail with information describing
how to verify your account and complete the joining
process.

You can read messages in the forums without joining P2P, but in
order to post your own messages, you must join.

Once you join, you can post new messages and respond to
messages other users post. You can read messages at any
time on the Web. If you would like to have new messages
from a particular forum e-mailed to you, click the “Subscribe
to this Forum” icon by the forum name in the forum listing.

For more information about how to use the Wrox P2P, be
sure to read the P2P FAQs for answers to questions about
how the forum software works as well as many common
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questions specific to P2P and Wrox books. To read the FAQs,
click the FAQ link on any P2P page.
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Chapter 1

Background on IIS and New
Features in IIS 7.0

Microsoft’'s Internet Information Services (IIS) has been
around for more than a decade, from its first incarnation in
Windows NT 3.51 to the current release of IIS 7.0 on the
Windows Server 2008 and Vista platforms. It has evolved
from providing basic service as an HTTP server, as well as
additional Internet services such as Gopher and WAIS, to a
fully configurable application services platform integrated
with the operating system.

IS 7.0 is a dramatic change in the way IIS is configured
and managed. Modularity, granularity, and interoperability
are the guiding factors across the entire product, from setup
to security, management to automation. Integrated heavily
into the operating system, IS 7.0 benefits from the
improvements in the Windows Server 2008 operating
system but IIS has been re-engineered to meet the demands
of a true application platform.

This chapter will provide you with an overview of the
changes in IS 7.0 as well as a sampling of some of the new
technologies. If you are familiar with 1IS 6.0, you will want to
skim through this chapter for changes before digging into
future chapters for specifics. If you are new to IIS, this
chapter will provide an introduction to the features in IIS 7.0
and provide you with a basis for understanding future
chapters. And if you're the kind of reader who just wants to
skip to the part that applies to your immediate needs, this



chapter can help you figure out in what area those needs
will lie.

IS Versions 1.0 to 4.0

IS was released with Service Pack 3 for Windows NT 3.51,
as a set of services providing HTTP, Gopher, and WAIS
functionality. Although the functions were there, most users
chose alternates from third-party vendors such as O'Reilly’s
Website or Netscape’s server. Although these services had
been available for years with the various flavors of UNIX
operating systems, native Internet services for Windows
were mostly an afterthought, with little integration with the
Windows operating system.

With the advent of Windows NT 4.0, IIS also matured in
version 2.0. The most notable improvement in IS version
2.0 was closer integration with the Windows NT operating
system, taking advantage of Windows security accounts and
providing integrated administration through a management
console similar to many other Windows services. IS 2.0
introduced support for HTTP Host headers, which allowed
multiple sites to run on a single IP address, and aligned
Microsoft’s IIS development with NCSA standards, providing
for NCSA common log formats and NCSA-style map files. IIS
2.0 also introduced a web browser interface for
management, and content indexing through Microsoft’s
Index Server.

lIS version 3.0 was introduced with Windows NT Service
Pack 3 and introduced the world to ASP (Active Server
Pages) and Microsoft’'s concept of an application server. A
precursor to the ASP.NET environment, ASP (now referred to
as classic ASP) is a server-side scripting environment for the
creation of dynamic web pages. Using VBScript, JScript or
any other active scripting engine, programmers finally had a



viable competitor to CGlI and scripting technologies
available on non-Microsoft platforms, such as Perl.

IS 4.0, available in the NT Option Pack, introduced ASP
2.0, an object-based version of ASP that included six built-in
objects to provide standardized functionality in ASP pages.
lIS 4.0 was the last version of IIS that could be downloaded
and installed outside of the operating system.

11IS 5.0 and 5.1

With the release of Windows 2000, IIS became integrated
with the operating system. Version numbers reflected the
operating system, and there were no upgrades to IIS
available without upgrading the operating system. IIS 5.0
shipped with Windows 2000 Server versions and Windows
2000 Professional, and 1IS version 5.1 shipped with Windows
XP Professional, but not Windows XP Home Edition. For all
essential functions, 1IS 5.0 and 1IS 5.1 are identical, differing
only slightly as needed by the changes to the operating
system.

With Windows 2000 and IIS 5.0, IIS became a service of
the operating system, meant to be the base for other
applications, especially for ASP applications. The 1IS 5.0
architecture served static content, ISAPI functions, or ASP
scripts, with ASP script processing handed off to a script
engine based on the file extension. Using file extensions to
determine the program that handles the file has always
been a common part of Windows functionality, and in the
case of ASP processing, the speed of serving pages was
increased by the automatic handoff of ASP scripts directly to
the ASP engine, bypassing the static content handler. This
architecture has endured in |IS to the current version.

11S 6.0



