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Apress business books provide essential information and practical advice, each
written for practitioners by recognized experts. Busy managers and profes-
sionals in all areas of the business world—and at all levels of technical sophis-
tication—look to our books for the actionable ideas and tools they need to
solve problems, update and enhance their professional skills, make their work
lives easier, and capitalize on opportunity.

Whatever the topic on the business spectrum—entrepreneurship, finance,
sales, marketing, management, regulation, information technology, among oth-
ers—Apress has been praised for providing the objective information and
unbiased advice you need to excel in your daily work life. Our authors have no
axes to grind; they understand they have one job only—to deliver up-to-date,
accurate information simply, concisely, and with deep insight that addresses
the real needs of our readers.

It is increasingly hard to find information—whether in the news media, on the
Internet, and now all too often in books—that is even-handed and has your
best interests at heart. We therefore hope that you enjoy this book, which has
been carefully crafted to meet our standards of quality and unbiased coverage.

We are always interested in your feedback or ideas for new titles. Perhaps
you'd even like to write a book yourself. Whatever the case, reach out to us
at editorial@apress.com and an editor will respond swiftly. Incidentally, at
the back of this book, you will find a list of useful related titles. Please visit
us at www.apress.com to sign up for newsletters and discounts on future
purchases.

—The Apress Business Team
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This book is dedicated to Duke Moore,
my father, the strongest man I've ever known.
He taught me integrity, standing up for what

one believes in, and going the extra mile. He also
taught me my first puns and gave me a love of
reading and writing. He had always wanted to
write the Great American Novel.

Dad, I never could get you into a cave,

but I can get you into a book. I just wish you were
around to read it. It's not the Great American Novel,
but I think youd like it anyway.
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Introduction

| grew up in a former railroad station, across the street from a firehouse, and
one of my favorite shows was Emergency!. These may seem like incongruent
facts, but they actually helped shape me in a number of ways.

| would watch as the firefighters would race to fires and would often discuss
with my classmates the most recent big fire in town. While | was too young
to join the fire department and moved away before | could become officially
involved, | always had a great deal of respect for what they did. | recall when
they upgraded from an ambulance that was essentially an oversized station
wagon to an actual van that today we would recognize as being closer to
what we think of as an ambulance. Later they upgraded again to what would
definitely today be recognized as an ambulance. | didn’t fully understand the
changes. It was only years later that | realized that the training and tools were
evolving. Early ambulance drivers were often the guys (and back then, most
were men) that could drive the patient to the hospital as quickly as possible.
Many were actually morticians. This was because many ambulances were basi-
cally hearses. If you think about it,a coffin and a litter both slide in the same way.

There wasn’t much more requirement than driving fast. Over time, the EMS
community emerged with the earliest EMTs and paramedics. People that pre-
viously would have died before they could get to the hospital were receiving
treatment in the field that only a decade before was not possible.

Much of this was mirrored in the TV show Emergency! It wasn’t until decades
later | realized how much of an impact Emergency! had on the industry. There
are many EMTs and paramedics today that say they got into the field because
of that show. But Emergency! was more than just a TV show. It was almost a
documentary based on a very famous paper written in |966—now called“The
EMS White Paper.” Its more formal name is “Accidental Death and Disability:
The Neglected Disease of Modern Society.”' This paper revolutionized how
we think about emergency medicine.

The history of railroads doesn’t necessarily have a single seminal event like
that white paper. But it is often said that the rules of railroads are written in
blood. This means that basically every rule is there as a result of someone
dying and the rule being put into place to prevent future such deaths.

'https://www.ems.gov/pdf/1997-Reproduction-AccidentalDeathDissability.
pdf
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One example is what is known as blue flag/signal protection. Simply put when
equipment is being worked on, or for passenger trains, cars or locomotives
being added or removed, a blue flag or signal is placed in such a way to warn
all other workers that movement of the train or car in question could cause a
serious injury or death. There’s an additional detail to this rule that is impor-
tant. A blue flag/signal may be placed by a member of one of the repair crafts.
The important part is that it may be removed only by the same person who
placed it or a member of the same craft. (Here craft is perhaps best defined as
people in the railroad with similar job functions or skills.)

This detail on who may remove it is important because in part it means people
with the same skills and knowledge and the ones in the best position to know
if it is safe to move the car or train are protecting each other. It also means
that for example an engineer or conductor, or even in theory the CEO of the
railroad, cannot remove the blue flag/signal protection. Just because they may
be considered to have a higher job position, that position doesn’t give them
the authority. Keep this in mind later in the book as we discuss things like the
Incident Command System and Crew Resource Management.

So what does all of this have to do with a book on IT disasters? Good ques-
tion. While | grew to love computers at an early age, | also grew to love
understanding how disasters unfold and how we respond to them. Just as
the EMS field and railroads have matured over time and introduced new best
practices, and if necessary, removed outdated practices, so has the IT field.

Over time, we've learned better ways to respond to disasters—and equally
important, how not to respond.

As | grew up, | started to get more involved in various outdoor activities,
including caving. In 1999, | took my first class on cave rescue and | became
hooked. | also took lessons from that course, specifically ICS, and applied them
to our Y2K response six months later.

This book then is a result of my watching EMS evolve, learning how railroads
worked, cave rescue, and more, and applying the lessons learned to IT.

I've enjoyed writing it and | hope you enjoy reading it. And hopefully, you learn
something from it.



CHAPTER

1

A Different
Approach

There are many books out there written for disaster planning in the IT world.
Most focus on very specific ideas or concepts, such as developing a backup
strategy for on-site and off-site storage of critical data. Some books talk about
developing and writing a disaster response (DR) plan. This isn’t exactly one
of those books.

Although there are some examples in this book and hopefully some use-
ful takeaways, this book is more designed to make you think about how to
approach a disaster, not the specific steps to take during a disaster. | will avoid
the obvious things like,“make sure you do backups” (though you should).

For the most part I'll be using “We” in this book because though it’s sort of a
one way forum, | sort of see this as a journey we're taking together.

This book draws upon a diverse set of ideas and experiences—not all imme-
diately associated with DR in the IT workplace. However, hopefully by the
time you get done reading you'll see the relevance. And hopefully you’ll have
had some fun and learned something. Yes, | did say fun, because if you're not
enjoying your job, my advice right now is to start looking for a new job and
find one you do enjoy. | can safely say, overall, | have fun at what | do and I'm
having fun writing this book.

© Greg D.Moore 2016
G. D.Moore, IT Disaster Response, DOI 10.1007/978-1-4842-2184-6_|
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My background is primarily in the IT space. I've worked with computers pro-
fessionally for over 25 years. I've helped write DR plans, test them, and in a few
cases, implement them. I've also had to deal with disasters where there was
no formal DR plan and we had to go by the seat of our pants. Most of those
were successful, some weren'’t.

When I'm not found behind a keyboard | can often be found either caving
or teaching cave rescue techniques. I'm currently the database administra-
tor for the National Cave Rescue Commission and the Northeast Regional
Coordinator. 'm also an instructor. This background has given me some
unique thoughts about DR plans and some cross-domain knowledge.

I’'m also an avid reader that reads across a number of disciplines and enjoy
reading about how we think and process. Check out my blog at https://
greenmountainsoftware.wordpress.com.

All of this comes into play in my DR thoughts and my ideas in this book.

What Is a Disaster?

“But | know it when [ see it.”

—]Justice Potter Stewart

Sure, you may know a disaster when you see it, but sometimes it helps to have
a working definition. For the purpose of this book, | will be using the following
definition:

Disaster: An unplanned interruption in business that has an adverse
impact on finances or other resources.

This is purposely a rather broad definition so let’s discuss it a bit and be clear
about what | mean.

Your facility is struck by a truck and catches fire. The server room is destroyed
in the resulting explosion and fire-fighting effort. That’s pretty clearly a disas-
ter. | don’t think anyone would really quibble over that.

Your server is running fine one day when the power supply dies and you can’t
reboot it. That example is perhaps not quite as dramatic, but still a disaster.

Your printer runs out of paper and displays the dreaded [PC LOAD LETTER]
in the middle of a report. Yes, this is a disaster using the definition and | quite
intentionally include it as such. Sure the impact may be small. It might take you
five minutes to reload it and carry on. But that’s five minutes of your time you
weren’t expecting to spend on that. Now what happens if that report is the
one the CEO needs in order to present to the board meeting in 15 minutes
and now it will be late?
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The point is, not all disasters have to be huge. In point of fact, most are not.
If you think about it, how many times have you received a call that your data
center has burned down versus the number of times you've received a call
that a printer isn’t responding?

Not all disasters are huge, but some are far more common than others. Any
approach to disasters must take that into account. Also, many of the concepts
are the same across the board.

| start in Chapter 2 by discussing what a disaster response is and why we
even bother having one. This may sound like an obvious exercise, but the
truth is, I've encountered companies where the attitude is basically,“eh, we’ll
deal with it when it happens.” Or, they go to the other extreme and have
30-page documents on how to respond to a paper jam. OK, that last one
might be a bit of an exaggeration, but it’'s not far from the truth. I've seen
companies operate at either extreme and that’s far from ideal. In fact part of
the impetus for this book was a client who was planning to purchase hard-
ware for a disaster response solution, but really didn’t have a written policy
on what would trigger such a response. The hardware was great, but | felt
like they were missing something important. This is similar to a company
having an automatic external defibrillator (AED), but not training employees on
when or how to use it. Fortunately, AEDs are easy to use and fairly foolproof.
However, the American Red Cross and other organizations still encourage
training in how to use them. So simply having the equipment or even a writ-
ten plan isn’t enough if you don’t know how to use the equipment or when
to implement the plan.

Next, I'll talk about a concept known as the Incident Command System (ICS).
This is covered in more detail on Chapter 3, but simply put it is a management
structure developed to respond to “incidents” or in our case, disasters. | will
often use the term incident instead of disaster because the connation of a disas-
ter is a huge problem, when really we want to talk about incidents of all sizes.

In Chapter 4, | talk about crew resource management (CRM) and its develop-
ment, and how it has made being a passenger in an airplane much safer than
it was and how you can apply similar concepts to your disaster response. I'll
drive home the idea of “make sure someone is flying the airplane.”

| discuss the role of checklists in Chapter 5: why to use them, when to use
them, and when not to use them. Although a checklist is very useful tool, it is
not a panacea.

P'll also touch upon the roles of management and IT, and the people you hire
or that hired you. This is covered in Chapters 6 and 7. People are a huge part
of your disaster response. People with the proper training can make a huge
difference in a disaster. We’ll touch upon how being flexible in your manage-
ment structure, especially during a disaster response can be a key factor in
a successful response. And hopefully you'll start to look at the individuals in
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your organization and start to look at their strengths and weaknesses. This
may encourage you to hire differently or increase training.

Since I've mentioned that disasters come in all sizes, we’ll talk about size: it
matters. Chapter 8 covers the small stuff and Chapter 9 the big stuff. We will
also discuss how we really want to prevent a small disaster from turning into
a large disaster. Pretty much all large disasters start out small. If we can keep
them that way, we can make our jobs a lot easier. Chapter 10 discusses when a
DR plan is not enough. DR plans are not magical panaceas. Having one doesn’t
guarantee you'll go through a disaster unscathed or without incident. In fact,
| can almost guarantee that the disaster that you do have will have significant
differences from what you planned for. However, we’ll talk about why a DR
plan is still of value. We'll discuss the strengths and limitations of DR plans.

Actual testing is one area that I've found far too few companies invest in. | talk
about why this is critical in Chapter |1, as well as the pitfalls of not doing it,
or doing it incorrectly.

In Chapter 12,1 talk about disaster mitigation and prevention. Here I'm going
to make a point that | often see overlooked. Sometimes the answer to pre-
venting a disaster is not to add more hardware or procedures, but rather to
simplify things.

And sometimes you can see disasters that are coming up. This may sound like
it contradicts my definition of a disaster, but it doesn’t. You can expect a disas-
ter, plan for it, and prevent it. You can also expect a disaster, do no planning,
and fail to prevent it. Or you can even expect it, plan for it, and still have issues.

In the epilogue, | pull everything together and summarize the journey we've
taken together. | also provide a list of suggested reading. This is far from an
exhaustive list. | only highlight a number of the books I've read and in some
cases referenced in this book. But trust me, there’s a lot more out there. Some
are very specific, such as text books on ICS. Some are books that | myself
have yet to read, such as The Challenger Launch Decision by Diane Vaughan
(University of Chicago Press, 1996); it is a book that has long been on my
reading list, but until now, unread.

Each chapter has a similar format. | introduce the concept, and when possible,
| give some background, history, and references. Then | show how | apply it to
DR planning. Each chapter ends with an actual real-world scenario that either
happened to me or that | am familiar with. Finally, | dissect the example and
show how the concepts in that chapter, and possibly others, apply.

So let’s begin.
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