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Preface

Today connectivity is the principal need in our technologically linked 

society. In this information society, users from children to elders share 

their information, show their feelings, and publish their lives on the 

information networks. Distributed and highly complex systems established 

between machines support these networks, which interact in fractions of 

seconds over long distances, delivering all kind of services. Both machines 

and services are transforming our environment, with engineers’ new ideas 

about computing devices, data networks, and information systems. This 

high demand for services is the result of the evolution of several elements: 

first, the growth of the Internet due to the changing nature of user 

preferences, the increasing number of connections, and the development 

and diffusion of social networks. Another factor is the emergence of 

mobility features that add dynamic and random behavior to linked 

devices, systems, and users.

Network services are support services at cities, government 

institutions, university campuses, and companies, to name a few. These 

networks provide service to the Internet and intranets, allowing shared 

information,  services, and stablishing users communications. Access to 

these services is through different means such as optical fiber, copper, 

and air. Commonly, the interactions between users happen over several 

networks and mediums. The change of mediums is one of the critical 

processes for the throughput and quality of network services and the 

management of the systems supported by them across all communications 

channels and network components. Network components are usually 

diverse, and with only a few of them, it is possible to build relatively 

complex systems. It is difficult to predict their performance or characterize 

their operation when there are too many nodes, a heterogeneity of 
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components, multiple layers of specialized functions, different services, 

and different mediums.

With all these factors, how do you know what the network behavior 

will be? There are two ways: first you can emulate it or determine the 

key points of the traffic behavior virtually through modeling or by 

reproducing the logical processes involved. The reliable option to emulate 

is intended to reproduce the network, routers, switches, nodes, and users; 

however, it is quite extensive and expensive. Another solution is the use 

of simulators, which are computational tools that allow the generation of 

a similar scenario to a real one. The use of simulators can help to explore 

interactions, component performance, and theoretical limits. Simulations 

are useful tools for empirical research because they permit us to generate 

data from a real network that can be high priced or difficult or impossible 

to control when designing a new network model that needs novel 

hypotheses for experimentation.

Setting up a virtual environment is useful to re-create a massive 

network with thousands of nodes. For instance, to evaluate mobile data 

traffic in IoT, Cisco [1] estimates that the monthly global mobile data 

traffic will be 49 exabytes by 2021, and the annual traffic will exceed half 

a zettabyte. The IoT environment has produced an increase in mobile 

devices, which will represent 20 percent of the total IP traffic. The platform 

business creates real Big Data scenarios and connects consumers with 

producers who share information, goods, and services through the 

Internet.

Simulation is a type of research methodology to compare some 

models, identify hypotheses, and understand the behavior and 

interactions between services, users, devices, and architectures. Since 

a network simulator can be event-based, each event represents an 

abstraction of a network and a computer system. For instance, nodes and 

physical networks can be represented in classes such as node and channel 

classes. The tools and components used, and the explanations, revolve 

around the ns-3 simulator.
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The ns-3 simulator allows the simulation and emulation of networks. 

It is an open and free simulator that emulates networks using the network 

interface card (NIC) of the computer that tests and transports the traffic 

generated by the simulation script and saves the simulation data in 

different traces for post-simulation data analysis. In this sense, it is 

important to discuss many concepts related to simulators, the abstractions 

used for the ns-3 simulator, the application of the stack protocols (TCP, 

UDP, OLSR, and so on), and the computational model created to imitate 

the NICs, routers, and other network devices.

With simulation, it is easier to get quantitative results, identify 

relationships, establish system interactions, determine component 

performance, and reach theoretical limits. One of the best ways to improve 

and check the simulation results is to share their results and scripts. In 

a huge system like the Internet, due to scale, heterogeneity, and level of 

interaction, the exclusive analytical option is to simulate. It is useful when 

it is necessary to perform statistical models for data interpretation, with 

one simulation or with a set of simulations. Each simulation has stages 

and requires a working methodology. The main objective of this book is 

to show the mechanism and techniques to design and create simulation 

models, use the simulator and analyze the results, and find the factors that 

affect and describe the simulation or the model created.

The book has three parts. The first part covers simulation basics 

including general information about network simulation and wireless and 

ad hoc networks and some techniques for experiment design. The second 

part covers Network Simulator 3 (ns-3) and gives some examples and 

techniques for analyzing results. The third part covers wireless network 

simulators on ns-3 that conclude with examples and models to simulate 

wireless, wired, and mixed networks with ns-3.

Specifically, the first part has three chapters that explain network 

simulation, wireless networks, ad hoc networks, and experiment design. 

Chapter 1 explains simulation features, objectives, and the techniques and 

steps to do simulations.
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Chapter 2 gives some insights about wireless and wired networks. 

Taking elements from the real world and applying them to the simulation 

world, we explain the evolution and principles of operation on 

architecrures  dynamic and stochastic, such as the Internet of Things (IoT), 

fog computing, edge computing, and the mobile cloud. These are the new 

trends in Internet service delivery. In addition, the chapter explains the 

concept of cyberspace and of interactions on the Internet.

Chapter 3 shows some techniques for experiment design, the key 

issues for the script design, and the event selection over the network. 

After the simulation, the most important activity to be performed is the 

analysis of results, where events are reported, and of the network behavior, 

including problems and improvements that a network, a model, or a new 

protocol could have.

The second part of this book covers ns-3. Chapter 4 introduces the ns-3 

simulator, including the main abstractions, code style, tracing, and logging. 

Chapter 5 shows the techniques to analyze the results post-simulations, 

take information from the generated traces, and determine the reliability 

of the simulation and the relevance of the simulation model.

Finally, in the third part, Chapters 6 and 7 include examples of 

mobile ad hoc networks (MANETS) with all the necessary steps for the 

simulations, to give you more clarity about the use of ns-3 and the process 

of analyzing the results. Chapter 6 show how to build an ad hoc network 

and analyze it with artificial agents using the ns-3gym and Open AI Gym 

tools. Chapter 6 introduces an example that links the ad hoc networks 

with power line communications (PLC). It is an approximation for the IoT 

environment. At the end, we present the conclusions and prospects of the 

network simulations and the future needs in this research field.

For the authors, this book is not just a dream come true but an effort of 

a team of friends, researchers, and fellow students. With this book, we want 

to inspire others to write, learn, and apply their knowledge to share it with 

others.
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CHAPTER 1

Introduction to 
Simulation

The sheer volume of answers can often stif le insight...The purpose 
of computing is insight, not numbers.

—[2]

 Framework
Computers have become one of the main resources for research. They are 

essential to analyze models through simulations, giving more options to 

verify the interactions between the components of a model, and essential 

to analyze large amounts of data.

Simulation is used for theoretical and empirical research since it 

provides the means to explore all the capacities and limits of theoretical 

models and because it helps to create synthetic conditions that are 

difficult to re-create in a real experiment. In some research specialties, 

this field is considered a third methodology [3]. For instance, any tangible 

laboratory sample can be re-created with a model in the computing 

world; the physical device would be the computer program or software, 

and the measurements would be the computer tasks [4]. A simulation is 

an application or a computer process that attempts to imitate a physical 

https://doi.org/10.1007/978-1-4842-6849-0_1#DOI
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process by producing a similar response that allows someone to make 

predictions about the expected behavior of a system. As a result, it can 

be used as an experimental setup or as a support to make operational 

decisions. It is also employed to study difficult and complex systems before 

spending resources on a real experiment.

 Simulations, Models, and Their Importance 
in Research
Before any simulation, it is essential to have a model. It is a conceptual 

representation of a real system whose level of abstraction depends on the 

research question and previous knowledge from the system. A simulation 

cannot be executed by itself, since it requires a tool (programming 

framework) and a platform (computer, server, etc.) to execute and produce 

a response. The computational cost of a simulation depends on the 

complexity of the real system and the level of abstraction used to model it.

Even though some models can be validated using mathematical 

formalisms, some systems are complex, involving many variables and 

input parameters that make mathematical validation challenging. For 

these kinds of models, simulation provides a form of understanding at 

different levels; however, the knowledge acquired from these models is 

useful in a limited way, since the behavior is seen in conditions that are 

difficult to test or that are generally not seen in real systems.

If the theory is accurate, simulation is a great tool to study theoretical 

models. It also allows discovering how the responses would be in different 

scenarios. Simulation cannot validate a model by itself, only instantiate 

it. Therefore, to validate it, the same test scenario must be implemented 

under real-world conditions to compare its results with the simulation 

output to gain enough accuracy of the model and validate it.

Chapter 1  IntroduCtIon to SImulatIon
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Theoretical models represent the behavior of the system based on 
its knowledge and not the behavior of a real system. These models need 
validation before being considered empirical. An ideal way to validate 
them is through simulation. When simulating a theoretical model under 
a determined set of conditions, the result works as a hypothesis for the 
behavior of the real system if it is tested under the same circumstances. 
If the experiment data is statistically close to the simulation output, it is 
feasible to infer that the model is accurate. If the model does not seem 
satisfactory, it does not imply that there are errors in it. There could be, but 
there could also be errors in instantiating the model, which could serve as 
a guideline for telling what not to do for a future experiment. Simulation 
is a powerful tool. This whole process is a method to validate simulation 
models through experimentation. However, it is not a substitute for 
real experimentation, since the simulation results are only as good as 
the models used. Therefore, it is mandatory to validate the model and 
question their results and applicability if this has not been done.

The quality of the simulation results is directly associated with 
the quality of the model. This implies that it is necessary to validate a 
model before deploying it. Model validation is a process in which the 
experiment is evaluated if it is an accurate representation from a real 
system. Empirical studies are used to ensure their accuracy. However, 
according to the research needs, not every model needs to be validated 
with the same level of accuracy. In general, to validate a model, it is 
possible to use two methodologies: observational methods and the 
experimentation, exposed earlier.

The observational methods are usually aimed at answering the 
research question, but in the case of simulation models, they are used to 
ask questions to the model output data to determine its validity. Thanks to 
machine-learning techniques and statistical methods, it is possible to carry 
out observation methods. On the one hand, machine-learning techniques 
employ algorithms that learn distributions and correlations to produce a 
model from the output data. On the other hand, to ask questions and get 
answers from the output data, statistical methods are used if the data has a 

behavior that can match certain distributions.
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 Types of Simulation Techniques
There are two types of systems: discrete and continuous. In a discrete 

system, the state variables change instantly at different points in time. 

On the other hand, in a continuous system, the state variable change 

continuously over time.

In computer networks, many systems function as discrete systems 

(LAN, cellular infrastructure, wireless networks); in them, specific events 

or interactions change the state and the behavior of the entire system. 

In the simulation program, these events are inserted and read as states, 

variables, and routines sequentially; this approach is known as next-event 

time advance. All these attributes and events are enabled in the debugging 

and execution processes along with the input scripts. The general 

orientation of the processing is carried out through modeling, which is 

usually formulated in a general-purpose language.

Table 1-1 describes the most important types of simulations that are of 

particular importance to engineers [5].
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A particular case of discrete event simulation could have the following 

components:

• Event queue: This contains all the events waiting to 

happen. The implementation of the event list and the 

functions to be performed on it can significantly affect 

the efficiency of the simulation program.

Table 1-1. Types of Simulations

Type of 
Simulations

Description

emulation this is the process of designing and building a model that uses 

real system functionality. a study case is the prototyping process.

monte Carlo 

simulation

this is a simulation process without time reference. monte 

Carlo simulation techniques are used to model any probabilistic 

phenomenon that does not change over time as an independent 

variable.

trace-driven 

simulation

this simulation uses as input an ordered list equivalent to real- 

world events. In this type of simulation, the time variable is an 

attribute of the event.

Continuous- 

event simulation

a function can model this type of simulation, and the changes 

occur permanently. an issue is to determinate the scale and the 

scope of the experiment to identify the factors and events that 

influence the results.

discrete-event 

simulation (deS)

discrete event simulation is a type of simulation that uses 

“events” to specify details of an experiment that occur over time. 

discrete mathematical analysis can model the process and have a 

medium level of abstraction. each event is a function or class call 

with a unique identifier.
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• Simulation clock: This is a global variable that 

represents the simulation time; the simulator advances 

in the simulation time until the next scheduled 

event. During event execution, the simulation time is 

frozen; however, in the ns-3 simulator, it is possible 

to work with the real-time scheduler integrated with 

the hardware clock to perform the progression of 

the simulation clock in a synchronized way with the 

machine or reference external clock.

• State variables: These variables help to describe the 

state of the system.

• Event routines: These routines handle the occurrence 

of events. Once an event is successfully executed, the 

simulator updates the state variables and the event 

queue.

• Input routine: This routine obtains the user input 

parameters and supplies them to the model.

• Output generation routine: This routine is in charge of 

creating the output of the events and the abstraction of 

the simulator. In ns-3, there are two kinds of outputs: 

.pcap and .tr files.

• Main program: This is the entry point on the ns-3 

simulator where it is possible have C++ and Python’s 

main() function program. The main program is used to 

call the classes, functions, libraries, and methods useful 

to execute the simulation. The simulation on ns-3 

begins with the Simulator::Run() routine and ends 

with the Simulator::Destroy() routine.

Chapter 1  IntroduCtIon to SImulatIon



7

 Formal Systems Concepts
Usually, simulation demands a previous conceptualization effort. In some 

cases, because of the scope of work, it is a demanding task and difficult 

to understand. On this subject, there are available formal works, and 

some of them are based on demi-philosophical principles that could be 

useful. Therefore, we recommend becoming familiar with the following 

definitions, which are frequently used in this book.

• Behavior: This is the relationship between any input/

output pair in a system at different times. It can be 

obtained from external measurement to know the 

internal set of events and states that characterize the 

system [6].

• Emulation: A partial or complete construction of a 

system that is functional and artificial, whose behavior 

mimics that of an analyzed reference system, this is the 

process of simulating the inner workings of a systems to 

produce a realistic output [7].

• Event: This is the source of the changes in a finite state 

machine.

• Inference: This is an activity oriented to deduce the 

internal structure of a system from its behavior. (This 

definition is close to the simulation world.)

• Structure: This is an internal characteristic that defines 

a set of system states and relations [6].
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Regarding the real experimenting analogies, when the scope of a 

simulation process is to imitate a real physical process, it is important 

to consider an experimental orientation for collecting process data 

and for data analysis techniques that is similar to a scientific inference 

laboratory. Otherwise, in computer systems, simulations are sort of hybrid 

experiments, because just one side of the processes comes from the real 

world, like propagation media features, transmission lines parameters, 

delays, failures, and other common behaviors of hardware. The other side 

consists of software processes.

The creation of different kinds of models is the result of efforts to 

simulate and imitate real systems. Essentially, real-life systems and 

phenomena are continuous models, which means that the variables of the 

process can be set at any time. Unlike real-word systems, computational 

processing uses discrete models, which are models that change state at 

certain times and have a limited number of possible states.

In the description of discrete events of a system, there are 

instantaneous changes of discrete variables that allow imitating a real  

dynamic system. A combination of differential equation system 

specifications and discrete event system specification, inherent in the  

continuous and discrete descriptions respectively, allows the 

computational models to simulate real systems in an approximate way.

 Simulation and Emulation
The simulation allows reaching a higher level that implies the fidelity 

to a real system. While emulation is a superior level in which all the 

components are simulated to produce a realistic response, as shown in 

Figure 1-1. However, emulation can be more computationally expensive 

and harder to model since its level of detail is superior and finer.
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There are two domains when a simulation begins: the real world and 

the simulation world (Figure 1-2). It is necessary to define the elements 

that compose the real world to create new hypotheses and experiments. 

Among them are the system theories, their relationships with the data 

results and the preliminary hypotheses, and the system or main problem. 

The interactions between them are hypothesizing, abstracting, and 

experimenting.

Figure 1-1. Simulation versus emulation
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To design a simulation experiment, it is significant to define the 

abstract model and follow the next steps, as shown in Figure 1-3.

Figure 1-2. Real world versus simulation world

Figure 1-3. Steps simulation
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 1. Determine goals and objectives. 

 – Boolean decisions: Should another component be 

added to the model?

 – Numerical decisions: How many servers in parallel 

offer optimal performance?

 2. Build a conceptual model.

 – What are the important state variables?

 – How exhaustive should the model be?

 3. Build the specification.

 – Collect and statistically analyze data to have “input” 

models that control the simulation.

 – In the absence of data, the “input” models should 

be built using stochastic models that are appropri-

ate for the problem.

 4. Build the computational model.

 – Select the language or the simulation tool.

 5. Verify that the computer model implements the 

specification properly.

 – Still not the right model?

 6. Validate if the correct model was built.

 – An expert compares the results of the real system 

with the results of the simulated system.

 – The system’s animations are useful.
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 Network Simulators
In communication networks, the development of new routing protocols, 

algorithms, and architectures is usual. The performance evaluation of these 

new systems through experimentation can be expensive, the resources may 

not be available, and valuable features such as scalability are not easy to test in 

that way. Consequently, simulation becomes an important tool for research 

since it does not require any physical hardware other than a computer to run 

the simulations. It provides an economical alternative to evaluate the behavior 

of these new systems or to test the performance of the existing ones, which 

under different circumstances are hard to re-create in a laboratory.

Today, it is possible to find different simulation frameworks created 

by network companies, universities, and academics, whose goal is to offer 

alternatives, covering different aspects and functionalities of networks. The 

selection depends on the needs and objectives of the researchers. Besides, 

it is recommendable to check in bibliographic databases, such as Scopus, 

for the number of papers that have used a certain simulator and its role on 

the research.

In Table 1-2, you can see some of the most commonly used 

network simulations for research. However, keep in mind that there 

are many networks simulators available, and your selection depends 

on the objectives of your research and your experience with different 

programming languages.

 ns-3 Simulator General Features
ns-3 is a discrete event network simulator that uses a set of abstractions 

(node, application, channel, net device, and topology helpers) to simulate 

devices in communication networks, as well as their services, protocols, 

and interfaces. The interactions between them are given through multiple 

channels of communication like Ethernet cables, wireless channels, and 

power line communication channels, among others.
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