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1 Introduction

Digital processing and transmission of data found their way into technical sys-
tems many years ago. We may, for example, only need to think of the digital mobile
communication standard GSM, which was the standard to make mobile phones
a mass market product in the mid 1990s. Another example was the invention, de-
velopment and distribution of digital cameras, which have also been mass market
products roughly since the beginning of this millennium.

The current trend we can observe in many areas is digitalization, connecting pro-
duction chains by means of digital communication between different production
steps and digital control of complete production chains.

An important area in the digital world is the world of finite fields, very often called
Galois Fields. These fields, in particular the so-called Extension Fields, form the
basis for quite a few technical applications, e.g. the technology of Global Navi-
gation Satellite Systems (GNSS), such as the American Global Positioning System
(GPS) or the European GALILEO. Therefore, the idea for this book is to build a
bridge via the directly connected Linear Feedback Shift Register (LFSR) circuits
between the mathematical description of Galois and Extension Fields and various
technical applications as illustrated in Figure 1.1.

Galois 
Fields

Extension
Fields

LFSR
circuits

Technical
Applications

Figure 1.1 Building the bridge between Galois and Extension
Fields and Technical Applications via LFSRs
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Goal of this book
For several years the author of this book has been giving lectures on digital cir-
cuit theory, cryptography, mobile communications systems and most recently al-
so on navigation systems. Whereas the explanation of how a register works and
what a shift register is seems to be of rather theoretical and academic nature at
the first glance, there are numerous examples where linear feedback shift regis-
ters are used in various technical systems. Such linear feedback shift registers play
a significant role in e.g.

■ the US navigation system GPS [1, 2];

■ the Crypto system A5/1 used for voice encryption in GSM [3];

■ cyclic redundancy checks (CRC) [4];

■ the mobile communication standard UMTS [5];

■ the mobile communication standard LTE [6].

Although there is a tight mathematical connection between the above mentioned
Linear Feedback Shift Registers (LFSRs) and Finite Fields, in particular Galois
Fields, the corresponding mathematical background is often not visible to stu-
dents. Furthermore, LFSRs are often used to generate Pseudo Random Sequences,
the so-called m-sequences, which have very specific and important properties.
Due to these special properties m-sequences are often applied in technical sys-
tems. Therefore the main goals of this book are:

1. To explain what Galois Fields are. We will explain what prime fields are as well
as what extension fields are.

2. How to work with Galois Fields, and how to perform operations in Galois Fields.

3. Explain the connection between Galois Fields, in particular extension fields,
and linear feedback shift registers.

4. Describe some of the most important technical applications of Galois Fields
and LFSRs.

We will start with the mathematical description of Galois Fields. This means that
we need to look into how the algebraic structures of groups, rings and fields are de-
fined. We will then have a closer look especially into the mathematical operations
over these finite fields. For that purpose, we will need to define modular arith-
metic. This concept will further be generalized as the so-called Extension Fields,
where modular arithmetic is applied to polynomials.

In order to give the reader a deep insight into these Extension Fields, Chapter 3 of
this book is fully dedicated to the principles of working with Extension Fields.
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In the following section we will move over from the mathematical perspective to-
wards the transformation of the so-called primitive polynomials into correspond-
ing Linear Feedback Shift Register (LFSR) circuits. It is amazing to see that prim-
itive polynomials, and not only these, can be transformed straight into a corre-
sponding LFSR. This step will be taken in Chapter 4.

The above mentioned LFSRs can be used to generate pseudo random sequences,
the so-called m-sequences. These sequences have quite interesting properties, es-
pecially when it comes to their periodic autocorrelation. Chapter 5 explains what
an m-sequence is, which properties it has and why these properties are well-suited
for use in technical systems.

In Chapter 6 we take the last step towards building the above-mentioned bridge:
we will look into various technical systems, which are based on Extension Fields
and related LFSRs. We will start with the description of the US Satellite Navigation
System GPS, and then we will look into cryptographic applications, such as the
GSM-stream cipher A5/1 as well as a recent stream cipher called Trivium. As the
third big area for applications we will have a close look into Cyclic Redundancy
Checks (CRC) and will show that one may easily design an LFSR to perform a CRC
calculation rapidly.

In order for the interested reader to try out and test his own knowledge, several
exercises are provided for some chapters. Solutions to all given problems are pro-
vided in Chapter 7. In addition, this chapter contains a list with several primitive
and irreducible polynomials up to the degree m = 16.

The book is mainly intended to support students who attend lectures on navi-
gation systems, cryptography, channel coding or mobile communication systems
(e.g. on UMTS, LTE or LTE-advanced). However, it shall also support engineers
working in the fields mentioned above, who may either need to study Galois Fields
and their applications or are possibly simply interested in gaining a deeper under-
standing of this field.

Since the theory of Galois Fields itself and especially working with Galois Fields
is rather abstract, the book is not intended for first-year bachelor students, but
rather for students who already had the possibility to deal more intensively with
mathematical theories.
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2 Finite Groups and Fields

Figure 2.1 shows the basic elements of a Digital Communication System. In order
to ensure the confidentiality of data (and other security services) the sender EN-
crypts the data while the receiver performs the reverse operation – the DEcryption
of the received data. In addition, the sender performs channel ENcoding of data in
order to protect the data against transmission errors due to noise and interference
on the channel. Once again, the receiver performs the reverse operation, namely
channel DEcoding.

Channel

Digital
Demodul.

Information
Receiver

DEcryption
Channel
DEcoder

Source
Decoder

Digital
Modulator

Information
Source

ENcryption
Channel
ENcoder

Source
Encoder

Sender

Receiver

Figure 2.1 Elements of a Digital Communication System

In many cases ciphering of data as well as channel coding are performed in blocks,
i.e. by encrypting and channel encoding of data blocks having a specific size, e.g.
64 bits. These data blocks may also be considered as integer values of a specific
length. Therefore, since the data blocks have a finite length, only a finite number
of possible elements exists. In case of our example with 64 bit blocks, the number
of possible elements is 264.

From the sender’s perspective mathematical operations performed with these da-
ta blocks are usually based on the arithmetic operations “addition” and “multi-
plication.” However, the essential idea which counts for crypto systems as well as
for channel coding is that any operation containing two or more elements results
in an element WITHIN the finite set of elements. That means that we work with a
fixed bit length, and any addition or multiplication operation in a finite field yields
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a result having the same bit length as each single operand. In general, this aspect
does not work for addition and multiplication when used with real numbers R,
since, for example, the multiplication of two integers yields a larger value, which
has an increased bit length, e.g. (1000)2 ·(1001)2 = (1001000)2. Therefore, we need a
different type of arithmetic in order to ensure the above-mentioned requirement.
This is the modular arithmetic used in Galois Fields.

Since the receiver performs the inverse operations as compared to those of the
sender, i.e. channel DEcoding and DEcryption of data, we need the inverse oper-
ations for addition and multiplication. These, in case of the arithmetic with re-
al numbers R, are, of course, subtraction (the inverse of addition) and division
(the inverse of multiplication). Subtraction remains as an inverse operation with
the modular arithmetic used in Galois Fields as well. However, division of inte-
gers does not exist within Galois Fields, but rather is “replaced” by what is called
multiplicative inversion.

It was Evariste Galois (1811–1832), a French mathematician, who invented the the-
ory of Galois Fields (see Figure 2.2).

Figure 2.2 Portrait of Evariste Galois [1]

2.1 Modular Arithmetic

One important property – if we work with finite sets of elements – is the isola-
tion property, which means that the result c of an operation performed with two
group elements a and b is always an element of the given finite set. This property
is achieved by applying a modular operation.


