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Introduction

Cisco Networks, Second Edition is a practical guide and desk reference for Cisco engineers. For beginning 
and experienced network engineers tasked with building LAN (local area network), WAN (wide area 
network), and data center connections, this book lays out clear directions for installing, configuring, 
and troubleshooting networks with Cisco devices. What is new is this edition includes discussions about 
software-defined (SD) networks and building Dynamic Multipoint VPNs (DMVPNs) using IPsec  (Internet 
Protocol Security) Virtual Private Networks (VPNs). A new chapter on Quality of Service (QoS) has been 
added to teach managing network resources by prioritizing specific types of network traffic. The second 
edition has an updated wireless section which focuses on an updated controller and integration with 
Cisco Identity Services Engine (ISE) and Cisco Prime Infrastructure. The Cisco Firepower Next-Generation 
Firewall (NGFW) will also be covered. The emphasis throughout is on solving the real-world challenges 
engineers face in configuring network devices, rather than on exhaustive descriptions of hardware features.

This practical desk companion doubles as a comprehensive overview of the basic knowledge and 
skills needed by CCNA and CCNP exam takers. It distils a comprehensive library of cheat sheets, lab 
configurations, and advanced commands that the authors assembled as senior network engineers. Prior 
familiarity with Cisco routing and switching is desirable but not necessary, as the authors start their book 
with a review of network basics and move on to configuring routers and switches from a beginner level. 
The purpose of this book is to provide a practical guide for network engineers who work with Cisco devices 
on a daily basis. This book is not a Cisco certification guide, but you will learn key concepts that will be on 
exams to include the CCNA and CCNP. This book intends to be a day-to-day reference for the daily tasks you 
perform as a network engineer.

This book will cover advanced topics such as configuring wireless networks, securing your networks, 
and covering best practices. Learn how to strengthen your networks with VPNs and security devices and 
deployment using Cisco Identity Services Engine (ISE). By the end of the book, you will have mastered 
deploying Cisco networks.
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CHAPTER 1

Introduction to Practical 
Networking

This chapter begins by discussing a few of the tools that you will use throughout the book. Next, we cover 
the OSI (Open Systems Interconnection) model and discuss how it relates to networking. We talk about 
all seven layers of the OSI model. Then we move on to the TCP/IP model and show its relation to the OSI 
model. We end the chapter discussing well-known port numbers, the different types of networks, and Cisco’s 
hierarchical internetwork model.

So you want to become a good network engineer? Let us give you some advice: do not believe that you 
know everything there is to know about networking. No matter what certifications or years of experience you 
have, there will always be gaps in knowledge and people who know or have experienced issues that you may 
not have. Troubleshoot issues systematically from layer to layer. Use your resources—such as this book! You 
can never have too many resources at your disposal in your toolbox. Do not be afraid to ask for help. Do not 
be ashamed because you cannot resolve a problem. That is why we have teams of engineers. Everyone has 
their expertise, and we must use each to our advantage. Remember when dealing with networks, it is always 
better to have a second pair of eyes and another brain to help resolve issues quickly. This will help you save 
time and stop you from working in circles. You want to know how you can become a good network engineer? 
Start by reading this book and complete the lab exercises to reinforce what you have learned. The rest will 
come from experience on the job. Practice makes perfect!

�Tools of the Trade
The best way to learn is by doing, and the best way to remember is by repetition. In order to learn real-life 
network designs and issues, it is best to have a lab. You can have a real or a virtual lab; however, it is more 
cost effective to have a virtual lab. In modern times, almost all vendors have implementations of their 
devices in virtual machines (VMs), many of them with significant trial periods that allow you to learn the 
basics of the technology. However, if you or your organization can afford, it is always best to have a lab 
with real physical devices since virtual devices have limitations or do not implement all features of the real 
physical devices.

To become proficient at anything, practice is needed, and to be efficient, tools are needed. Our tool of 
choice to practice and simulate network topologies is the Emulated Virtual Environment Next Generation, or 
EVE-NG for short. The reason why EVE-NG is our tool of choice is its clientless approach and HTML-based 
user interface. EVE-NG supports a wide range of virtual machine templates for fast virtual machine editing 
and instantiation, Docker containers, HTML5 device console, and VNC/RDP display over a VNC/RDP 
client or via HTML5; and it’s a multiuser environment with independent pods per user and user teaming 
possibilities. Additionally, Wireshark is integrated into EVE-NG to facilitate packet captures (PCAPs) and 
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protocol studies. If you run EVE-NG on a dedicated server, you can access your lab on the go and interact 
with the devices via the HTML5 console or the HTML5 thin client desktop; alternatively, you can VPN into 
your network for a native console feel. Figure 1-1 displays an example network using EVE-NG.

Another great simulation environment tool is the Graphical Network Simulator-3 (GNS3), and our tool 
of choice to peek into the network packets is Wireshark. There are other tools that you can use, but we found 
these two to be the easiest and most straightforward. Just in case you want to look at other options, a quick 
Internet search for “network simulators” and “network sniffers” will provide a list of the available alternatives 
to GNS3 and Wireshark, respectively.

GNS3 provides a simple all-in-one distribution that integrates Wireshark, VirtualBox, Qemu, and 
Dynamips among other tools, allowing simulation of network devices and virtualized workstations or 
servers. A simple visit to www.gns3.com and www.wireshark.org or a search on YouTube will glean vast 
amounts of information on how to use the tools. You need to be able to get an IOS (Internetwork Operating 
System) image; do not violate any license agreements. We will use GNS3 and Wireshark exclusively 
throughout this book.

Cisco Packet Tracer is a network simulation tool that allows you to simulate the configuring, operation, 
and troubleshooting of network devices. For more information, visit www.netacad.com/web/about-us/
cisco-packet-tracer.

Cisco Virtual Internet Routing Lab (VIRL) is a network simulation tool that uses virtual machines 
running the same IOS as Cisco’s routers and switches. It allows you to configure and test real-world 
networks using IOS, IOS-XE, IOS-XR, and NX-OS. For more information, visit http://virl.cisco.com. For 
the 1.x branch of the application, VIRL was the name of the personal product, and Cisco Modeling Labs 
(CML) was the corporate version. In version 2.0, the names were merged, and VIRL is being renamed to 
CML Personal Edition. CML 2.0 Personal Edition is a significant improvement over VIRL 1.x. It replaced 
the thick client with an HTML5 interface and made several efficiency updates. It is available at https://
learningnetworkstore.cisco.com/cisco-modeling-labs-personal/cisco-cml-personal.

Figure 1-1.  EVE-NG web-based UI
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