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To our families and wonderful readers. May this book be a true 
inspiration for everyone…and remember: “If you think technology can 
solve your security problems, then you don’t understand the problems 

and you don’t understand technology.” – Bruce Schneier
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CHAPTER 1

Getting Started in 
Cryptography and 
Cryptanalysis
Due to the most recent attacks, the electronic communications and transaction require to 

strengthen their practical security techniques related to digital signature in such way that 

law enforcement agencies are able to recognize and trust them.

In the last few months alone, as we were writing this book, there were countless 

news stories detailing attacks that compromised the private data of millions of users 

on the Internet or dark web. Advanced technologies—such as the Internet of Things, 

fog computing, edge computing, smart vehicles, drones, smart houses, and many other 

complex software applications (desktop/web/mobile)—are evolving so fast that it is a 

challenge to keep up with their security requirements. For example, looking at the CVE 

platform1, we can see a total of 152,984 records (vulnerabilities) and exposed users. By 

examining how these vulnerabilities occurred, developers can identify efficient ways to 

protect users and customers against malicious hackers.

A security solution is successful when a user’s machine (computer or other 

electronic device) and the networks with which it communicates do not expose the data 

flowing between them. Because of the increasing speed and complexity of computing 

technology (e.g., quantum computers), the mission of modern cryptography (and we are 

not referring to quantum cryptography) is at a very challenging point in time.

1 CVE - https://cve.mitre.org/

https://doi.org/10.1007/978-1-4842-7334-0_1#DOI
https://cve.mitre.org/
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Keeping knowledge secure is one of the most important aspects to consider when 

designing and implementing complex systems. Information falling into the wrong hands 

can result in huge financial losses or, in extreme cases, even loss of lives. Cryptography can 

be used to encode private information in such a way that nobody should be able to decode 

it without the necessary privileges. However, cryptography algorithms, have been broken 

after hackers found a flaw in their design. When enough computing power is applied (for 

example quantum computers) to break an encoded message or cryptography algorithm 

(such as RSA), it is only a matter of time until the encryption or algorithm will be broken.

The current work represents a continuation of previous works, such as [2] and [3],  

dedicated to applied cryptography using MATLAB environment for developing 

cryptography algorithms in a more related scientific manner. The book represents 

an advanced work. It provides a comprehensive view of the most important topics in 

information security, cryptography, and cryptanalysis. The book can be used in many areas 

by multiple professionals, including security experts, military experts and researchers, 

ethical hackers, teachers in academia, researchers, software developers, and software 

engineers. If you need security and cryptographic solutions in a real business software 

environment, this book represents a very good starting point, together with [1] and [2]. The 

book will serve very useful for students (undergraduate- and graduate-level, master degree, 

professional, and academic doctoral degree students), business analysts, and many others.

 Cryptography and Cryptanalysis
There are three main concepts to keep in mind when dealing with information security 

and data protection. Those concepts are cryptology, cryptography, and cryptanalysis.

• “Cryptology is defined as the science or art of secret writings; the 

main goal is to protect and defend the secrecy and confidentiality of 

the information with the help of cryptographic algorithms.” [2, 3].

• “Cryptography represents the defensive side of the cryptology; the 

main objective is to create and design the cryptographic systems and 

their rules. When we are dealing with cryptography, we can observe a 

special kind of art; an art that is based on protecting the information 

by transforming it into an unreadable format, called ciphertext.” [2, 3].
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• “Cryptanalysis is the offensive side of the cryptology; its main 

objective is to study the cryptographic systems with the scope to 

provide the necessary characteristics in such a way as to fulfill the 

function for which they have been designed. Cryptanalysis can 

analyze the cryptographic systems of third parties through the 

cryptograms realized with them, in such a way that breaks them to 

obtain useful information for their business purposes. Cryptanalysts, 

code breakers, or ethical hackers are the people who are dealing with 

the field of cryptanalysis.” [2, 3].

• “Cryptographic primitive represents a well-established or low-level 

cryptographic algorithm used to build cryptographic protocols. 

Examples of such routines include hash functions and encryption 

functions.” [2, 3].

The book provides a deep examination of all three concepts from the practical side 

to the theoretical side. It illustrates how a theoretical algorithm should be analyzed for 

implementation.

 Book Structure
The book is divided into 14 chapters meant to cover the most important practical 

and theoretical aspects of modern cryptography and cryptanalysis. The chapters 

are structured in such a manner that they cover the key elements, from theoretical 

cryptography to applied cryptography, especially when implementing the algorithms  

in MATLAB.

Each chapter is structured into two main parts—the mathematical background, 

which provides the notions required in the implementation process, and the 

implementation, which contains examples of how it should be done. The chapter goals 

are as follows:

• Chapter 1. This chapter’s goal is to highlight the importance of 

cryptography and cryptanalysis, justifying the importance of applied 

cryptography in a continuously evolving period of technology and 

requirements.
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4

• Chapter 2. This chapter gives a short introduction to the built- 

in functions from MATLAB that are used to implement the 

cryptographic algorithms.

• Chapter 3. This chapter explains the different procedures for 

converting text (messages/plaintext) from lowercase to uppercase, 

from ASCII codes to characters, etc. These conversions are very 

useful in cryptography for some special algorithms.

• Chapter 4. This chapter covers the main arithmetic operations that 

are dedicated to cryptography algorithms. Every arithmetic operation 

is justified through an example, with the goal to make it clear as it 

how it should be done correctly in MATALB.

• Chapter 5. In cryptography, especially in theoretical cryptography, 

number theory represents an important part of the research when 

designing and proposing new cryptography algorithms. Number 

theory is a fascinating and complex field. Without a proper 

understanding of its theoretical concepts, developers cannot 

perform a correct and reliable implementation of a cryptography 

algorithm. The purpose of this chapter is to give important highlights 

of important aspects that are useful to those who want to write 

cryptography algorithms from scratch.

• Chapter 6. This chapter contains the implementation of well-known 

algorithms (e.g., Caesar, Vigenère, and Hill) in order to provide 

the readers with a strong foundation of the main operations from 

MATLAB that are used to implement the cryptography algorithms. 

Each algorithm is done with respect to the two main operations, 

encryption and decryption.

• Chapter 7. This chapter covers the most important aspects of 

generating random numbers. This chapter is dedicated to those 

cryptography algorithms in which generating high random numbers 

is an important part of the security of the cryptography algorithm.

• Chapter 8. This chapter presents an implementation of hash 

functions, such as MD4/MD5, SHA1/256/368/512. It explores the 

fascinating processes behind generating hashes for different types of 

data, such as text.
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• Chapter 9. This chapter presents the main implementation procedure 

based on the proposed standards by NIST for DES (Data Encryption 

Standard) and AES (Advanced Encryption System). Designing 

s-boxes is an important concept in DES and AES [1]. The chapter will 

examine the construction of S-boxes and underline their importance 

in implementing cryptographic algorithms.

• Chapter 10. This chapter is dedicated to one of the most important 

types of cryptography, AES. This chapter presents advanced notions 

and concepts for public-key cryptography that are very useful in 

designing and implementing advanced, complex systems.

• Chapter 11. This chapter goes through a series of advanced, powerful 

algorithms, such as RSA and ElGamal. They are used every day in 

many applications (e.g., Internet browsers).

• Chapter 12. This chapter provides techniques for allowing visual 

information, such as pictures, to be encrypted in such way that the 

decrypted information is shown as a visual image.

• Chapter 13. This chapter represents encryption and decryption 

methods using chaos theory and chaos algorithms proposed at the 

theoretical level. Chaos-based cryptography is a controversial topic 

due to the complexity of the operations and the field itself.

• Chapter 14. This chapter provides different implementations of 

methods and algorithms for steganography, which is the art of hiding 

different types of data (text and files) in another type of media file 

(pictures files, text files, etc.).

 Conclusion
In this first chapter, we discussed the objectives of this book, based on addressing 

the practical aspects of cryptography and information security. Due to the increasing 

number of requirements for developing secure software applications and using 

advanced information technologies, they have a deep impact on our lives every day.

The goal of this book is translate the most important theoretical cryptography 

algorithms and mechanism to practice using one of the most powerful technologies in 

research, MATLAB.
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In this chapter you learned about:

• The mission and goals of this book.

• The differences between cryptography, cryptanalysis, and cryptology.

• The goal of each chapter and the algorithms presented.
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CHAPTER 2

MATLAB Cryptography 
Functions
One of the most important elements in cryptography is the bit, the foundation of 

digital information. Working with bits requires different logical operations, such as OR, 

AND, or XOR. MATLAB implements these operators automatically, as well as some 

types of conversions to bits, as you will see in this chapter. Other important aspects of 

cryptography are arrays or matrices. These have many applications. For example, the 

elements of a finite group are stored in an array, and the key of an encryption system 

uses matrices to be generated. In this chapter, you will see some of the most important 

functions that work with bits and matrices.

In MATLAB, there are several functions already implemented that work directly 

with bits to implement the main operations on bits (bitwise operations). Examples of 

such functions are bitset, bitget, bitshift, bitcmp, bitor, bitand, bitxor, 

and swapbytes [1]. They all take numeric values as input. These functions are defined as 

follows:

• Bitset: Sets a bit value on a given location.

• Bitget: Gets the bit value from a given location.

• Bitshift: Shifts the bits with a specific number of locations. The 

sense of shifting (left or right) and the bits that fill the initial places 

are given by the signs of the bits that need to be shifted and the 

number of locations to be shifted.

• Bitcmp: Returns the complement of the bit(s) given as input.

• Bitor: Returns the result of the OR operation between the bits.

• Bitand: Returns the result of the AND operation between the bits.

https://doi.org/10.1007/978-1-4842-7334-0_2#DOI
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• Bitxor: Returns the result of the XOR operation between the bits.

• Swapbytes: Swaps of the order of the bytes.

Listing 2-1 presents the applications of these functions; the result is shown in 

Figure 2- 1.

Listing 2-1. Using a Bitwise Function from MATLAB

 1

 2   clc;

 3   clear all;

 4

 5   no1 = 25;

 6   bin1 = dec2bin(no1);

 7   fprintf("The binary value of %d is: %s. \n", no1, bin1);

 8   no2 = -65;

 9   bin1 = dec2bin(no2);

10   fprintf("The binary value of %d is: %s. \n", no2, bin1);

11   fprintf("\n");

12

13   no3 = 1739;

14   set_res = bitset(no3, 5);

15   fprintf("Changing the second bit of %d to 1 results in: %d. \n", no3,

16   set_res);

17   fprintf("\n");

18

19   get_res = bitget(no3,3);

20   fprintf("The binary value of %d is %s and the 3rd bit is %d. \n", no3,

21   dec2bin(no1), get_res);

22   fprintf("\n");

23

24   no4 = round(2000 +(10000-2000)*rand(1,1));

25   shift_res = bitshift(no4, 5);

26   fprintf("Shifting 5 bits to left of %d (%s) results in %d (%s). \n",

27   no4, dec2bin(no4), shift_res, dec2bin(shift_res));

28   shift_res2 = bitshift(no4, -5);
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29   fprintf("Shifting 5 bits to right of %d (%s) results in %d (%s). \n",

30   no4, dec2bin(no4), shift_res2, dec2bin(shift_res2));

31   shift_res = bitshift(0-no4, 5, 'int64');

32   fprintf("Shifting 5 bits to left of %d (%s) results in %d (%s). \n",

33   no4, dec2bin(no4), shift_res, dec2bin(shift_res));

34   shift_res2 = bitshift(0-no4, -5, 'int64');

35   fprintf("Shifting 5 bits to right of %d (%s) results in %d (%s). \n",

36   no4, dec2bin(no4), shift_res2, dec2bin(shift_res2));

37   fprintf("\n");

38

39   cmp_res = bitcmp(no4, 'int64');

40   fprintf("The bit-wise complement of %d (%s) is %d (%s). \n", no4,

41   dec2bin(no4), cmp_res, dec2bin(cmp_res));

42   fprintf("\n");

43

44   no5 = round(2000 +(10000-2000)*rand(1,1));

45   fprintf("%d (%s) OR %d (%s) = %d (%s) \n", no4, dec2bin(no4), no5, 

46   dec2bin(no5), bitor(no4,no5), dec2bin(bitor(no4,no5)));

47   fprintf("%d (%s) AND %d (%s) = %d (%s) \n", no4, dec2bin(no4), no5,

48   dec2bin(no5), bitand(no4,no5), dec2bin(bitand(no4,no5)));

49   fprintf("%d (%s) XOR %d (%s) = %d (%s) \n", no4, dec2bin(no4), no5,

     dec2bin(no5), bitxor(no4,no5), dec2bin(bitxor(no4,no5)));

50   fprintf("\n");

51

52   no6 = 0x134DF5ED;

53   swap_res = swapbytes(no6);

     fprintf("Number  %d (%s) swapped is %d (%s). \n", no6, dec2hex(no6),

     swap_res, dec2hex(swap_res));
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We started with the clc; and clear all; commands, which are used to clear the 

Command Window, in order to remove all items from the workspace and release the 

corresponding occupied memory. MATLAB provides different types of conversion 

functions. One of these functions is dec2bin, which converts a decimal number into 

its corresponding binary representation. Another example of a conversion function 

is dec2hex, which converts a decimal number into its hexadecimal representation. A 

complete list of conversion functions can be found at [2].

Note that the code in Listing 2-1 uses the rand function for no4 and no5, so every time 

the program runs, different results will be obtained. This function, without parameters, 

generates a random number in the (0, 1) interval. However, Listing 2-1 uses rand(1,1), 

which generates a 1 × 1 matrix , which actually means one element. In general, 

rand(a,b) generates a a × b matrix, with elements in the (0, 1) interval. Note also that 

no4 and no5 are not in the interval (0, 1) and we used a formula to generate them. The 

general formula is

 x y x rand� �� �� � �1 1,  

to generate a number in the interval (x, y). As we used x = 2000 and y = 10000, no4 

and no5 were generated in this interval. The values for no4 and no5 are integer values 

because we used the round function to round the result.

Figure 2-1. The results obtained using bitwise functions
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