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Introduction

“Just build it yourself” is a very ambitious statement, no matter what your art
form. Another ambitious statement, “If you want it done right, do it yourself,”
seems to make even the most difficult task seem trivial enough that anyone
could accomplish it. Is it really that easy?

When it comes to having a professional web page or software to manage your
customer list and contacts or a collaborative effort like a wiki, doing it your-
self can often seem daunting even to someone proficient in using a computer.
People tell themselves “it’s too complex” or “it’s too expensive” or both.
However, it is easier and more inexpensive today to turn these services into
a DIY project, as long as you have a road map. That’s the purpose of this
book — to take you from someone who can use a computer to someone who
can safely and effectively run their own virtual private server. Not only is this
likely to be cheaper than commercial alternatives, it also provides a lot of
peace of mind, knowing exactly who owns and stores your data.

If your initial thought was along the lines of cost and time, you are correct
that there was a time when running your own server was a very expensive
proposition that required a full-time IT staff. Today, thanks to virtualization,
or the ability to host multiple self-contained servers on one large physical
server, the only barrier to running your own server is your own knowledge.
While formidable to learn everything you need to know, we're also living in a
time where resources are plentiful. This book not only gives you the basic
“lingo” you need in order to get your own server up and running, it also
empowers you to find solutions to problems as you grow in your technical
knowledge. We follow a logical approach that first tells you what a Virtual
Private Server is and how it can be available at such a low price. We then take
an entire chapter (Chapter 2) to discuss potential service providers out there
and how to “vet” one to find if it’s a good fit. Some cater more toward abso-
lute beginners and charge a bit more for the handholding they do, while oth-
ers are bargain basement dealers who require you to be at the top of your
technical game. After selecting a provider, we then spend two chapters
(Chapters 3 and 4) discussing the Linux operating system and how it works a
bit differently than a graphical environment you may be familiar with. By the
time we hit the middle of the book, we're going to ease you into topics like
security and backup. Finally, we finish by showing off some of the things you
can do with a Virtual Private Server, including hosting your own web pages,
applications, and other fun stuff.
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Along the way, you'll find a lot of examples from over 20 years of my own
personal and professional explorations. | started off in IT; however, in the
mid-2000s, | pivoted to a decidedly non-IT career: a research psychologist. It
is my hope that the explanations that | provide will not only be easy to under-
stand (as I'm aiming to do quite a bit of translation from *“tech geek” to “nor-
mal person™!), you'll also see the clear applications for each topic — because
this stuff isn’t useful in the abstract, it gains its real value when you use it to
speed up and simplify your life! Before we can get to the cool stuff, though,
we’'ll need to cover the basics — namely, what is a “Virtual Private Server”?



CHAPTER

1

What Is a Virtual
Private Server?

Let me share a story with you that illustrates what this book can do for you
in terms of personal productivity. In other words, how you can save yourself
time, money, stress, and more by learning the skills this book introduces. Join
me on a journey into a “psychology professor’s” life for a moment.

Several months ago | had a problem, and my solution was a bit unorthodox.
The problem was that people were always asking me for computer help, which
was somewhat understandable since | am the Internet Editor for the Society
for the Teaching of Psychology (STP). And while I like helping people, | was
finding it hard to keep things organized. Who was | working with this week?
What requests did they have? What about the associate editors — could |
delegate this task? And what about my boss and my collaborators — were they
looped in? It occurred to me that a help desk ticket system, similar to what
many companies use to track customer support requests, would be useful for
our group. It would let me track who | was helping and how quickly they were
helped and also allow me to add collaborators easily.

So linstalled one and we started using it...that day...for free (see Figure |-1).
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Figure I-1. A demo version of osTicket hosted on OpenSourceCMS.com, the product |

installed on my own server

This sounds crazy to most people — after all, surely there must be a lot of
steps involved in doing something like this. Setting up a website that can take
requests and track them, making email talk to that website, setting up a way
to log in and reply to the tickets, and dozens more smaller tasks. Plus you'd
need a computer that was always on and connected to the Internet; otherwise,
when replies to your tickets came in, how would they get to the ticket
software! And to do all of this for free? It may seem like a miracle.

But it isn't — it's something that, by the end of this book, you may feel
comfortable pulling off yourself. Will it take you less than a day? Probably not.
But less than a weekend is certainly a possibility. You can even have time for
meals and sleep. This book is about giving you the tools to pull off these tiny
miracles and the flexibility to know how to use those tools in unique and
novel ways. In this book, we're going to talk about Virtual Private Servers —
what they are, how they work and are managed, and, most importantly, how
they can change your professional and personal life for the better. Soon you'll
be setting up your own Internet world!

A Brief Understanding of the Internet
and Computers Connected to It

| try not to assume much in this book; however, | am about to make an
assumption — you know what a computer is. If by some chance you don’t, then
you may be in the wrong section of the bookstore! What you may not know,
though, is that the websites that you visit every day, the programs and apps
that you use on your phone, and the software that runs your intranet at work
all run off of computers that are actually very similar to your desktop or
laptop. They aren’t “special” in any way other than perhaps having more
storage space or processing power connected to them and the fact that
they’re rarely, if ever, turned off.
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And the Internet is full of them — millions of computers that all connect to
each other. The majority of those computers are clients — they are seeking
information or services from servers, computers that provide information or
services. When you open your smartphone and launch the browser, your
smartphone becomes a client, likely opening a web page that lives on a server.
The lines aren’t mutually exclusive though — the server that your web page
lives on may need to download information from another server in order to
display the page. Thus, to you it is a server, but to the other computer it is a
client. Imagine the Internet as merely a series of trillions of client-server
interactions happening every day. Client asks for something, and server sends
it (see Figure 1-2).

s E——

Can | have xyz.com? Yes, hereit is

Figure 1-2. A flowchart of your computer requesting a web page

Now that we've established what a server is, what is this whole “virtual” stuff
that you hear thrown around in places such as the title of this book? Well, let’s
use another analogy — imagine a shopping mall. Inside we have 100 stores,
each with their own entrances, their own staff, their own products, and their
own policies for sales and returns. They all live in the same physical structure,
and so all of them have to abide by the same global rules —if the mall ownership
says that stores must open by 10 AM, then the smaller stores need to open
by 10 AM. If the ownership says that you can stay open as late as 9 PM, then
stores have permission to close early if they like, but can’t go past 9 PM.

Let’s call the shopping mall the “physical server” and all of the stores “virtual
servers.” Each store is unique and separated — the owner of one can’t walk
into the other without permission. Individual owners can decide to sell
whatever they want, but they can’t exceed the physical limitations that the
mall has stipulated. In the same way, a very powerful computer server can
house many less powerful virtual servers. Each virtual server runs with a
subset of resources devoted to it and is isolated from the other servers
running.

Translating all of this together, a virtual private server is a computer connected
to the Internet that is cheaper to “rent” than a physical server, because
multiple people can rent space on the same physical system. The owners of
those systems, the hosting company or service, set the parameters of what
each virtual server can do: how much processing power it gets, how much
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storage space, and how much bandwidth — think foot traffic in our mall
scenario — is allowed. As long as you pay your bill and follow the rules, the
owner of the physical server is happy to have you as a client (see Figure 1-3).

E E
Hyz.com com com
: E E

Billywitchdoctor.com Bugir coen Dontgetfried. com

Physical Server

Figure 1-3. A physical server hosting multiple virtual private servers

Now that you know what a virtual private server is (smaller computer nested
inside a much larger computer!), I’'m going to discuss what exactly happens
when you decide to open a web page, using our client-server terminology and
imagining that the web page is hosted on a virtual private server.

Opening a Web Page: How the Magic Happens

If you’ve been using the Internet for the majority of your life, you probably
don’t think too much about how it works because you're used to it...well...
just working! However, those of us who remember the “good old days” of the
Internet (which weren’t that good, but were old) may remember the lag
involved in loading pages prior to broadband and wondered “VWhy does it take
so long?” Let’s dig into what happens when you try to view a web page, and
then we can talk about the parts of it that you, as the owner of the web page,
can control or tweak.

Imagine for a moment that you're interested in visiting a fictitious website
after a vivid daydream of quitting your day job, beapirate.com (for the pirate
enthusiasts of the world). You open your web browser, and you enter the
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address in the address bar at the top. You press Enter or click the Go button,
and within a few minutes, you're being enticed to join a pirate ship and sail the
open seas. But what occurred between the browser address bar and the sales
pitch? Let’s dig in.

First: Where Does beapirate.com Live!?

The first thing that your computer did was to ask a Domain Name Service
(DNS) server if it knew the numerical Internet Protocol (IP) address that
beapirate.com lives at. Roughly analogous to looking up an address in a
phone book, the DNS server took a look at the DNS records for beapirate.
com (see Figure |-4) that are held with various registrars around the world
and found the DNS server that has authority over beapirate.com. Once it
found that server, it was able to ask it directly for the address, and hopefully
that server gave it that address without fail.

Assuming that the DNS settings are correctly configured, your computer got
the numerical address it needed, and it moved on to the next step. However,
there are ways that this can go wrong.

Records

Type Name Value T

A @ Parked &S00 seconds
CNAME e email secureserver.net 1Haur
CNAME email email secureserver.net 1Hour
CNAME ftp @ 1 Hour
CHAME imap imap.secureserver.net 1Hour
CHAME mail pop.secureserver.net 1Hour
CNAME i i il il=vOl.prod.mesal.secureserver.net 1 Hour
CNAME pda mobilemail=vOl.prod. mesal. secureserver.net  1Hour
CNAME pop pop.secureserver.net 1Hour
CNAME smtp smitp.secureserver.net 1Hour
CNAME webmail webmail secureserver.net 1Haur
CNAME wWWW ghs.google.com 1Haour
CHAME —domainconnect - gd. i .com 1Hour
MX @ smitp.secureserver.net [Priority: O) 1 Hour

Figure 1-4. The DNS records for beapirate.com
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First, the domain name, beapirate.com, might not actually exist. Imagine
someone typing in the wrong domain name or perhaps a domain name that
used to exist but doesn’t now. What should happen in this case is that your
computer gets back a “no records exist” message from the DNS server and
shows you an error message saying as much. However, today it’s pretty
fashionable for your Internet provider, whether it be cable, DSL, or through
your phone, to instead send you to a page of possible search results with ads
(see Figure 1-5). Not very user friendly from a technical standpoint, but
perhaps it helps some people find what they were looking for. It can be
confusing though — because you legitimately made an error and never find out
about it.

CABLEQONE"

Sorry, the website www.adlkbiaosbk2 com cannot be found

Figure 1-5. A page of search results returned when a domain name does not exist

But what if the domain name does exist but you still can’t get to the page? It
could be that whoever has control over beapirate.com’s DNS server didn’t
enter the right records. In essence, they screwed up when they put the
address in the address book.

And finally, it’s possible that somewhere someone is messing with your DNS
replies. Perhaps your ISP (Internet service provider) or work network has
decided that they'd rather you not visit beapirate.com, so instead of telling
you the correct answer, they “poisoned” the results — they told you it didn’t
exist when it really did.

WEe'll talk more about DNS in future chapters, but for now, let’s assume that
you typed in beapirate.comand got the correct address. Now what happens?
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Second: Let’s Knock on the (Web Server) Door

Once your computer has the address of the computer that houses beapirate.
com’s website, it can then connect directly to it. When it does that, it makes
a connection to a specific port number on that other computer. What'’s a
port? Well, it’s a bit like a door. Imagine that the other computer is an
apartment building, which just happens to have 65,535 apartments. Web
pages usually always live in the same apartment — when it comes to nonsecure
pages, it’s apartment 80. Secure web pages live in apartment 443. When your
computer goes to the “apartment building” for beapirate.com, it knows to
knock on door/port 80 for nonsecure web pages and 443 for secure web
pages. It’s also worth noting that 65,535 is not an arbitrary number; it is 2 to
the power of |6, minus | — the highest number that can be represented by a
16-bit binary number, which the original designers of the IP decided to use
when creating port numbers.

So if your computer connects to the computer that houses beapirate.com
and knocks on door 80, who answers? Well, someone listening for a knock on
that door. In this case, a piece of server software that’s listening for requests,
which then sends the web page data to your computer. Your computer then
displays it to you.

There are a few things that can go wrong here too. First, the computer that
you connect to might not be running the software that listens for the knock
at the door — the web server. Just like trying to read your email before opening
up your inbox, it's impossible for you to view a web page if no one answers
the door. Second, it’s possible that the web server isn’t configured properly —
maybe you're knocking on the “secure” door (port 443) but the server only
answers the “nonsecure” door (port 80). Finally, it's possible that the server
is configured properly but there is an issue with the web page.

Perhaps that web page needs to use a database to display information, and the
database isn’t responding or set up.

You may be wondering why I've just gone into detail on how this happens,
especially so early in this book. Well, the point to be made is twofold: First,
there are a lot of “moving parts” when it comes to having your own server
that does even the simplest task — displaying a web page. But second, and
perhaps more importantly, there are ways to deal with the times when the
moving parts break. The goal of this book is to not only introduce you to how
the system works but also to talk about ways in which it can fail. Ways in
which you might get frustrated and ways in which you can troubleshoot on
your own before having to admit defeat. My goal by the end of this book isn’t
to turn you into a certifiable system administrator ready for an entry-level job
in IT — because you likely already have a job that you enjoy but would just
like to add these skills to your repertoire. But before we get to skill learning,
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we need to address some of the big questions many people have regarding
purchasing, configuring, and ultimately running their own server. In this next
section, we will talk about who provides services that you can purchase, how
much they cost, and your responsibility for them both in time and in skill.

An Introduction to Information
Technology Cloud Services

If youre like most people, you've heard the term “cloud” in referring to
computers. People will say “Put that in the cloud” or “l store that in the
cloud” Obviously they aren’t talking about clouds in the sky, but what are
they talking about?

Loosely defined, the “cloud” they speak of is a network of computers. Nothing
more complex than that — leading some to say “The cloud is just someone
else’s computer,” which is an accurate albeit slightly cynical way of putting
things! Clouds exist so that you can offer services to users on the Internet
without having to go the “old-fashioned” route. Let me introduce you to “the
bad old days.”

Physical Infrastructure

Twenty years ago, if you had wanted to run your own server, this is what you
would have done. First, you would have purchased computers. Likely several
of them, and as they were server-grade, they typically would cost about two
to three times more than your computer at home. They'd come in special
form factors, typically, to be mounted in a rack in a data center. For now,
imagine that you'd just spent $10,000 on four servers (see Figure 1-6); a router
that you could plug them into for network capability; operating systems for
them (if you're not using an open source operating system); various wires and
cables; a keyboard, a mouse, and a small monitor (as well as something called
a KVM switch that would let you switch those three items between all four
servers without having to unplug and replug in everything; see Figure 1-7); and
mounting hardware. It’s all sitting in the back of your car or, more likely, van.
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Figure 1-7. A monitor, keyboard, and mouse connected to a KVM
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Now that you have your hardware, you can’t simply plug it into your home
Internet connection. In theory you could, but your Internet service provider
(ISP) probably won’t like you running a small business from your home Internet
connection. Most home connections give you a ton of bandwidth/transfer
speed to download items from the Internet, but relatively small bandwidth/
transfer speed to upload items to the Internet, so a home connection likely
wouldn’t work anyway because your web pages would load far too slow for
people’s tastes. So if you can’t jack all of this into your cable modem at home,
where do you put it!? The answer is a data center; also known as a large room
filled with a lot of computers!

Technically a data center is a bit more than that — typically these are fairly
large rooms or series of rooms that have a raised floor to route cables and
rows of metal racks that one can mount server hardware in. Data centers
feature high-capacity cooling systems to keep the temperature safe for
microprocessors (thousands of running computers can make things quite
hot!), as well as redundant power systems and fire suppression systems. Given
the computing power running at any given time, they also tend to be pretty
loud! Large companies may run their own data centers for their servers, and
several companies exist in the world that run data centers for clients to rent
space in, typically called “co-location.” You'll find these nestled in office
buildings, industrial parks, and other random places. Given the fact that
companies typically store pretty sensitive data on their servers, you'll seldom
see these places highly advertised or visible from the road, and security is
typically tightly controlled. Finally, there are two types of co-location: manned,
where technicians from the company are present all the time in case something
goes wrong, and unmanned, where you might just be given a key card to get
in during off hours. Manned data centers typically cost more because as the
owner of a rack, you can typically request them to perform simple procedures
for you — eject a USB hard drive, unplug and replug in something, and so on.
If you’re at an unmanned data center and it’s | | PM at night when the server
goes down and it needs you to physically hold the power button to reboot,
then you're driving in to do it. Something | wish | could say I've never done
before!

So assuming you have your computer equipment and a signed lease with a
data center, which will run you about $1,000-2,000 a month on the low end,
you now get the joy of driving up to the data center and installing your
hardware. You then set it up to connect to the network and hopefully set it
up so that you can access and administer it remotely (unless you like spending
time in 65-degree temperatures while millions of fans whirl around you). You
now have everything you need in order to run your own server. As you may
have noticed though, you’ve racked up a ton of costs in both money and time.
Around 2005, the landscape started changing — for small business owners and
individuals — it became much improved.
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Web Hosting vs. Virtual Private Servers

For many years, we'd had individuals described earlier, who had just put in
massive amounts of money into hardware and co-location space, offer “shared
web hosting” on their servers to defray costs. A web host would typically
offer you an amount of space on their server, perhaps other services such as
email and database, and in turn they would manage the hardware and the
software associated with it. Using a shopping mall analogy, imagine a store
that has booths you can rent out to sell your own wares — in this case, the
store owner rents space for the entire store, and you rent space from the
store owner. The mall controls the space, then the store owner, and then
finally you. In shared web hosting, you have enough control to put a basic web
page together, but since you were sharing the server with hundreds of other
clients, you couldn’t make drastic changes or install custom software (e.g.,
you can’t control the level of the lights in the store, since all share the same
ceiling!). For many people, this model is sufficient. However, as you grow, you
find yourself bumping up against the limitations of the “walled garden” you're
put in. Thankfully around 2005, virtualization software became much more
affordable and robust, meaning that individuals who had their own physical
servers could install software to create “virtual” servers on them. You could
have your own storefront, instead of living in someone else’s.

A virtual server differs from web hosting in that it appears to be its own
computer. You get to control what software you install on it, and the owner
of the physical server can allot a portion of disk space, memory usage, and
CPU usage to your virtual server. A separate computer inside a bigger
computer, in essence. To you, the owner of the virtual server, it appears that
you have your own system — a system you can rent for a small monthly charge
instead of having to invest thousands of dollars in a physical infrastructure.
The downside, however, is that you are responsible for most everything with
it. While a web hosting contract might stipulate that the owner of the physical
server provide support in terms of fixing software issues, backing up data, or
ensuring uptime, a virtual server owner assumes these responsibilities. It
really is much like the analogy | used at the start of this chapter — you're
renting a store in the “mall,” and it’s up to you to furnish it, keep it functioning,
and secure it. In return, you get a very affordable rental rate.

How Much Does It Cost!?

As | mentioned before, the cost difference is what makes a Virtual Private
Server attractive. To see the difference, I'm going to compare pricing at four
of the top web hosting companies — HostGator, DreamHost, 1&| IONOS,
and GoDaddy — for the following three options: a shared web hosting plan, a
virtual private server, and a dedicated physical server. While many options
apply, | chose to look at the most comparable and realistic options for
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someone starting out. Shared web hosting is the cheapest, averaging around
$4.63 a month. A basic Virtual Private Server runs approximately $17.49 a
month, and a basic dedicated server is (somewhat intimidating) $107.25 a
month! So if you're anything more than a basic user running relatively low-
traffic websites, such as those for your local business or your personal blog, a
VPS is 85% cheaper than a dedicated server!

Cost is relative though, because I'll freely admit to you that there are even
cheaper options out there than the “big” web hosting providers. For one,
there are services like Amazon Web Services (AWS) which offers a staggering
amount of cloud services that you can combine to fit your needs. A basic
Virtual Private Server through AWS Elastic Compute Cloud (EC2) is free for
the first year and only billed by the hour after that. This means that you could
spin up your VPS for just a few minutes a day if that was all you needed. Also,
many of those people who did invest in $10,000 of hardware and co-location
contracts run their own small cloud services and charge a fraction of what the
big players do. On one site, lowendbox.com, you can regularly find deals on
so-called “bargain basement” VPS providers. On the day | wrote this chapter
in late 2020, the first news post was advertising a reasonably powerful VPS
package for $2.50 a month, or $7.50 a quarter. Around “Black Friday” each
year, it’s not uncommon to find VPSs for $10-20 per year. Locking into one of
these options is quite a bit cheaper and more flexible than shared hosting.
However, one must remember that there is no such thing as a free lunch...

What’s the Catch?

So what is the catch? Responsibility. | run several VPSs. They host my personal
web page, they store collaborative data, and they run scripts and other
services that | use on a daily basis. Imagine what would happen tomorrow if
you woke up and the blog that you generated your income from were to
disappear. What would you do?

Likely you'd be on the phone with...someone...to fix it. If it were a web
hosting company, you'd call their tech support and ask them to fix the problem.
If you hired a technician, you'd be calling them asking them to drop everything
and get your blog back up. If you worked for a company with a robust IT
department, you might be on the phone with them asking them to check why
the server was down. However, if you run your own VPS, all of those roads
point back to the person in the mirror: you.

Let me give you an example: The company that | rent several VPSs through,
which will remain nameless, has been relatively awesome over the past 2-3
years. My websites are available nearly 99.999% of the time (an uptime referred
to as the “five 9s” — a term applied to Service Level Agreements [SLAs], a
contract that some providers offer their clients guaranteeing availability), and
anytime | have an issue related to availability or processing power, | get an
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answer within 3—4 hours of submitting a help ticket. However, they weren’t
always this good — when they first started out, there were situations where a
mismanaged physical server didn’t provide reliable service for some clients or
didn’t enforce the rules on all clients such that some VPSs on the physical
server were able to hog resources. It was growing pains, and thankfully they
grew out of them. Other companies I'd worked with weren'’t so reliable. At
least three to four times in the past 10 years, I've had to move my VPSs from
one provider to another, and each time it was a process very much like packing
up and moving your house — a hassle.

And even with a reliable company, there is only so much support they can give
me. VPS providers tend to give you as much control and privacy as possible.
If you don’t break their rules on what content you can host, they don’t look
into your virtual private server. Thus, if | install a piece of software that breaks
my VPS or my server contracts a virus, the best my VPS provider can do is
“reimage” or “refresh” the VPS — basically restore it to the state it was the
day | bought it. All of my data and customizations are gone and | have to
rebuild. Some providers offer backup and restore capability, but not all.

What this means is that you need to be comfortable running your own server.
From setup to deletion, backup and restore, security to usability, it’s your
responsibility. It’s not particularly challenging if given the tools, but it is a risk
that one must take — to trust in their own skills and resources. We'll talk
about those skills and resources in the next section, and we’ll also talk about
who you can turn to for help in some situations. But I'll be honest with you
now — if you work a job that requires 60—-80 hours a week and you already
have to outsource many components that individuals do themselves (e.g., you
have a lawn service and a cleaning service, order delivery frequently, etc.),
then you might not have the time for running your own server.

Skills and Resources

One might wonder what resources you need to be successful in running your
own VPS. In this section, I'm going to go over what | assume about you
already, as the reader of this book, what | plan on covering in this book, and
what you’ll need to continue doing for “professional development” over the
next several years that you run your own VPS!

Assumptions

I've purposefully tried to assume very little in writing this book. | believe the
goal of running your own VPS is attainable for many people, but there are
some aspects that | cannot give you if you're already lacking them. Here’s what
| expect you are aware of:
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Basic Operation of a Computer — How to turn one on,
how to start a program, and how to navigate your
computer’s operating system and a web browser. An
example command | might write would be “Open your
Internet browser and navigate to www.debian.org.”

2. Basic Understanding of How Computer Networks

3.

Work — The idea that computers talk to each other
over the Internet and follow certain rules and guidelines
while doing such. An example statement | might make
would be “The server isn’t responding because software
isn’t running on it.”

Realization That Computers Are Usually Fixable, but
That This Takes Work — Often I'll hear someone tell me
“It just broke” or “They make it stop working when the
new version comes out.” Both of these are inaccurate.
However, if you treat a computer as a magical black box
that you cannot understand the inner workings of, you'll
be very confused when | say “Copy the error message
into Google and see if other people have had the same
issue” while troubleshooting.

Skills Taught Here

Now that we have the assumptions out of the way, let’s talk about what | will
cover here, chapter by chapter.

Chapter Title Skills Taught
2 Selecting a VPS We'll go in depth on how to select a VPS provider, the
Provider different options out there, and what some of the basic

terms used mean. We'll also talk about resources needed
based upon what you'd like to do with your server. By the
end of the chapter, you should have picked out and signed
up with a VPS provider and have your own machine to

“play” with!

3 Basic Linux We'll be using the Linux operating system in this book, and
Administration via  for many, this means the first time (or first time in a long
the Command Line time) using a command-line-based environment. Those old

enough to remember DOS will likely feel at home, while
others will be introduced to basic commands to work with
files (e.g., mv, cp, Tm), commands to start and stop services,

and commands used to install new software.

(continued)
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Chapter Title Skills Taught

4 Basic Linux For some, the command line is just too frustrating for
Administration via  everyday use. However, there is a product out there that
GUI (Webmin) can help — Webmin, an open source product that has been

used on Linux servers for over 20 years. It allows you to
configure your server through a web browser. We'll discuss
pros and cons of using it and how to set it up.

5 Basics of Linux Firewalls, ban lists, password hashes, and more can be
Security daunting for first-time administrators to learn. In this

chapter, we'll talk about the basics of security, from file and
directory permissions to auditing what your users are doing
and to making sure that only the services you want to be
available actually are available to the public.

6 Basics of Backups ~ Everyone needs a disaster recovery plan (DRP), and in this
and Version chapter, we'll talk about how to back up and restore your
Control files and how to keep versions of important files so that you

can always “roll back” to a previous known good version.
Nothing is more frustrating than making a change to your
system that you feel is small and insignificant and then
finding it trashes everything!

7 Basics of Server I've already talked about three types of servers — DNS, web,
Software and database. However, there are several others that I'll give
Administration a basic overview of in this chapter. You'll learn what they

are, how to get started with them, and where to find more
resources for each as you get yourself up and running!

8 Installing an Open  WordPress is one of the most popular content management
Source Software systems (CMSs) in the world and is used by millions to
Product: create web pages. While it’s extremely powerful, it’s also
WordPress complex and can be a bit difficult to get up and running in a

safe and secure manner. We'll not only cover getting started
with it, we'll also talk about how to keep it running properly
and out of the grasp of bad actors.

9 Administrator’s Once you have your server up and running, you’ll want to
Weekly Checklist  take care of it regularly. I'll walk you through the tasks that

you can do weekly to make sure your server stays happy and
secure.

10 Open Source WordPress is one popular open source application, but

Application
Possibilities

there are hundreds more that are free for you to use as a
Linux server administrator. I'll discuss several of these in this
chapter to give you a few ideas about how you can use your
server to enhance multiple areas of your work and personal
life!
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Professional Development

The work of a server administrator is never done, even if you're doing your
weekly checklists. You also need to keep up to date on things as they change
and evolve. As someone who has been working with Linux for over 20 years,
there isn’t a day that goes by that | don’t learn of some new change or tweak
that affects some part of the operating system or the operation of a server.
We'll talk throughout the book about how you can stay ahead of these
changes, so that youre not overwhelmed when new versions come out or
new best practices are adopted.

Conclusion

Well, if you've made it this far, then I'll assume you’re ready to learn about
running your own virtual private server. As | mentioned, the next chapter
covers finding one of them and how to get up and running with it. It’s an
exciting journey that we’ll take one step at a time!



