Code for
new
releases
available
online

Pro
ASP.NET Core 6

Develop Cloud-Ready Web Applications
Using MV, Blazor, and Razor Pages

Ninth Edition

Adam Freeman

Apress:




Pro ASP.NET Core 6

Develop Cloud-Ready Web Applications
Using MVC, Blazor, and Razor Pages

Ninth Edition

Adam Freeman

Apress-



Pro ASP.NET Core 6: Develop Cloud-Ready Web Applications Using MVC, Blazor, and
Razor Pages

Adam Freeman
London, UK

ISBN-13 (pbk): 978-1-4842-7956-4 ISBN-13 (electronic): 978-1-4842-7957-1
https://doi.org/10.1007/978-1-4842-7957-1

Copyright © 2022 by Adam Freeman

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

Trademarked names, logos, and images may appear in this book. Rather than use a trademark symbol with
every occurrence of a trademarked name, logo, or image we use the names, logos, and images only in an
editorial fashion and to the benefit of the trademark owner, with no intention of infringement of the
trademark.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if they are not
identified as such, is not to be taken as an expression of opinion as to whether or not they are subject to
proprietary rights.

While the advice and information in this book are believed to be true and accurate at the date of publication,
neither the authors nor the editors nor the publisher can accept any legal responsibility for any errors or
omissions that may be made. The publisher makes no warranty, express or implied, with respect to the
material contained herein.

Managing Director, Apress Media LLC: Welmoed Spahr
Acquisitions Editor: Joan Murray

Development Editor: Laura Berendson

Editorial Operations Manager: Mark Powers
Copyeditor: Kim Wimpsett

Cover designed by eStudioCalamar
Cover image designed by Shutterstock (www.shutterstock.com)

Distributed to the book trade worldwide by Apress Media, LLC, 1 New York Plaza, New York, NY 10004,
U.S.A. Phone 1-800-SPRINGER, fax (201) 348-4505, e-mail orders-ny@springer-sbm.com, or visit

www. springeronline.com. Apress Media, LLC is a California LLC and the sole member (owner) is Springer
Science + Business Media Finance Inc (SSBM Finance Inc). SSBM Finance Inc is a Delaware corporation.

For information on translations, please e-mail editorial@apress.com; for reprint, paperback, or audio
rights, please e-mail bookpermissions@springernature.com.

Apress titles may be purchased in bulk for academic, corporate, or promotional use. eBook versions and
licenses are also available for most titles. For more information, reference our Print and eBook Bulk Sales
web page at www.apress.com/bulk-sales.

Any source code or other supplementary material referenced by the author in this book is available to
readers on GitHub. For more detailed information, please visit waw.apress.com/source-code.

Printed on acid-free paper


https://doi.org/10.1007/978-1-4842-7957-1
https://﻿www.shutterstock.com﻿
mailto:orders-ny@springer-sbm.com﻿
https://﻿www.springeronline.com﻿
mailto:﻿editorial@apress.com﻿
https://bookpermissions@springernature.com﻿
https://﻿www.apress.com/bulk-sales﻿
https://www.apress.com/source-code

Dedicated to my lovely wife, Jacqui Grif fyth.
(And also to Peanut.)



Table of Contents

ADOUT the AUTNOL ....ceeiirreeeiiirsnssirrsesssrsssssssrssnsssssssnnssssnsnnssssssnnnsssssnnnnsssnsnnnnssnnnns XXXi

About the Technical REVIEWET .......ccurrrrrrssmmmnssssssssmmsssssnssssssssssssssnnnnssssssssnssssnnnnnss XXXi11

[ T O, |

Chapter 1: Putting ASP.NET Core in Context ........cuccmmmssmmmsssnnmsssnsmsssnsssssnsssssasssssanss 3
Understanding the Application Frameworks ..........ccccvcrimnninnnseenesses s ssessessnesaes 4
Understanding the MVC FrameEWOIK..........ccccererereriereniereseresesessssessesessesessssessessssessessssssssssssssessssesssnssnes 5
Understanding RAZOr PAQES ........cccuviviiirinenissne s sae e ssesse s ssssassssssssssssssasssssasssssasssssssssnnens 5
UNderstanding BIAZOK .........cociiviiiiinire e a e sr e sr s s e e e st sa e sa e e e e sa e na e nne e s 6
Understanding the Utility Frameworks..........cccoeeeeerecene s sne s 6
Understanding the ASP.NET Core Platform.........cccoeeiiernnmrenniesssesesessesse e sessessesensens 6
Understanding ThisS BOOK ..........ccocvvirirnmnnrener s sses s s s see s s s s s s ssne e 7
What Software Do | Need to Follow the EXamPIES?.........ccceevererenrerenereseresesesessessssessssessesessesassessssenes 7
What Platform Do | Need to FOIlow the EXAMPIES? ........covverererererrerrerersesessesessesssessssessssessesssssssssessssenes 7
What If | Have Problems Following the EXamPpIES?........coevreveriererrerseneresesesessessssessssessesessesessessssesssnenes 7
What If 1 Find an Error in the BOOK?..........ccocinnnss s 8
What D0ES ThiS BOOK COVEI?.......curuiiuerrisissssssisssssssssesssssssssssssss s sssss s sssssssssssssssssssas 8
What Doesn’t ThiS BOOK COVEI?........cccuurmrenmrrssinissssssssssssss s sssssssssssssssssssssssssssssss 9
How Do | Contact the AUINOI? ... s 9
What If | Really Enjoyed ThiS BOOK?........ccecererererereresersssessesessesessesassessssessesesssssssessssessssessssessenssssnssnes 10
What If This Book Has Made Me Angry and | Want to Complain?...........ccccoevrerereverienesienessereesessesenes 10
1111 1P SRS 10



vi

TABLE OF CONTENTS

Chapter 2: Getting Started.........ccocccmmnnsnnnnnmnssssnnmmnsssnnesssssn s ———— 11
Choosing @ Code EdItOr..........cceeeeeeeeeceresece e ss e snssnesn e snennennas 11
INSEAllING VISUAL STUIO ...ttt 12
Installing Visual StUAIO COUE .......cccovrmeeeerireeeeririeee e 15
Creating an ASP.NET COre ProjEct ........cocvevererernrrrs e ses s s s s s sssssssassseens 19
Opening the Project Using Visual STUMI0.........ccceeerereriereriererere s seresesersesesaesessesessesassesaesessesesassenaens 21
Opening the Project with Visual Studio COUE..........ccvrierrrererererererereresereereresessesesesassessesessesesassasaens 22
Running the ASP.NET Core Application ...........ccovceeeiennicncsnsecs e 24
Understanding ENAPOINTS ......coeviiiiiniiirisirinese e sa e s e s e s s s sassassassasssssanns 25
Understanding ROULES ........coeviririierinc s s s s st sa e s a et s st e sa s e s sa e naennn 27
Understanding HTML ReNUEIING........cccuvireriinirinesese s sie s ssessessesssssssssssssasssssssssssasssssssssssssssssssssnns 27
Putting the PieCes TOGEINET .......c.cce i sr e sr e saenr e naen 32
SUMMAIY ...t sn s n e e e e s e sn e sn e sn e e e r e nn e en e en e e e nn e nn e e e nn e e e nn e s e nnennnnnnnnnnns 32
Chapter 3: Your First ASP.NET Core Application ........cccccussemmmmmssssnsnsssssssssssssssnnns 33
Setting the SCENE.......cceceeceeee e e nr s 33
Creating the ProJECT........cci e sa e sa e sn e sn e sa e s 33
Preparing the PrOJECL.........ccco ettt s e res e sae e se s e e e s sae e ae e sae s e saesae e naesesaenesaeananns 34
X Lo Ty To B 0= 100 [ 36
Creating @ SECoNd ACLION ANU VIBW .......coeceereeereerirerereree e sseses e sessesessessssessesessesessessssessssessesessssesassansens 37
LinKing ACtION MELNOUS .......coveeereeererere e seres e ses s e e ssese s e se s e sas e sae e sae e saesasaesassessesesaenesasanaens 38
5071 o [T o (1 =N 210 1 R 39
ReCeIVING FOIM DALA ......cceereeeceeererere st re s se e se e e s e e ae e ae s e s sae e ae e saenesaenananns 4
Adding the TRANKS VIBW .....c.coueeerererereeereesesesesaesessesessesssseseesessesessesessessssesssssssssessssssssssssessssessensssenssaes 44
Displaying the RESPONSES........ccceeererererererreserrereresesesessessesessesessesessessssessssessessssessssessssessesessensssssanaens 45
Adding Validation.........cecereeeeerererereree e ree s sere s e ses e sse e saeressesesaesassesas e sae e saesesassesaesassesasserseessensnaen 47
StYliNG the CONTENT ..o e e e e ae e sa e a e e ae e nnen 53
SUMMEAIY ...t ne e s e a e e R e et eae e s ae e e e nnennnanas 58



TABLE OF CONTENTS

Chapter 4: Using the Development TOOIS ........ccccrrnnssnnnmmsssssnssmsssssnssssssssnssssssssnnnss 59
Creating ASP.NET Core ProjecCts.......ccoeeerererensesesesse e e e sssssesssssssnssnssssssssssssssssssnsens 59
Creating a Project Using the Command LiNE.........cccorerrirnrnininienscesise e se s e sessssasaens 60
Adding Code and Content t0 Projects........ccvrevernrensssse s ses e sssenns 63
Understanding [tem SCaffolding .........ccccverererererere s s s e s ses e sse e ae e sesas e sae e saesesassesassanaens 65
Building and RUNNINgG ProjECLS ........ccucveerrersersersensessessessesses s s s s s e e sns e snssnssnssnnsnas 65
Using the Hot Reload FEALUIE .........coeviveiirirercse s ss s s ss e sa s sa e sa e sa s sa e sa s snesaennn 67
Building and Running Projects Using Visual Studio COE...........ccvrerrrrererrerrererenereresessssessesessesessesanaens 69
Building and Running Projects Using Visual StUAI0...........ccceeerererierenieneesereereresesesesesassessesessesessesanaens 69
Managing PaACKAJES .........ccvcerrerrerieriereses s se s se s e sessnssnssassn s snssnssnssnsnnssnnnnas 69
Managing NUGETL PACKAGES.........ccocrururererirreeneririeesesessese e se s ss s sessssnns 69
Managing TOOI PACKAGES ......c.ucueeeererueeerireeeesesssseeses s se s se s ss s s s s e nssnnns 70
Managing Client-Side PACKAGES.........cccorurueereririeeresisieeseseses e sessssenes 4l
Debugging PrOJECLS .....c.cvverieriirier sttt se s n s 73
SUMMAIY ...ttt a e ee s e s R e a e ae e e e n e e s ae e s e nne e nanns 74

Chapter 5: Essential C# Features..........ccccunmmmmmmmmnnnnnmmmmmsssssssnnnmsssssssssssssssssssssssss 19

Preparing for This Chapter ... 76
OPENING the PrOJECT......ccceveereeererere s e s e ssese s e ras s ae e s e sessesasae s s e e sae e sae e saenasaesaesesaenenaenenaeranaens 76
Enabling the MVC FIAMEWOTK ........ccceeeereererrerersereresesessssessesessessssessssessssessesessessssessssessssessesssssssssssassens 76
Creating the Application COMPONENTS .......ccceeeverererereree e re e re e sse e ssesesse e s e sassesaeessesessesssasanaens 77
L L= (T o T L= 5 I 0 o 78
Running the Example APPlICALION .........ccovverirene e sa s sa e sa s sa e nnennen 79

Understanding Top-Level Statements .........cccccvveviriininrensnsesses s seesaens 80

Understanding Global using Statements.........ccccecvevrrcrrscre s 80
Understanding Implicit using STateMeNnts ........ccoveercrrc e se e nannens 82

Understanding Null State Analysis .........cccocerrrrernienesnesssese s ssesessens 82
Ensuring Fields and Properties Are ASSigned ValUES...........ccveverennnnnnnnnin s sesssssssssssessssssssssssssenns 84
USING NUIADIE TYPES....ereereerreerresessessssessssessesessessssesessessssessssessesessessssessssessesesssssssssssssssssssssssssenssnsnsnnens 85
Checking fOr NUITVAIUES.........cocvererererereeereessesessesessesassessesessesessessssessssessssesssssssessssessssessessssensssenassens 86

vii



TABLE OF CONTENTS

Overriding NUll STAte ANAIYSIS .....ccceuireerrirriererisrse s s e e se b s 89
Disabling Null State Analysis Warnings .........cccucuuerernnenenennnsesenssssesesssssssesssssssssssssssssessssssssssssssssnes 90
Using String INterpolation............cocoeeeeecese s 91
Using Object and Collection INItIaliZers ........cooevererereenenes s ses e e e 91
USing an INAEX INILANZEL .......veoeeeeereeere st ae e s ra e ae e ae e sae e saesae e aenesaenesaenanaens 93
Using Target-Typed NeW EXPreSSiONs ........cccccceeeresereessesssssessessessssssssssssssssssssssssssssssses 94
Pattern MatChing..........coceeeeerere e sn e 94
Pattern Matching in Switch Statements ... s 95
Using Extension Methods.........coecevererinisec e sss s s s sns s nees 96
Applying Extension Methods t0 an INTEIfACE .........ccccveecerrrereerere e re e e se e e aenenaes 98
Creating Filtering EXtension MEthods.........cceccreeereererenererreres e resse e se e e s saesesaesesaesassesasnenes 100
Using Lambda EXPreSSIONS .......ccceeerererrersessessessesssssesssssssssssssssssssssssssssssssssssssssssssssnsnns 101
DefiNing FUNCHIONS.......cceciiee e r e e e e p e p s 103
Using Lambda Expression Methods and Properties ..........ccccvvrennesssssssesnsess s ssse s 106
Using Type Inference and ANONYMOUS TYPES.....ccceeerererrerresressessesssssssssssssssssssssssssssnsnns 108
USING ANONYMOUS TYPES ....ecueererreeerrrseesesesssesesessssssesesssss e e sss e s sessssssesesessasssssssssssssssssssssssssssensssens 108
Using Default Implementations in INterfaces .........cocvveverrrvrennssss s senseens 110
Using Asynchronous Methods ..........ccceeeeeiereneccse e ssesrs e s snesnennns 112
Working With TaSKS DIir€CHY ......ccceerererrerircrr e r e e sr e r e 112
Applying the async and await KEYWOIdS...........ccceeerenerennenssese s sss e s e s e ssssessesesnes 114
Using an Asynchronous ENUMErabIe ... s 115
GELtING NAMES.....ceeceecceeeec e sr e r e r e sn e sr e sn e sn e snenn s nnennenrnnnnn 118
31111 P2 7SS 119
Chapter 6: Testing ASP.NET Core Applications..........ccccuussmmmmmssssnnnssssssnsnssssssnnnns 121
Preparing for This Chapter ... 122
0PENINgG the PrOJECT........coe ettt es e e rae s ra s e s e e sae e e e sae e sae s e e e e a e e ae e sae e naenaenesannenes 122
Selecting the HTTP POM.........ceeeeee ettt e ae s se e ae e ae e sae e s e e e sae e sae e saenanaens 123
Enabling the MVC FIAMEWOTK .......ccceeruereriererrereerereeseressessesssessssessssessesessessssessssessesessssssssssssessssessenees 123
Creating the Application COMPONENTS .......ccceceveerererere e ae e e e ae e s e e e e saeees 124
Running the Example APPICALION ..........coveevecererere et re e ae e s e e sae e s 126

viii



TABLE OF CONTENTS

Creating @ Unit TeSt ProjECE........cccoeeeiierrscre s 126
Removing the Default TESt CIASS .......ccerererrererrerrerereesersesesesssessssessesessesessessssessssessesessessssessssessssesseneres 127
Writing and Running Unit TESES .......ccccvcririersrsr st 127
Running Tests with the Visual Studio TeSt EXPIOIEr ..o 129
Running Tests with Visual Studio COUE..........cccormrmiiierrreerrr e 130
Running Tests from the Command LiNe...........ccorueeeerrrencnrreesesesee e seeeens 131
Correcting the UNIt TEST ... e 131
Isolating Components for Unit TESHNG .........ccoeeriieeiercer e 133
USiNGg @ MOCKING PACKAGE .....coveueueerereeeeririeesesissee s ses s snens 138
Creating @ MOCK ODJECL ...t 138
31111 P2 7SS 140
Chapter 7: SportsStore: A Real Application...........cccunnssmemmmmnnnnnmsnssssssssnnseemnes 141
Creating the ProjECTES......cucvirererere s sae e e s e s sassns e sassa e sassn e saenns 142
Creating the Unit TESE PrOJECT.......cceeererere et rr e sa e e e sae e e e e e s e sae e s 142
OPENING the PrOJECTS ....eeceeereecreeereerere s s s e seserae e saesas e sae e sae e saesesaesasaesas e sae e sae e sasnanaesassesannenes 143
Configuring the HTTP POt ..ottt re e e ae e sa s s e e ae e ae e sa e s a e es 143
Creating the Application Project FOIUEIS ........ccverererererererereres s serse e s e ses e sse e s e saesassesassesaenenes 144
Preparing the Application Services and the Request Pipeling.........ccceovveverierrcererereseresereresereeens 144
Configuring the Razor VIEW ENQINE ........ccceveeeereerererercrerereseressessesessesessesassessssessssessssessssessessssesssnenes 145
Creating the Controller and VIBW ..........coeeveererereresererereresersssessesessesessesassessssessssessssessssessessssesseneres 146
Starting the Data MOGEL...........ccvreerereererere e ree e re e ae e ae e ae e saesas e s e e e sae e saenesaenanaens 147
Checking and Running the AppliCation..........cunnnss s 147
Adding Data to the APPliCatioN ..........ccceeeeeererererrere e 148
Installing the Entity Framework Core PaCKages.........cocuueererereienesnnisssessssnssesessssssesessssssssesssssssenens 148
Defining the CONNECLION STriNG......ccocveeererereiere e sa e e sae e ae e ae e aesae e sa e e es 149
Creating the Database CONTEXT CIASS ......ccccvrrrerrererrerererereresessssessesessesessessssessssessesessessssessssessssesssnenes 150
Configuring Entity FramEWOIK COTE........cccoruiiererrmrnssesissnssesesss e sesssss s e sssssssssssssssssessssssssssssssssssnsnns 150
Creating @ REPOSITONY .....c.cecceerrieiererisis e ss e s s e s a e st b s se b e aen e e 151
Creating the Database Migration............ccvceverererereseserere s sessssesse e sessesssesassessesessesssassassesassesssnenes 153
Creating SEEU DaAta.........cccvcevrerererererere s rre e s e e sesa s s e sae e aesesae e saesa e e s e e e sae e ae e saenaenesaeneres 153

ix



TABLE OF CONTENTS

Displaying @ List 0f PrOTUCLES.........ccccverrersersersensensesses s ses s ses e s e snssnssnssnssnssnnnnnns 156
Preparing the CONTIOIIET .......c.cceeeereererererereeserse e se e sessesas e s e e ssesessesessesassesassesaesesaesesaeassesansesssnenes 156
UPAating the VIEW.......cceieee e e a e et sa e st b b e a e e a e n e e e nn s 158
Running the APPlICAtIoN.........cocvvrnirisiniisiii s ————— 159

Adding Pagination ..........ccccoeeeeerenesesese e n e nn e n s 160
DiSPIaying Page LINKS.........cccouruiuiereeireeerisieeses st e 161
IMPPOVING the URLS ..ot e 170

Styling the CONTENt........cce e 172
Installing the BOOLSIIAD PACKAGE .........cceuerrerceerrerresresressesssessessessessesesssssessessessssessessessessessessssssssssenns 172
Applying BOOLSIIap STYIES......ccveeereerereerererer st rere s sse st ras e se e sae e s sas e sas e saesesaesesaesaesesaeesaeenans 173
Creating @ Partial VIBW ........ccccceeeereerere st reseree s seesesseses e sas e sassessesessesassesasnessssessssesassassssassesssnenes 175

SUMMEAIY ...t e a e s a s e ae e s e a e e s e n e e aenn e e nnennanas 176

Chapter 8: SportsStore: Navigation and Cart...........ccccevsseemnnnssnnnsnsssssnnssssssnnnns 177

Adding Navigation CONtrolS.........c.ccevererirennienesssess s snes 177
Filtering the ProdUCT LISt ... sr s sa st sa e s nn s 177
RefiniNg the URL SCREME .........coecireerererereres st sesre s sessesas e s s e ssesessesessesassesassessssesasssssssassesassesasnenes 182
Building a Category Navigation MENU ...........ccccceirrerernnnesesis s ssssssssssessssssesesssssssnsnns 186
Correcting the Page CouNt............cvnni s 194

Building the Shopping Cart...........ccocvcrcrcrcrr s e 197
Configuring RAZOK PAQES ......cccourueerererreeririsiee s sb s s 198
Creating @ RAZOK PAGE ........cccorurueerirereecris et s e na e e 199
Creating the Add To Cart BUHONS..........cccoririicecrr e 200
EN@DIING SESSIONS .....cuceiieiiriririecirie e a s se s s e e b e e e ne e e e 202
Implementing the Cart FEATUIE............cocorreeeeeecre e 203

31111 P 7SS 214

Chapter 9: SportsStore: Completing the Cart ...........cccccuiemmmnisennnmnisssnmnsann 215

Refining the Cart Model with @ SErviCe..........cccvvrirrrrn s 215
Creating @ Storage-AWare Cart ClassS .........cccerererereererererererseressessesessesesssssssessssessssessessssssessessssessenees 215
ReQISTEriNg the SEIVICE .....cccvveereeereerere sttt e e ae e ae e sae e s e e s e e ae e sae e s ae e e e naenees 217

Simplifying the Cart RAZOr PAQE.........cceeereerererererererreserteseseesessesessesaesessesessesessessssessssesssnssssssssesassens 218



TABLE OF CONTENTS

Completing the Cart Functionality ..........c.ccooeerierenniesncrc e 221
Removing Items from the Cart...........cccevveveirerrr v ra e sae e sae e s e sas e sae e s 221
Adding the Cart SUMMAry Widget .........cccorrerrnnienr s sss s sss s ssssns 223

SUDMILEING OFAEIS ...t sr e sn e sr e sn e n e nr e nnnn s 226
Creating the MOTEI Class........cccererereeirireesiresie e e s 226
Adding the ChECKOUL PrOCESS.......cccouruecrerireeeirisiee s e 227
Creating the Controller @nd VIBW ... e snens 228
Implementing Order PrOCESSING .........ccoceerurreiererirreeesesesse s se s sss s se e s nssens 231
Completing the Order CONTIOIIEN ..o 234
Displaying Validation EFrOrS..........ccooreererireenenesisseeesisese s se s sssssssnns 238
Displaying @ SUMMArY PAJE..........corrermrininininininiese s 240

31111 P2 7SS 241

Chapter 10: SportsStore: Administration .........ccccccvnnnnsessnnnnsss—————— 243

Preparing Blazor SEIVEN .........ccvvvvervrierierressirsesses s ss e s e sss e s s sss s s sssenns 243
Creating the IMPOMS FIle ...t e e sa e s s e e ae e sa e s a e e 244
Creating the Startup RAzOr PAQE .........ccceurererrereerere s rererereresrerseses e sessesassesssessesessesessssessesassesasnenes 245
Creating the Routing and Layout COMPONENES .........cccceverereriererrereereresersereseresessesessesessssessessssessssenes 245
Creating the Razor COMPONENTS ........cccererereerererereseresereresereesessesessesessesassesassessesessssessesassesassessenenes 247
Checking the BIazor SEIUD ... 247

ManaGing OFAEIS.......coeceieerriererirerrr e a e n s en e nnn 248
ENhancing the MOUEL ..o e sa e e s r e b a e s a e e e a e e a e e s 249
Displaying Orders to the AdMINISTrator...........ccccoireiernncicrr e 250

Adding Catalog Management ............ocoeeeeenenenesese e sse s e snssns s s 253
EXpanding the REPOSITOTY........c.cccreriieeriririeees et 254
Applying Validation Attributes to the Data Model ... s 255
Creating the List COMPONENT .........ccou ittt 256
Creating the Detail COMPONENL.............cccoririiieeireeerr e 258
Creating the Editor COMPONENT.........c.oueiiireeceeeeerere e 260
DEIELING PrOUUCTS ......ceereeeecerireeeerie e 263

31111 P2 7SS 265

xi



TABLE OF CONTENTS

Chapter 11: SportsStore: Security and Deployment...........ccccusvemmnnssnnnnnnsssnnnns 267
Creating the Identity Database..........ccccorerererereresese e sn e sne e 267
Installing the Identity Package for Entity Framework COre ...........cooeeerrnencsenneeneseeseseseseeeeens 267
Creating the CONTEXE CIASS ........ccoceerrrueeririrreesese e e s 268
Defining the CONNECHION STHNQ......ccco i 268
Configuring the APPlICALION .........ccoeeeieecrrce e 269
Creating and Applying the Database Migration ... 270
Defining the SEed DAta..........c.covrrririririnri s 271
Adding a Conventional Administration Feature ...........ccccecvvrvrrnrrvrrnssss e 273
Applying a Basic Authorization POIICY .........ccerienmicnnc e 275
Creating the Account Controller and VIEWS ..........cuccviennssnensensnssss s 276
Testing the Security POICY ........ccccvvrrervirserrerrer st 280
Preparing ASP.NET Core for Deployment............ccooveeeeniennnensesnscss s ssesessesssennes 280
Configuring Error HANAIING .......coeeeveerererere st sesss s ssesessesas e ssssessesessesessesassesassessssesssssssssassesassesssnenes 281
Creating the Production Configuration SEttNGS ........cccevrreverierrerererere e sas e saeens 283
Creating the DOCKET IMAQE .......ccivverrererrererereeersesersesessesessesassessssessesessessssessssessssessssesssnssssssssessssessenenes 283
Running the Containerized APPlICALION..........cccverererererrerer e e s e s e sae e sae e es 286
1111 112 SRS 288

[ T G | . . 1. |

Chapter 12: Understanding the ASP.NET Core Platform............cccusmmsansssansssansans 291
Preparing for This Chapter ... 292
Running the Example APPlICALION ..o 293
Understanding the ASP.NET Core Platform.........cccceveverrnnssnsnsses s ses s sessessessennenns 294
Understanding Middleware and the Request Pipeline..........cccoeeererererererererersereeseree e sesesessesesenes 294
UNAerstanding SEIVICES.......coeerererererererererrere e s sae s e res e ssesesse e sesesaesassesassesaesesassesassassesassesssnenes 294
Understanding the ASP.NET Core Project ..........coeevverrrerernsensnssessssessesesessssessesessens 295
Understanding the Entry POINT..........ccoeeiecscc e 296
Understanding the Project File .......covviiriienerersese s ss s sss s s s e s s s 298

xii



TABLE OF CONTENTS

Creating Custom MiddIEWArE.............ccceeriereericrererr e 299
Defining Middleware USING @ CIASS .......ccvrereererrerererrerseressesssessssessesessesessessssessssessesessssssssssssessssesssnenes 302
Understanding the Return Pipeling Path...........cooviininncr e 304
Short-Circuiting the ReqUESt PIPEIINE .......cevvverererrerererte e resesss e sessesessesassessssessssesssssssesassens 306
Creating Pipeling BranCRES ..........ccoeverererereneresersssessesessesasessssessesessesessessssesassessssessssssssssssessssesssnenes 307
Creating Terminal MiddIBWAIE..........cccereriereererrererresereeseseresessesessesessesessesassessssessssessssssssssssessssessenenes 309

Configuring MidAIEWArE.........cceeeeeeeececece e sresr e snesr e snesn e snssnesnennanans 311
Using the Options Pattern with Class-Based MiddIEWare ............ccoreeeerreercnensenesesesese s 314

31111 P2 7SS 315

Chapter 13: Using URL Routing........ccccurerssssssssmsnnnsmsssssssssssssnsssssssssssssssnnsssssssssnns 317

Preparing for This Chapter ... 318
Understanding URL ROUTING......cceocruererererererrereeseresereesessesesessssessesessesesssssssessssessssessssssassassessssesssnenes 321
Adding the Routing Middleware and Defining an ERApoint.............ccoevrevrcevereresereresereseresseseenenens 321
Simplifying the Pipeline Configuration ...........ccocerreeeecre e sae e sae e senaens 325
Understanding URL PATtEINS..........cocueereeremreceneesessessessessessesessessessesssssssssessessesssssssssssssessessessssssssssenns 326
Using Segment Variables in URL PAtterNS ........cceccveeerererererrerer e ree e seraesesesesessesessesessssessesessesssnenes 327
Generating URLS frOM ROULES........ccceererererererterereeseraesessesesesasessssessesessessssessssessesesssssssssessessssesssnenes 331

Managing URL MatCRiNg ........ccccveerreriersersenssssessessessessesses e sessessessssssssessnsssssssssssssssnnsnns 334
Matching Multiple Values from a Single URL SEgMENL..........cccceeeverererererenseresrersssessesessesessesessessssenes 335
Using Default Values for Segment Variables...........ccveveriererieresreresesesesesesessssessesessesessssessessssessenenns 336
Using Optional Segments in @ URL PAtterN..........cccoveerererererieresreree e sessesessesssessesessesessssassesassesssnenes 337
Using a catchall Segment Variable ...........cccveveverererere s ssesessesessesssesassessesessssessssassessssesssnenes 339
Constraining Segment MatChing ..........cccvievrirerrr e ae e sa e sa e es 340
Defining FalIDACK ROULES.......cccevirerirc e sa e sa e sa e sa e sa e a st sa e e a e s p e a e a e sa e sa e nn e 344

Advanced Routing FEATUIES ........ccocvverrerierni e sn e sae s sae e 345
Creating CuStOM CONSIFAINTS .........cccouiueeecririeescres e 345
Avoiding Ambiguous Route EXCEPHONS.........ccceerurueireririeercsiriee e 346
Accessing the Endpoint in a Middleware COmMPONENt ...........c.cocoeeermreiererscseserese e 349

31111 P2 7SS 351

xiii



TABLE OF CONTENTS

Chapter 14: Using Dependency Injection.......c..cccusmmmsssnmmsssnsmsssnssssssssssssnssssnnsns 353
Preparing for This Chapter ... 354
Creating a Middleware Component and an Endpoint ..o 355
Configuring the Request PIPEIINE ..o 356
Understanding Service Location and Tight Coupling.........cccceevrrrrnesrnssessessensensennenns 357
Understanding the Service Location ProbIem ...........cccoeevrierererereresere s s erse e aesesaesesaesassesssnenes 358
Understanding the Tightly Coupled Components ProbIEm ..........ccccceevrererserersereesereeseseesessesessesesens 359
Using Dependency INJECLION...........coeeeeeeesererre e sre e sse e sse e ssessesresnssnssnssnssnssnssnnnans 361
Using a Service in @ MiddIEWAre ClassS.........cuicvrererrererererereriersssessesessesessessssessssessesesssssssessssessssesssnenes 363
Using a Service in an ENAPOINT........cocevrerriere e ses s ssese e sessesassesasessesessssessssassesassessenenes 364
USINg Service LIfECYCIES .....ceveireereeecrereecsesee s s s s s s snssnesn s snesnesnennns 370
Creating TranSIBNT SEIVICES ........coceererueerererree s ses e e se s s e e s s e e e nenennas 370
Avoiding the Transient Service Reuse Pitfall ... 372
USING SCOPEU SEIVICES .......ceerereeeerrsreeiresseesesesss s e sesss e e e e e sse e e e e se e b s sse e e s sne e e sessannnsnns 374
Other Dependency Injection FEATUIES ........ccceverirerrrs s 380
Creating DependenCy ChaiNS.........ccocecrererererrereerereesessesessesesessesessesessesesssssssessssessesessensssssassessssesseneres 381
Accessing Services in the Program.Cs Fil.........ccverrerrerrcerrrere e serereserssseseesessesessesassessssessssenas 383
Using Service FActory FUNCLIONS ........cccorevrrere et s reesesaesessesassesas e ssesessesesassesaesassesssnenes 384
Creating Services with Multiple Implementations..........ccccvvrrrrerre s 386
Using Unbound TYPES iN SEIVICES......cceererererrerrererserersesersesssessssessesessesessessssessssessesssssnssssssssessssersenees 388
SUMMEAIY ...t e a e s a s e ae e s e a e e s e n e e aenn e e nnennanas 389
Chapter 15: Using the Platform Features, Part 1..........ccccccnnnsneennnnsssnnnsnssssnnens 391
Preparing for This Chapter ... 392
Using the Configuration SErViCe........c.cceeeeeeeesere s e snesne e 393
Understanding the Environment-Specific Configuration File.............cooeorriiinnnieienrreceereeeeeens 394
Accessing Configuration SEHINGS........cccovrierrreierr e 395
Using the Configuration Data in the Program.cs File...........cccoonnniiinnneeerrseesesese e 396
Using Configuration Data with the Options Pattern ... 397
Understanding the Launch Settings File.........ccco e 399
Using the ENVIrONMENT SEIVICE ........cuceeeiririieecrisieec s 404
STOMNG USEI SECIEIS.....cuceeieeeereriee ettt p s 405

xiv



TABLE OF CONTENTS

Using the LOgging SEIVICE.........ccceerrrerriiresenere s e s s e sss s s s 409
Generating LogQing MESSAQES ......ccrvverrererrererrerserersesessessssessssessesessesessessssessssessssesssssssssssssssssessssessenens 409
Logging Messages With ALHDULES .......ccevereiinirs e 413
Configuring Minimum LOGQING LEVEIS .......ccceiererererererereresersssessesessesessessssessssessssesssssssssassessssessenenes 414
Logging HTTP Requests and RESPONSES .......cccuvererirerinienesiessessesse s ssesssssssssssesssssssssssssssssssssssssssses 416

Using Static Content and Client-Side Packages..........cccceeerererresesseesesseesssssssesssssennenns 419
Adding the Static Content MiddIEWArE ...........cccouriererreierrre e 419
Using Client-Side PACKAGES.........ccceerurueereririeecrisie e 423

31111 P2 7SS 425

Chapter 16: Using the Platform Features, Part 2..........ccccccmnirinnnssssessnnnnnnnssnnns 427

Preparing for This Chapter ... 427

USING COOKIS.....couruerreerererersesesesse e s e sss e sse e s sse s ss s sse e s sss e s sn s sne e s sas e sne s nns 428
Enabling Cookie CONSENt CRECKING .......ccvrererrerrerereerererererssessssessesessesessesassessssessssessssssssssssessssesssnenes 431
Managing COOKIE CONSENL.........ccccvererererereererrerersesessesessesas e sse e ssesessesessesassesassesassesassssassassesassessenenes 433

USING SESSIONS ....cveeeeererrerserressesressessessessessessessessessessessessssssssssssssessessessssnessssssssssssssansans 435
Configuring the Session Service and MiddIEWArE.............ccceerureierererereserreeerer e 435
USING SESSION DALA.........coueeecerireecirireee et 438

Working with HTTPS CONNECLIONS ........ccvcerverrirrerrir st 439
Enabling HTTPS CONNECHONS.......cccoeeereecererererte e ree s e ses e sae e aesesse e ssesas e saesesaesesaesasassassesasnenes 440
Detecting HTTPS REQUESES .....c.coecereeerererertrerte e reesesseses e sss e sessessesessesassesassessssessssesassassesassesssnenes 441
ENfOrcing HTTPS REQUESES .......coveereeirererertreree e seraesesseses e ssssesassesaesessssassesassessssesssessssassesassessenenes 442
Enabling HTTP Strict TranSport SECUNTY .......eveeeeererere et re s res e e se e e ae e e saenenes 444

Handling Exceptions and EFTOrsS .........ccovcvernennessessessesses s sessessessesssssessssssssssssssssssnnenns 446
Returning an HTML Error RESPONSE .....ccevererereresesiessessessessessessssssssssssssssssssssssssssssssssssssssssssssssssenes 447
Enriching Status COOE RESPONSES .......ccevurererrerrererrererserersesssessesessesessesessessssessssessesessenssssssssessssessenenns 450

Filtering Requests Using the Host Header............ccoovcecercecscsses s 452

31111 P2 7SS 454

XV



TABLE OF CONTENTS

Chapter 17: Working with Data .........ccocccmmmmnsemnmmmssssnmmmssssnmmssssssssssssssssnn 455
Preparing for This Chapter ... 456
(072 T 11 T 1 0 L OSSR 457
Caching DAta VAIUES .......ccceceveeereerereerereererereserassersesesaesesaesessesas e sessesaesesassassessssessssessenesssassesassessnneres 458
Using a Shared and Persistent Data Cache ..........cccevevercerercererrere e sesaesessesessesaesenes 462
Caching RESPONSES ........ccvuruiuiriiirirs s 466
Using Entity Frame@WOrK COre.........cooeeeeeeererrerre e sresse e ssessessssssssssnsssssnssnssnssnsssssssnsnns 468
Installing Entity FrameWOrk COTE ..o 469
Creating the Data MOEL..........c.cceeeireecreee e 470
Configuring the Datahase SErVICe ... 471
Creating and Applying the Database Migration ... 472
Seeding the Datahase........c..cccvrnnrr e ————————— 473
Using Data in an ENdPoint ... 476
31111 P 7SS 478

[ G | O ¥ £ |

Chapter 18: Creating the Example Project............cccvvcemiimmmsnsmsssmmsssmmssssssssnnsnes 481
Creating the ProjECL........cvi e sa s sa e sa e sa e sa e sa e sn e sn e saenens 481
Adding @ Data MOdEl .........cccoeeeeerereeere e sn e r e sr e sr e nn e nnenne s 482
Adding NuGet Packages t0 the PrOJECT........c.cveeerererererereseree e ses e e sas e sse e e sassessssesassesassenaes 482
Creating the Data MOGEL...........coevererererererer e s se s sa e s s e e ae e ae e aesaenena e e es 483
Preparing the SEEA Data..........ccccvcerererererers e se e sse e se s e sa s s e e sae e sae e saesaesesaenees 485
Configuring Entity Framework Core Services and MiddIEWAre ...........cccccvvrererevnesesesensssesesssssesenens 486
Creating and Applying the MIgration ... 487
Adding the CSS FrameWOrK .........ccceeerereresessessessesssssesssssesssssessssssssssssssssssssssssssssssnns 487
Configuring the Request PipeliNg.........coceevererercnc s saesennns 488
Running the Example Application...........c.cceorersncnsenssses s snssenenns 489
1111 112 SRS 489

xvi



TABLE OF CONTENTS

Chapter 19: Creating RESTful Web ServiCes ......cccummmmmmmmssnnsmmsssssnsssssssnnsssssssnnnss 491
Preparing for This Chapter ... 492
Understanding RESTful WD SEIVICES .......cuvvererererrrrrie s sesseesesssessssesssssssssssasssnssnns 493
Understanding Request URLS and MEhOUS ..........cweeureereesemeessessessesesssessesssssesssessesssssssssessssssssseans 493
UNAerstanding JSON..........ooe et res e ree s rae s ae e s e s s e sae e ae e saesasaesa e e sae e s ae e saenasaesaenenannenes 494
Creating a Web Service Using the Minimal API .............ccoeoirenrcennncsesesesee s 494
Creating a Web Service Using @ COntroller..........ccoeeeeeeesesesese e see e sssssssssssssennnns 497
Enabling the MVC FramEWOIK ..o e 498
Creating @ CONTIOIIET ..o e e p e p e 499
IMProving the Web SEIVICE ... se s e sas e e e sns s nns 509
USing ASYNCNIONOUS AGLIONS.........cccrueereerererererresereesesaesessesessessesessesessesessssassesassessesessssssssassesssserseneres 510
Preventing OVer-BiNAiNG........cccceeererererererererseseresereesessesessessssessesessesessssassessssessssesssssssssassesassesssnenes 511
USING ACLION RESUIS ......eeeeeerecereeereererte e s ree e sae e seesesaesas e s e e sae e sae e saesasnesae e sae e sae e saenasaesansesannenes 513
Validating DALA ......cceoeeeeeereerererre e s s s e e s s s e e e e e s e e a e e e e e ae e e e e e e e ae e naen 519
Applying the APl Controller ATFDULE ........ccoeererererere et s see e e se s e e s e sae e saenenaes 520
Omitting NUIl PrOPErties ..o sssens 522
SUMMEAIY ...ttt a e e e ae e e e a e e aeen e e e ae e s e nnennanns 526
Chapter 20: Advanced Web Service Features.........cccoummmmmmmmmnnnnmmmmsssssssssssnssssssss 327
Preparing for This Chapter ..........cccoieenicres s 528
Dropping the DAtahaSE........cccverereririererer e a e n s 529
Running the Example APPlICALION .........coevireierer e sr e 529
Dealing with Related Data.............cccvcrvriersrsrcer s 530
Breaking Circular References in Related Data ...........cocooeeeeerreieserincesesseeeses e 532
Supporting the HTTP PATCH Method .........ccoovvrirvrrrrr et 533
Understanding JSON PatCh..........cco e rere e ree e sae e sa e s e e ae e ae e sa s sae e es 533
Installing and Configuring the JSON Patch Package .........cccccvevererererrerereresreree e 534
Defining the ACtion METNOU .........ccceeererere e ae e ae e ae e e s e e 535
Understanding Content Formatting ...........coccevvevenncnnncncssse e 537
Understanding the Default Content POIICY .........cccoverererinienesnse s sesss s sssssssenens 537
Understanding Content Negotiation............ccoeccvererrrerenniessie s sese e se s sessesessssassessssesssnenes 539



TABLE OF CONTENTS

Specifying an Action ReSult FOrMAL..........ccccoiieinrnnicnr e sss e s 544
Requesting @ Format in the URL..........cooeiieeccessesrerir e se e sn s 545
Restricting the Formats Received by an Action Method............cccovvnnnnnnnnn 546
Documenting and Exploring Web ServiCes.........cccuuvvrerircescessenses s s s s e sennnns 548
ReS0IVING ACLION CONTIICTS .....ocovieeceeerececris et 548
Installing and Configuring the Swashbuckle Package...........cccocoerrreienrrnecerrreeseseee e 550
Fine-Tuning the APl DESCHIPHON .......cucueceirireeceiriee e e 552
31111 P2 7SS 556
Chapter 21: Using Controllers with Views, Part | ........ccccccmmnnrnnnssssssssnnnnnsnssssnes 557
Preparing for This Chapter ... 558
Dropping the DAtADASE ........cceceeeerereerere et r e e s ae e sesae e s s ae e e e s ae e s ae e e nae e es 559
Running the Example AppliCatioN ... 559
Getting Started With VIEWS........ccoeciierrs e 560
Configuring the APPlICALION .........ccceiriecrrrr e e a e 560
Creating an HTIML CONTIOIIET.........ccocvuiuiereririsie e ses e e sa s sa st st s sa s et seens 561
Creating @ RAZOI VIBW.........cccveruiuecreriie e sss s s s as e s sa s sa st ss st nn e 564
Selecting a View DY NAME ... 567
Working With RAzZOr VIEWS.........cccveerrerierierserser s se e s e s e s s s snnses 571
Setting the VIEW MOTel TYPE.....cov e 575
Understanding the Razor Syntax..........ccceevermnnninnsnss s sss s sss s sss s sessessassessenns 580
UNnderstanding DIFECLIVES .......ccceeeereerererererersereesereeseseesesseses e ssssessesessesessssessesassessssessssssssassessssessenens 581
Understanding Content EXPreSSIONS........cccverererererererereressersssessesessesessessssessssessssesssssssssessessssessenees 581
Setting EIement CONTENT.........coo et ae e re s e sa e e sae e sae e saenanaens 582
Setting AIDULE VAIUES .....coveeceeeere ettt sar e s sesee e sae e s sassesae e saesesaesesaesassesas e saenesasnasssanaens 584
Using Conditional EXPrESSIONS.......cceeerererererrerserereesersesessesessessssessssessessssessssesssessesesssssssssessessssessenens 585
ENUMEIating SEOUENCES......coveereeereerereerereresersesereesesaesessesassessssessssessesessesessessssessssesssnesssssssesassesseneres 589
USiNG RAzOr COAE BIOCKS.........c.coeereeereererereseree e seseesessesessessssessesessesessesassessssessssessessassessesassessenenes 591
SUMMEAIY ...t e a e s b e ae e e e a e e s e n e ae e s e nennae s 593

xviii



TABLE OF CONTENTS

Chapter 22: Using Controllers with Views, Part Il ..........cccccinnsnnennnnssssnnnsnsssnnnns 595
Preparing for This Chapter ... 995
Dropping the DAtabase ..........coreererereer e 597
Running the Example APPlICALION ..o 597
USING the VIEW BAQ ...cceceeereiirereeceree e sse e s s sas s s sssssssassassasssssassssssnnsnns 598
USING TEMP DALA .......ooveeeeeeeeereereeerse e sse e e sae e e sr s s e sr e sresnssnesnesnennnnnennnnnnns 600
Working With LAYOULS.........ccocreercrcir s 603
Configuring Layouts Using the VIEW Bag.........cccoveeeerrrencrrseeseseree e 605
USING @ VIEW STAIT FlB........cceeceeeee e 606
Overriding the Default LayOUL..........coeeerreeeeeseeeriree et 608
USING LAYOUT SECHONS ...t e 612
USING Partial VIBWS.......coereicereirirceree s sse e ssssssssesssssssssssssasssssssssssasssssasssssasssssssnsnns 619
ENabling Partial VIEWS .......ccoueerecreerere et reesereesessesesaesas e ssssessesesaesassesassesaesessssesassassesassesasnenes 619
Creating @ Partial VIEW ........coccceecererere e res e ree s sereesesseses e sas e saesessesesaesassesassesassessssesassassssassesssnenes 620
APPIYING @ PArTIal VIBW ......veeeeereecreereree e reseseeereesesaesesaesessesassessesessssessessssessssessssessssessessssesssnesssnssaes 620
Understanding Content-Encoding ........ccccoeeiveeennicnnncncssse s 624
Understanding HTML ENCOUING ....cveveviiinirircrene et sss s s s s sss s ssssssssssssssssasssssenes 624
Understanding JSON ENCOAING.......ccoeereriererrerrerereneresessesssessssessesessesessessssessssessssessssssssssssessssessenenes 626
1111 112 SRS 627
Chapter 23: Using Razor PAges .....cccurusssmenmessssnnnssssssnsnssssssnsnsssssssnssssssnnnssssssnnnnss 629
Preparing for This Chapter ... 630
Running the Example APPlICALION ..o 630
Understanding RAzor PAJES ........cccuvevererernnessessesss s ssssssssssssssssssssssasssssssssssssssssssssnns 631
Configuring RAzZOI PAQES ........ccceuerereerererereresereesersesessssessessssessssessesessesessessssessssessenesssssssssassesassessenens 632
Creating @ RAZON PAQE .......cccvueereerereerererereresereesessesesaesessesassesss e ssssessesessssassessssessssesssnesassessesassesssnenes 633
Understanding Razor Pages ROULING........ccceeeeerereresesse e ssesse e ssesessessssssssssssssennnnns 638
Specifying a Routing Pattern in @ RAzor PAge .........cccvcevvenienernnesesssss s se s sessssssens 640
Adding Routes for @ RAzZOr PAQE.........cuvvrerrerrinninrissinsis e sss s sessssssssssssssassessssssssssssssssssssssssssssssssssssnens 642

Xix



TABLE OF CONTENTS

Understanding the Page Model CIass...........cccuceeeererncnesnsenssesse s sessens 643
Using a Code-Behind Class File.........cccoururiereerererereseresesesesessesessesessesessessssessssessssessesssssssssessssessenenes 644
Understanding Action Results in RAzOr PAgES.........ccvvvirevierinninnis s sssssssssssssssssssssssssessssssn s 647
Handling Multiple HTTP MEthOdS .......cccoeiiiireriri s ss s s s s e s ssssss s s 651
Selecting @ HaNdIEr MEENOM .........cccvvverrerererire st sre e s e sse e sae e se e saesas e sae e sasnesaenassesanaens 653

Understanding the Razor Page VIEW ..........coeceeeecrccece s sns s snnnns 655
Creating @ Layout for RAzZOr PAQES ........ccoruruieriririeeeririsceseses e 656
Using Partial Views in RAZOE PAQES ........ccvurueerireriieienirieeeresis e ss e sss e sesnssssens 658
Creating Razor Pages Without Page MOEIS............ccorriennneieserreeessse e 659

31111 P 7SS 661

Chapter 24: Using View COmponents ........cccuseemmmssssnsnmsssssssnmsssssssssssssssssssssssnnnns 663

Preparing for This Chapter ... 664
Dropping the DAtADASE ........cceeeeeeereerere et re e e e s e s e e s e e ae e ae e s s na e e e e e es 666
Running the Example APPlCALION ..........coveevecererere ettt se e ae e sa e sae e 666

Understanding View COMPONENTS ........cccoceveeiccnnninenncre s s sesse s 667

Creating and Using a View Component ..........ccoeoeveiecesesesc s ses e sss e snssnssnsnnnns 667
Applying @ VIeW COMPONENT ... e s 668

Understanding View Component RESUIS .........ccceeevrrervnnrnnc s sessenenns 672
Returning @ PArtial VIBW .........ccceeeereerirererertr e reesersesereesesaesessesss e ssssessesessssassesassessssesssessssessssassesssnenes 673
Returning HTML FragmEntS.......ccccveeerererrererereesereeseseesessesessessssessssessesessessssessssessssesssssssssassessssesssnenes 676

Getting Context DAt .........cccvceeriereririerr e e 678
Providing Context from the Parent View USiNg ArguMENtS.........ccoceeeeevereresseressessesersesessesessesessessssenes 680
Creating Asynchronous View COMPONENTS ........cccuieierernnenessssesessssssssessssssssesssssssssssssssssssssssssssssnnns 685

Creating View Components ClaSSes ........coueeerererrerressessessssssssessesssssssssssssssssssssssssssssnns 687
Creating @ Hybrid CONTroller CIASS........cccorurueererereeeeririsseeseses e sa e nens 690

31111 P 7SS 692

Chapter 25: Using Tag Helpers ......cccccuusseenmmssssnsnmmssssnsnssssssssnssssssssnssssssnnnssssssnnnns 693

Preparing for This Chapter ... 694
Dropping the DAtADASE ........ccecereeereerere et ae e ae e sa s s e e ae e e e ae e s s e e e e e es 696
Running the Example APPlCALION ..........coveeveeeeere et a e e sa e sa e a e 696

XX



TABLE OF CONTENTS

Creating @ Tag HEIPEr ..ot 697
Defining the Tag HEIPEE ClaSS.......cccvvurererrereererserersssessesessessssessssessesessesessessssessssessesessesssssssssessssessenenes 697
Registering Tag HEIPEIS. ..o s st s e b a e b a e e sa e e s 700
USING @ TAG HEIPET ... s a e e b a e e b b a e e e b e e a e e et e nn e e 701
Narrowing the SCope 0f @ TAg HEIPET .....cccevveerrerererre et sa s ss e ae e sae e sa e sa e e s 703
Widening the Scope of @ Tag HEIPET ... 704

Advanced Tag Helper FEAtUrES.........cceveeerererre e sre s sne s snesnssnssnssnesne s 706
Creating Shorthand EIBMENTS..........cooeeeririeireecrrs e 707
Creating Elements ProgrammatiCally .............ccoerureeerinnenessseesesesee e 709
Prepending and Appending Content and EIBMENTS ...........ccccorreienenneienesseeeses s 710
Getting View ContexXt DAta...........cccoeureererireecsiriee e e 714
Working With MOUEl EXPIrESSIONS.........ccceerurueererereeesesesseesesessssssesessssssesesss s e sssss s sessssssssssssssssssssssans 717
Coordinating Between Tag HEIPEIS. ... 722
Suppressing the Output EIBMENT..........cci 724

Using Tag Helper COMPONENTS ........ccccevererennrere e sss e ssssesses s ssessssassassssssssasssssnns 726
Creating a Tag Helper COMPONENT .........cceceveeiereerere s rererer e rse e reesessesesse e ssesas e saesessssesassessesassesssnenes 726
Expanding Tag Helper Component Element Selection...........ccceccvevererreresseressene e 728

SUMMEAIY ...ttt a e e e ae e e e a e e aeen e e e ae e s e nnennanns 730

Chapter 26: Using the Built-in Tag Helpers.............covmmsmmsnmsssnsssmsnmssssssssssssannss 731

Preparing for This Chapter ..........cccoieenicres s 732
Adding an IMAGE File .........ccevieririerir s e e e a e s r e s se e s r e e a e n e e 733
Installing @ Client-Side PACKAGE .........cccererereererrererresereseresesersesessesessesessesassesassessssesssssssessssessssesssnenes 734
Dropping the DAtahaSE........cccverirerinieri e r e a e nn e s 734
Running the Example APPlICALION .........covvivere e 734

Enabling the Built-in Tag HEIPErS ... 735

Transforming Anchor EIBMENtS .........cccvvrvrinrrrrrer e 736
Using Anchor Elements for Razor Pages ...........cumnnnissssssssssssssssssssssssssssssens 738

Using the JavaScript and CSS Tag HEIPErs .......ccccccverrrrenniennsese e sessens 740
Managing JavaSCHPL FIlES .......coivvverrerererer e serre e sesseses e sss e ssesessesessesassesassessesesssssssssassesassesssnenes 740
Managing CSS STYIESNEELS.....cuiererrircrrr e e 748

xxi



TABLE OF CONTENTS

Working with Image EIEMENLS ..........ccocvvreersrsrserserer s 751
Using the Data CacChe .........cccceeeeererecerereece e sn e sn e sn e sn e snesnesnssnesnesnenens 753
Setting CACKE EXPITY ....eeeeeeeeceereeeetr et s 755
Using the Hosting Environment Tag HEIPer .......ccoeveveverr v seesenenns 758
SUMMEAIY ...t a e e e ae e e e re e s e n e ae e s e nnernanas 759
Chapter 27: Using the Forms Tag Helpers .......cccccnnmemmmnssssnnsnmssssnnsssssssssssssssnnens 161
Preparing for This Chapter ..........ccccocieenicncsre e 762
Dropping the DAtahaSE........cccvevirierirene e e a e p e nn s 763
Running the Example APPlICALION .........ccevirere e na s 763
Understanding the Form Handling Pattern............cooooeeeceeecece s 764
Creating a Controller 10 HandIe FOMS ..o 765
Creating a Razor Page t0 HaNdIe FOrMS.........cccouiuiiicrircccrir e 768
Using Tag Helpers to Improve HTML FOrMS.......cccooevirirensnsrs s sessessessessssssssenenns 770
Working With FOrm EIBMENTS ......coueoereeererere e res e seraeses e e e sas e saesesaesesaesassesassesasenans 770
Transforming FOrm BUHONS........cccouerrecerre et ra s sa e e ae e sa e e ae e naan 773
Working with input EIEMENS .........ccocvercercrerer s 774
Transforming the input Element type AttribUte.......cccoeeeecree e 776
Formatting input EIeMent ValUES..........covvi et sa e sne s 778
Displaying Values from Related Data in input Elements.........ccccvvirecnecnicnssc e 782
Working with label EIemMents...........coccovrcrcrcncrcr e 786
Working with Select and Option Elements ..........ccccvvrvrvrvrvncn s 788
Populating @ SEIECE EIBMENL..........ccoveeereereeceeeerressesresseseeses s s sessess s ssssessessessssessssssssessessssssssssssenns 790
WOrking With TEXE ArEaS........cceeerrersersersersessessessessessessessessessss e s s s snssnssnssnsssssnssnsssssnnssnses 792
Using the Anti-forgery FEAUre.........ooeeee e 794
Enabling the Anti-forgery Feature in @ CONtroller ... 796
Enabling the Anti-forgery Feature in @ Razor Page...........ccocerureiereneniencnenireeesesese e 797
Using Anti-forgery Tokens with JavaScript ClIENtS...........ccoerreiennneierereeerer s 798
31111 P 7SS 801

xxii



TABLE OF CONTENTS

Chapter 28: Using Model Binding ......cocccnmmmsssesnmmsssssssssssssssssssssssssssssssssssssssnnnnes 803
Preparing for This Chapter ... 804
Dropping the DAtabase ..........coreererereer e 805
Running the Example APPlICALION ..o 805
Understanding Model Binding ........ccccooeverereneseness e sss s ssssssssssssssssssssssssssssssssnns 806
Binding Simple Data TYPeS.....ccccverrirernscre s 807
Binding Simple Data Types in RAzOr PAgES .......cccuvrvererinsererisse s sesssssssessssssssesssssssssnens 809
Understanding Default Binding ValUES ..........cccoverirenininnnnnn s sss s ssssss e s 811
Binding COMPIEX TYPES .....evercerirerersir s se s se s se e sn s sr s sn s e sn s sn s snssnssnesnnnns 814
Binding 10 @ PrOPEITY .....c.eeeeeeeeeee et 816
Binding Nested COMPIEX TYPES......coeurueerererreeesesisesesesesss e ses e sesss e e e e s s ss s e e ssssenssnens 817
Selectively Binding PrOPertieS.........ccoeuruecieririeicrirreesisis s 822
Binding 1o Arrays and ColIECHIONS..........ccocvvrrerienrerser e 825
BiNGING 10 AITAYS ....cveereerererererte s ses e res e s as e aesesaesesaesa s e sa e e sae e sae e saesasaesassesaesesassesasasseassessnnenes 826
Binding t0 Simple COllECHIONS........ccceeeeecerererer e ra e e e s e e ae e ae e s e e s e e e es 829
Binding t0 DICHONAIIES .....cceveeereeereerere st res e sae s aeses e sa e e sae e sesesaesasaesas e sae e saesesassasassassesannenes 831
Binding to Collections of COMPIEX TYPES ....cvveereerererrererrererererssrersesessesessessssesssessesessesessessssessssessenens 833
Specifying @ Model Binding SOUICE.........c.ccevierererieresiseresse e ssesese s ssesessessssessens 836
Selecting a Binding SoUrce for @ Property.........ccuveervninesessnnssessssss s ssssssssesesssssssssssssssenes 839
Using Headers for Model BiNQinNg .........cccevivenininnninenene e sss s ssssssssssssssssssssssssssssssses 840
Using Request Bodies as BindiNG SOUICES ........cuccvererererererierserersesessesessessssessssessssessssssssssssessssessssenes 842
Manually Model Binding.........ccocveeremrinnessessrsesses s ses s sesses e sss e e s ssssssssssssnsnns 844
1111 P SRS 846
Chapter 29: Using Model Validation ..........oocceemmmmmmmnmssssssssssnnsmmssssssssssssssssssssssnns 847
Preparing for This Chapter ... 848
Dropping the DAtADASE ........ccecereeereerere et ae e ae e sa s s e e ae e e e ae e s s e e e e e es 849
Running the Example APPlCALION ..........coveeveeeeere et a e e sa e sa e a e 850
Understanding the Need for Model Validation.............cccceeeeerenesssessseeseesee s sennens 850

xxiii



TABLE OF CONTENTS

Validating DAt ........ccoceeeeerercrese e sn e 851
Displaying Validation MESSAQES .........ccceerrerrriereneresesesssessssesss s sesesss s e sessssesssssssssssssssssessanenns 855
Understanding the Implicit Validation ChECKS .........cccveveriereriereererrereresesesesessssessesessesessesassesassessssenes 857
Performing EXpliCit Validation...........ccooeveiinininennes s ss e sae s sessas e s 858
Configuring the Default Validation Error MESSAUES .......ccecevererrerereererseressersssersssessesessessssessssessssessenenns 862
Displaying Property-Level Validation MeSSages........ccuurerrrerrsresresessessssssssessssessssesssssssssssssssssesssnens 865
Displaying Model-Level MESSAQES ........ccvrerrrrerrererresessssssesssessssessssessssssssssssssssssssssssssssssssssssssssssssnens 867

Explicitly Validating Data in @ Razor Page ..........ccceervernersersensessesses s ses s sessessnssnsnns 870

Specifying Validation Rules Using Metadata............cccocevrvrrrnrrnsnvsvrss s 873
Creating a Custom Property Validation ARFDULE ........cccoeerriereeere et 877
Creating a Custom Model Validation AtribULe ..........ccceererrcerr et 878

Performing Client-Side Validation ..........c.c.ccoevreenirccnic e 884

Performing Remote Validation...........ccccoeeeeecececc e ne e 887
Performing Remote Validation in Razor PAgES ..........ccovureiererereeriririeecerieeeses e 890

31111 P 7SS 892

Chapter 30: USing Filters .......ccccuusemmmmmsssnnnmmssssssnmsssssssnssssssssnssssssnsnssssssnnnsssssnnnnns 893

Preparing for This Chapter ... 893
Enabling HTTPS CONNECHONS.......cccoeeereecererererte e ree s e ses e sae e aesesse e ssesas e saesesaesesaesasassassesasnenes 895
Dropping the DAtADASE .......ccceeereerererere et e s ae e ae e ae e sa e e e e ae e ae e sae e e e e e e es 897
Running the Example APPICALION ..........cov et sae e sa e e sae s 897

USING FIREIS ...t e e se e sns s s snesn e snenr e sn e snesnssnnsnennsnnnnnnnnnnnns 898
Using Filters in RAZOI PAGES .......ccviurerirerereriese s sse e ssessesaesssssessssasssssassassassssssessssssssssssssssssssssssnsnses 901

Understanding FilterS ........covoereeerereresc e sse e sssssessesns s snesnssnesnssnesnesnnnnns 903

Creating CuSTOM FIEIS......cccuvirerere e ss e sa s sassa e sa s sa e sn e saennens 904
Understanding Authorization FIREIS .......ouceveeeerere et se e sa e sae e s e ae e sas e sae e s 905
Understanding RESOUICE FIlLEIS ........ccevercererrereerererererererereressersesessesessesassesssessssessssessssessessssessenenes 907
Understanding ACHON FIEIS .......cccveererere st res s v res e rae e sesesse e s sa s e sae e saenesaesasaesassesasnenes 912
Understanding Page FIlEI'S .......cecverrererererreresereesereesesseses e ssssesaesessesessesassessssessssessesessssassessssesssnenes 916
Understanding RESUIE FIILEIS .......cccevererererrrere e re s res e res e seesessesessesassesassesaesesassessssassesassesssnenes 921

XXiv



TABLE OF CONTENTS

Understanding EXCEplion FIEIS........cci s 926
Creating an EXCEPLION FIlIEr ....c.cveceeeiieccrrr ettt 927
Managing the Filter LIfECYCIe .......cocrvreercirsircer et nns 929
Creating Filter FACTOMIES .......cooureeceereeeccrir et 931
Using Dependency Injection Scopes to Manage Filter LifeCyCles.........covrrenennneienenencseserereeeens 933
Creating GIoDhal FIEIS ..o ss e sr e sn s sn e sassassassa s sn e snesns e 934
Understanding and Changing Filter Order.........ccccooerirennicnnsnsess s 937
Changing FIEr OFUEN .......cccceeriieiererse e sa bbbt a e e e a b e 939
1111 112 SRS 941
Chapter 31: Creating Form Applications .........cccvnnemmmmmsssssnsmssssssssssssssssssssssnnns 943
Preparing for This Chapter ... 943
Dropping the DAtabase..........coeeerrrcereerr e e 946
Running the Example APPlICALION ..ot 946
Creating an MVC Forms Application...........cccevevernrnnesesses s ses s ssssessssssssessesssssensenns 947
Preparing the View Model and the VIEW ..........coecereererre s rerseses e rasessesessesesassessesessesssnenes 947
LT o [T T D - 949
L0 T 1T D - 952
017 T N 955
DY 1=T (T oI L 958
Creating a Razor Pages Forms Application ............ccceorvenniennscnsesnscse s 960
Creating Common FUNCHONAILY .......ccceeveriiiierrr e e 962
Defining Pages for the CRUD OPErations.........cccovierererinesesessnsesesssssssessssssssessssssssessssssssesesssssssssnens 965
Creating New Related Data ODJECES ........ccceeeeerererre e e 968
Providing the Related Data in the Same ReqUEST...........ocoeerreiennrce s 968
Breaking Out t0 Create New Data...........cccouruieeirireeccrreeeere et 973
31111 P2 7SS 978

[ = T G L N | ¥ £ |

Chapter 32: Creating the Example Project..........cccuscmmmmmsssnmnmnsssssnnmssssssnsssssssnnns 981
Creating the ProjECL........cviierere e ss e sr e sn s sa e sa s sa e sn e sa e sn e snenens 981
Adding NuGet Packages t0 the PrOJECT.........ccvceererererere st sae e e sae e e sae e saenesnes 982

XXV



TABLE OF CONTENTS

Adding @ Data MOdEl ..........ccoeeeeerererererre e sa e sn e sr e sa s sn e nn e snennn s 983
Preparing the SEEA Data...........cccvcerererererers e sesse e sa s ae s ae e sae e saesassesaenees 984
Configuring Entity Framework Core Services and MiddIEWAre ...........cccccvvrererennesesennssesesssssesenens 986
Creating and Applying the MIgration ... seens 987

Adding the Bootstrap CSS FrameworK...........cccocceeeereienesesese e sss s ses s e snssnenns 987

Configuring the Services and MiddIEWArEe ..........ccccverererrrnnene s seeeens 988

Creating a Controller and VIEW............ccovvreenvereninersscse s sesse s 989

Creating @ RAzor PAge........cccceeeueerereererierie e sse e s snessessesnessssne s sns s s s sns s snssnnnnnns 991

Running the Example Application...........cccvvrvrinrensinsen s sessesenns 993

SUMMEAIY ...t e a e s b e s ae e e r e e s e n e e e ae e e e ne e nanas 994

Chapter 33: Using Blazor Server, Part 1 .........ccccivnnemmnmnnsssnnmsnssssnsmssssssssssssssssss 999

Preparing for This Chapter ..........ccovrenicscsrcrn s sns e 996

Understanding Blazor SEIVEN .........cccveeerereierere e sss e sss e ssesesssssnssnesnsssssnssssssssnns 997
Understanding the Blazor Server AQVantages ..........cccoeeeerererenenereseesesesesesseses e sesesssssssens 998
Understanding the Blazor Server DiSadvantages .........cococoeeererenererereeseseseesesesesee s sesesseeseens 998
Choosing Between Blazor Server and Angular/REaCt/VUE.S .........cocrererererersnensnsssnsssnssssssssessesssenens 999

Getting Started With BIQzZOr .........cccoeiererercccrccr e sn e 999
Configuring ASP.NET Core for BIazOr SEIVEN .........cceevereriererereerereesessesessesesessssessesessssessssessessssessenees 999
Creating a Razor COMPONENT........ccvviirminininns s 1001

Understanding the Basic Razor Component Features.........c.ccocvvverriernscsenessessnnennns 1007
Understanding Blazor Events and Data Bindings .........ccccocvvvvnninnnnnnnnnsssssss s ssssssssssesssnsens 1007
Working with Data Bindings .........cccoreeirerrneirssese s 1017

Using Class Files to Define COMPONENtS..........ccccoeeeiereresese s e e 1023
UsSing @ CodE-BeRING ClaSS.........cccrururureriririeeririseesesesse e ens 1023
Defining @ Razor COMPONENT CIASS .......ccoururueirerereeriressee e ses s seens 1025

1111 1P 2SS 1026

Chapter 34: Using Blazor Server, Part 2 ........cccccccmmnnnnmnnssssssssnnsnmsssssssssssssnssnns 1027

Preparing for This Chapter ... 1027

Combining COMPONENTS .......coceevieeerirerrrsere e sn e sn s 1028
Configuring Components With AFDULES.........coeereeererererercrereree e 1030

XXVi



TABLE OF CONTENTS

Creating Custom Events and BindiNgS.........ccccvrinnennnniennnss s sesessssssesessssssssesnns 1036
Displaying Child Content in @ COmponent.............ccocecrerrrcrcsssss s 1042
Creating Template COMPONENTS..........cococeerreiererireesere e e e se s neneas 1044
Using Generic Type Parameters in Template COmponents ...........cooeeernienennseneseseseeseseseesenens 1047
CasCaUiNg PaAramELers..........covueeeererueeieririse e se e se e se s e e e eas 1055
L1010 T T 0] S 1057
Handling CONNECHION EITOIS........corereeereereree s rerereeessesesaesessesassesas e sesesaesessessssessssessssessessssessssenes 1057
Handling Uncaught AppliCation EFTOFS........ccoeeerererrererereereresesersseressersesessesessessssessssessesessessssesssnenes 1060
USING ErrOr BOUNUANES. .....ccceueereererererereerersesessesessessesessesessesessessssessssessssssssssssesssnesssnsssenssssssssessssenes 1063
SUMMAIY ...t e a e e a e s e e R e e R e s ae e e e 1068
Chapter 35: Advanced Blazor Features .......cuuseessmmnnmnssssssssssssnssssssssssssssssssnneees 1069
Preparing for This Chapter ... 1070
Using Component ROULING........ccceeerererereirese e ssesesssesse s s s ssssnsssssnssssssnnes 1071
Preparing the RAzZOK PAQE..........cccoceuruieiererieeeiris et 1072
Adding Routes t0 COMPONENLTS .......cccoueueirerereeerereesesesie s 1073
Navigating Between Routed COMPONENTS ..o 1076
Receiving ROULING DALA ........ccoueeeererieeicririeeesis e 1080
Defining Common Content USING LAYOULS .........cccueeeeririeienererieeseseseeee e 1081
Understanding the Component Lifecycle Methods..........ccccocvvvverrvrvsvscnsnserseeene 1084
Using the Lifecycle Methods for ASynChronous TaSKS .........cceeererrereerereeseresesersssessssessesessesessessssenes 1087
Managing Component INteraction ............cccevvieeniernsnsesnsc s 1088
Using References to Child COMPONENTS ........ccccriiiierirniienirinse s sesss e sesasssssseens 1089
Interacting with Components from Other COde ........cccuirrriiernnnrr e 1092
Interacting with Components USing JAVaSCHPL........cccovvivrnninnnssesess e sessseesnns 1097
1111 11T 2SSOSR 1106
Chapter 36: Blazor Forms and Data.........cccccussemmnmnsssssnnmssssssssnssssssssssssssssssssssnns 1107
Preparing for This Chapter ... 1108
Dropping the Database and Running the Application ...........cccereiinnneser s 1111
Using the Blazor Form CoOmponents.......cccocveverennnnnessenses s sesssssessssssssessassessesses 1112
Creating Custom FOrm COMPONENTES.........ccceeererererrrertesererereres e res e sesesaesessesassessssesaesesassassesassenes 1114



TABLE OF CONTENTS

Validating FOrm Data..........cccoeeiieniicrccresise e e s r e s nnn e 1118
Handling FOrm EVENES ... e s 1123
Using Entity Framework Core with BIazor ...........ccccoereeeeececccesecee s 1125
Understanding the Entity Framework Core Context SCOPE ISSUE ........cccoureruerererereienerereenereseeeeens 1126
Understanding the Repeated QUErY ISSUE .........ccoverriereneriesinc e 1130
Performing Create, Read, Update, and Delete Operations..........ccccoevverrrrerrersersensennes 1136
Creating the List COMPONENT ..ot sa e se e e sae e s 1137
Creating the Details COMPONENT..........cccoeeererrerere et e e ra e s e e e e ae e aesa e e naenees 1138
Creating the Editor COMPONENT........coouvurimrninnsiis s 1140
Extending the Blazor Form Features.........ccccvcrcscrcscscesses s 1142
Creating a Custom Validation CONSIraint ...........ccccoecervniiennnnisnesnsssesess e sessssesesens 1143
Creating a Valid-Only Submit Button COMPONENt ... 1146
1111 11 2SSOSR 1148
Chapter 37: Using Blazor Web ASSembly........cccermmsmmnmmsssssnssmsssssssnssssssnsssssssnns 1149
Preparing for This Chapter ... 1150
Dropping the Database and Running the Application ... 1151
Setting Up Blazor WehASSEMDIY ........cccovvverrerrerrerrerrersesses s s s sss s e sesssssesssssesssssenns 1152
Creating the Shared PrOJECL.........cccveveereere et e s ae e sa e s r e s ae e ae e e e e es 1153
Creating the Blazor WebASSEMbIY PrOJECL.........ccoecererereerere et eree e e s sae e ae e sae e sae e snesaenees 1153
Preparing the ASP.INET COre PrOJECT........ceoeverererererterereesereesesesas e res e saesessesessessssessssessesessssassessssenes 1153
Adding the Solution REfEIENCES .......cceeverererererertr e reerere e res e reserae e saesessesessesassesaesesaesesassassesanaens 1154
O0PENING the PrOJECTES ...ceeeveereererererertr et se e s as e ae e s aesessesa s e sae e sae e saesasaesaenesaenesaesesaesassesansenes 1154
Completing the Blazor WebAssembly Configuration..........c.ccoeccvecerereresenesse s e sese e 1155
Testing the Placeholder COMPONENLTS ........ccceverereererererererererereseree e saesessesessesassesassesassessssassenssaens 1157
Creating a Blazor WebAssembly Component ............ccocerenninnnnsesssesesessesesennas 1158
Importing the Data Model NaMeSPACE ..........ccceeerrierriieresise e e sn e sne s 1158
Creating @ COMPONENT.........ccocvuiireririne et re s st b b e se b bt sa b e nnan 1159
Creating @ LAYOUL.......ccoiicrcrirec st e ne e e 1163
DEfiNiNG CSS STYIES .....cvvieeerirrrecrir sttt et sa e nn s 1164

xxviii



TABLE OF CONTENTS

Completing the Blazor WebAssembly Form Application...........cccoeeevieenicrccncennnenne. 1165
Creating the Details COMPONENT.........ccceererererererere e e e sa e s e e ae e saesasaesae e es 1165
Creating the Editor COMPONENL...........cccceeirerere e s e ae e sse e s s e s e e saenesaesasaesaesees 1167

SUMMAIY ...ttt r s s s r s e s r s sn e s e e e sn s s e e e s e en e s e s e nn e s e s e nennennannnnnnnnn 1170

Chapter 38: Using ASP.NET Core ldentity........cccermssnmnnmssssnnnnssssssnnsssssssnnsssssnnns 117

Preparing for This Chapter ... s 1172

Preparing the Project for ASP.NET Core Identity.........ccocvvrvrvnrernnsensennesses s sessenns 1173
Preparing the ASP.NET Core Identity Database..........ccccoevrerererercersre e see s 1174
Configuring the APPlICALION .........cceceeeeereere e sa e e e s e e e ae e saena s e nae e es 1175
Creating and Applying the Identity Database Migration ..., 1176

Creating User Management TOOIS...........cucceerererenienesessessnsesesessesss s sss s sessessssesnes 1177
Preparing for User Management TOOIS .........cvvvererinennnienn s sss s ssssss e ssssssssssssssssssssnens 1178
Enumerating USEr ACCOUNTS .......ccceveriiirereresie e sas e ssessessssasssessesssssssasssssaesssssssssssssssssssssssssassssnens 1179
CrEALING USBIS .. ccveereererrereeersesersesassesassesssessessssesassessesessesssssssssessssesssnesssnsssssssessenessensssensssensesessesenes 1180
L0y T o L SR 1189
L]y T U] £ 1192

Creating Role Management TOOIS.........ccccceeeeereneensesse e sseses e sne e snssnssne e 1193
Preparing for Role Management TOOIS...........cccerurueenerereeeneririse e 1194
Enumerating and Deleting ROIES ..o 1195
Creating ROIES .......ovcceeerecccririeecre et R e ne b s e ee e s e e e nnas 1196
Assigning Role MembBership ... s 1198

1111 1P 2SS 1200

Chapter 39: Applying ASP.NET Core Identity......ccccccirnmmsssssmmmnnnnnnsssssssssssnnnnnnnas 1201

Preparing for This Chapter ... 1201

Authenticating USEIS........ccoceeierererersessessessessessessessessesssssessssssssssssssssssssssssssssssssnsnns 1203
Creating the LOGIN FEALUIE ........ccccevereeereererte st resesasessesessesessesassesas e sasssssesassessssessssessesessesassesassenes 1203
Inspecting the ASP.NET Core Identity COOKIE.........cuoeverrrrrienerrrsnesesessnsssesesssssesesessssesessssssssesessssssenens 1206
Creating @ SigN-0UL PAQE ........cccceverierererererreresesesessssessesessesassesassessssessssssasssssessssesssssssesessessssessssenes 1207
Testing the Authentication FEAUIE. ... 1208
Enabling the Identity Authentication Middleware.............cccovereercercsc s 1208



TABLE OF CONTENTS

Authorizing Access t0 ENAPOINTS ........cccceeeeereresereseseessesse e s ssssssssssssssesssssssssssnnes 1212
Applying the Authorization ARFDULE ........cccceeeierescre e nnnnens 1212
Enabling the Authorization MiddIEWArE...........cccererieneninirerr e sa e e 1213
Creating the Access Denied ENAPOINt..........cccovveveriereirenere e ses e sessesse e ssesessesessesasnesassenes 1214
Creating the SEEA Data...........cccveeeriereeiererere s a e se s e s s e s a e e sae e saenaenenae e es 1215
Testing the Authentication SEQUENCE ... 1218

Authorizing Access to Blazor Applications .........ccccceeeeeeereress s 1219
Performing Authorization in Blazor COMPONENTS............cceerereeircreneeencsesee e sesseeeens 1221
Displaying Content t0 AUTNOFZEA USEIS.........ccceerurueerererieeiririse e 1223

Authenticating and Authorizing Web Services........ccocveverrrrrrssssses s sessenens 1225
Building a Simple JavaScript ClIENT..........ccoe e ra e s e sae e s 1227
Restricting Access 10 the WED SEIVICE .......ccevereverererere et sae e se s e sae s 1229
Using Cookie AUtNENTICALION............cccvueereeere et rre e re s ras e s e e ae e ae e s sa e s ae e sae e saesaeaenaesees 1230
Using Bearer Token AUthentiCation...........cccoevrererrerecere s sa e sae s 1233
Creating TOKENS .....cccceveeereerersererserersesasserssessesessessssessssessesssssssssessssessssesssnsssessssessesessensssessssensssessenenes 1234
Authenticating With TOKENS ........ccceueiererererirerreres e reeseseserseses e ressesas e saesessesessesassesassessesessssassessnaens 1237
Restricting ACCESS With TOKENS ........coueereeereerererererrs e serseressesas e ssesesaesessesasaesasnessssesaesessessssesassenes 1239
Using TOKENS 10 REQUESE DALA........cceueereeremrereeeeressesresseseesessessessessesssssssessessessessssssssssessessessssssssssesnes 1240

R3] 11 1P 7S 1242

INA@X.ciiieirinriesrimsnsns s s s s ————————————— 1243

XXX



