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Abstract

Flash memory is an important non-volatile storage medium. Reliable and secure
data storage in flash memories requires sophisticated coding and signal processing
techniques. Although error-correcting codes are applied in practically all flash
storage systems, coding techniques for cryptography and data compression are
less developed.

Due to the limited computational performance of the flash controller, many
flash storage systems rely on symmetric cryptography for the message authenti-
cation. Asymmetric cryptography like elliptic curve cryptographic (ECC) systems
offer additional functionality such as digital signatures and key exchange methods,
which allows a verification of the integrity and authenticity. In this work, we
demonstrate that ECC systems over Gaussian integers are very efficient. Gaussian
integers are a subset of complex numbers with integers as real and imaginary
parts. Since many Gaussian integer fields are isomorphic to prime fields, this
arithmetic is suitable for ECC systems. Implementations of cryptographic algo-
rithms are prone to side channel attacks. We show that using Gaussian integers can
reduce the complexity and memory requirements for hardware implementations
which are protected against such attacks.

However, determining the modulo reduction over Gaussian integers is extre-
mely expensive. To reduce the complexity, we derive a Montgomery modular
arithmetic over Gaussian integers. Moreover, we develop a hardware architecture
optimized for the ECC operations targeting low area. The proposed ECC pro-
cessor for Gaussian integers is a competitive solution for applications in flash
memories and other resource-constrained embedded systems.

Data compression provides several advantages for flash memory controllers,
e.g. improving the lifetime and storage capacity. In this work, we focus on the

vii



viii Abstract

dictionary-based Lempel-Ziv-Welch (LZW) algorithm. A fast and compact imple-
mentation of this universal data compression procedure is a challenging task due
to the recursive structure of the LZW dictionary. To speed up the encoding, we
present an architecture that applies multiple dictionaries in parallel. Two dictio-
nary partitioning techniques are introduced that improve the compression rate and
reduce the memory size of this parallel dictionary LZW algorithm.
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