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Foreword

By way of introduction, my name is Associate Professor David Bright. I
lead the Flinders Illicit Networks Lab at Flinders University in Adelaide,
Australia. My lab is one of only few labs internationally dedicated to the
study of illicit networks. I am also Deputy Director of the Centre for
Crime Police and Research, one of the foremost centres for criminologi-
cal research internationally.

I have been conducting research on illicit networks, mostly organised
criminal groups and terrorist groups, over more than a decade. Much of
my research, and the research undertaken in the Flinders Illicit Networks
Lab, employs social network analysis (SNA) to examine the social struc-
ture and dynamics of such illicit networks. As a forensic psychologist and
criminologist, ’'m intrigued by both sociological and psychological expla-
nations for individual and group-based criminal behaviour and the com-
plementarities across these two sets of explanatory mechanisms. I
remember my first introduction to networks and SNA, an introductory
book on the subject, and being struck by the potential that a network
perspective offered to elucidate the macro social structure of illicit groups,
the nature of smaller subgroups or cliques and the contribution and
influence of individuals within such groups. Much of my own work has
focused on the utility of social network analysis to identify the strengths
and vulnerabilities of illicit networks and to understand how law
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enforcement agencies can capitalise on these network vulnerabilities to
generate effective crime prevention and intervention strategies.

The community of criminal networks researchers internationally is
relatively small, but growing. I have been lucky enough to work with
some of the most amazing and talented scholars in this space across the
globe. My journey through the illicit networks field led me to collaborate
with international experts in the field, and among them a small group of
talented researchers here in Australia including the author of this book,
Dr Morgan Burcher (when he was a PhD student), and his supervisor
Associate Professor Chad Whelan from Deakin University.

Given the focus of my research, I have been consistently interested in
the extent to which law enforcement, intelligence and security agencies
use SNA, how they use it, how effectively they employ such analyses and
what challenges they face in employing such techniques. The answers to
these questions have remained elusive for me and for other criminal net-
works researchers. And this brings me to the important and unique con-
tribution this book makes to the literature on illicit networks. Dr Burcher
is one of very few researchers to address this important gap in the aca-
demic literature on criminal networks: the use of SNA by law enforce-
ment agencies in intelligence collection and operational policing. This is
no easy undertaking, and may explain why few have managed to conduct
such research. Gaining relevant ethics approvals, support from law
enforcement agencies and the trust of sometimes highly suspicious and
guarded (often for very good reason!) intelligence and security agents is a
significant achievement. This book is the unique output of that
achievement.

The key areas covered in the book will be of interest to students of
criminology and policing, academics who study illicit networks and, of
course, those at the coal face who conduct intelligence collection and
investigation, including those tasked with managing intelligence analysts.
The key topics of the book include: (1) the application of SNA as an
investigative tool for criminal intelligence; (2) whether and how SNA is
being used operationally by intelligence analysts; (3) the characteristics of
criminal networks and how such characteristics create challenges in the
use of SNA in operational environments and (4) the peculiar challenges
of organisational environments and the implications for SNA including
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the focus of investigators, working relationships (especially between oper-
ational police and management) and the unique challenges that arise in
the use of information technology platforms and SNA software.

This book makes a significant and very unique contribution to the
literature on illicit networks more broadly, and specifically on the use of
SNA by law enforcement, security and intelligence agencies. Researchers
who use SNA to study various aspects of organised criminal groups and
terrorist groups are interested in how SNA is used in operational con-
texts, how such use could be improved and how the challenges associated
with using SNA in such contexts can be addressed. This book provides
researchers with some answers to these questions. Researchers are also
very keen to know how their research can be used to improve practice and
policy in the field. On the other hand, intelligence analysts often desire
to read the work of researchers to get a sense of how to extend their
understanding and use of SNA. This book will appeal to both researchers
and practitioners, and may even help to bridge the gap between the two
groups by stimulating possibilities for collaborative work across the divide.

Adelaide, SA, Australia David Bright
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Series Editor’'s Introduction

Social network analysis (SNA) is described as ‘an analytical tool that
examines the social relationships that exist within social entities’ and in
this book it is applied to the much neglected research area of criminal
networks. Its importance for policing is that SNA affords the opportunity
to better understand how gangs or organised groups are structured and
the nature of information flows between members.

To-date research has focused on a retrospective analysis, rather than
focusing on current operations. This book redresses this and is based on
interviews with intelligence analysts in two Australian state law enforce-
ment agencies. It looks at how SNA is used in practice and the challenges
analysts then face. Specific techniques are discussed. For example, you
will learn about the 3-1 model, depicted as a triangle, each side represent-
ing one of three elements: interpreting the criminal environment, influ-
encing decision-makers and having an impact on the crime. Read on to
learn about ‘boundary-specification rules’ and their appropriateness for
use by intelligence analysts, the value of an ‘active library’ and the chal-
lenge of keeping it up to date.

Indeed, there are a variety of challenges that are covered in this book.
Software is one, for although it has improved markedly, developments
have not kept pace with the amount of data now being collected and
stored by law enforcement. Moreover, analysts are expected to be

XV
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competent in a large number of software programs in order to fulfil their
role but this limits their capacity to become highly knowledgeable in one
or two analytical approaches, such as SNA, and the associated software.

Then there are difficulties with the data, which are often inaccurate.
There are limits on the size of the networks analysts can examine. Indeed,
while analysts felt that SNA was best used on large networks, they pre-
dominantly focused on small groups and increasingly smaller ones. And
while SNA is best utilised in proactive investigations where it can be used
to identify further avenues of inquiry, this rarely happened to its full
potential with a bigger focus on the more traditional area of reactive
investigations.

Personnel are also a barrier and therefore an opportunity. The majority
of analysts reported both positive and negative working relationships
with detectives. The single biggest factor influencing the relationship
between analysts and detectives was the level of knowledge a detective
had about intelligence; sadly, this was often lacking. This was less the case
with senior managers who largely recognised the value of intelligence
albeit were generally less informed on the mechanics of how it worked.
Given that detectives and managers have considerable influence over the
type of work undertaken by analysts and the actions taken as a result of
their intelligence reports this, Morgan Burcher notes, educating them is
a key opportunity for change. Training was also an issue for analysts.
They reported that the training they received was at times inadequate and
complicated by the requirement of some to undertake other duties. The
author highlights the benefits of specialisation: becoming subject matter
experts on a small number of analytical techniques.

In short, the author finds value in SNA as an investigative tool, includ-
ing its ability to identify key actors and further avenues of enquiry: iden-
tifying information gaps and persons of interest that were previously
unknown to detectives. The task then is to act on the findings of this
book which is a must read for anyone working or interested in improving
criminal investigation generally or tackling organised crime specifically.

March 2020 Martin Gill
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Introduction: Intelligence-Led Policing,
Crime Intelligence and Social Network
Analysis

Introduction

The past two decades have seen considerable change occur within law
enforcement and crime intelligence agencies. For example, along with the
rest of society, law enforcement agencies have entered what is commonly
referred to as the ‘information age’ (Arquilla 2014; Castells 2004; Medina
2014). The outcome has been a dramatic increase in the amount of infor-
mation both produced and recorded by law enforcement agencies, creat-
ing numerous challenges as to how these data are collected, collated and
analysed (Arquilla 2014; Brodeur and Dupont 2006; Hauck et al. 2002).
A further change has been the blurring of the lines between the domains
of law enforcement and national security following many high-profile
terrorist attacks, including the 11 September 2001 hijackings and the 7
July 2005 London bombings (Brodeur and Dupont 2006; Coyne and
Bell 2011b; Stainer 2013). There have also been changes in the criminal
environment with the emergence of ‘new’ crime problems, including
cybercrime and cyber terrorism (Taylor et al. 2014). These changes have
forced law enforcement agencies to find new ways of understanding and
responding to crime. Many law enforcement agencies have turned to
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technology to complement longstanding policing and criminal intelli-
gence practices (Taylor et al. 2007). For example, while law enforcement
has a long history of attempting to map criminal networks (Harper and
Harris 1975), due to access to powerful computing this can now be
undertaken far more easily and on a scale that was largely not possible in
the past. At the forefront of this more advanced form of criminal network
mapping is social network analysis (SNA), a methodology that has
received considerable attention as it has the potential to be of significant
value to law enforcement agencies contending with a changing policing
landscape.

SNA is an analytical tool that examines the social relationships that
exist within social entities (Borgatti et al. 2013) such as a criminal net-
work. It is reportedly capable of identifying the overall structure of a
network (such as sub-groups), how information flows between members
of a network, important individuals and possible targets for disruption
(Bright et al. 2012). Reported capabilities such as these have contributed
to a great deal of interest in the application of SNA to criminal networks
and what it may offer law enforcement as an investigative tool. For exam-
ple, Borgatti et al. (2009, p. 892) noted that network-related research is
a popular topic, with ‘the number of articles in the Web of Science on the
topic of “social networks” nearly tripling in the past decade’. Within the
field of criminology specifically, ‘to find a manuscript using SNA meth-
ods is no longer rare, as both mainstream and specialty journals are now
regularly publishing papers using network methods (Bouchard and
Amirault 2013, p. 119). There is now a large body of literature that has
advanced our understanding of criminal networks by providing insight
into the structural properties and modus operandi of such groups (Ball
2016; Bright et al. 2015a; Koschade 2006; Morselli 2014). Despite the
intense interest in SNA, the research to date has been largely confined to
retrospective analyses of past criminal networks, often years after they
were in operation (Bouchard and Nash 2015). This is understandable
given the well-documented difficulty in gaining access to law enforce-
ment data due to security concerns (Bright et al. 2012; Klerks 1999;
Krebs 2002; Sparrow 1991). However, this means we know almost noth-
ing about the use of SNA within operational law enforcement environ-
ments, and this constitutes a critical gap in our understanding of the
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capabilities and limitations of SNA. As Mullins (2012a, p. 19) noted, if
we are ‘to take SNA to the next level as an investigative tool, there is a
clear need for improved understanding about how it is already being
used’ within operational law enforcement environments.

This book provides an in-depth examination of SNA within opera-
tional law enforcement environments. It draws on the existing SNA and
intelligence literature, as well as qualitative interviews with intelligence
analysts from two Australian state law enforcement agencies, to examine
whether and how practitioners can utilise the reported capabilities of
SNA. The views of intelligence analysts offer unique insights into the role
of this analytical methodology within law enforcement. The book pro-
vides an original contribution to both intelligence and SNA literature. It
is the first study to explore the use of SNA by law enforcement in Australia
and, more broadly, the first study to examine the use of SNA from the
perspective of intelligence analysts. The primary objectives of this book
are twofold: (1) to identify whether SNA is being used by intelligence
analysts in operational law enforcement environments in Australia, and if
so how; and (2) to determine what challenges intelligence analysts face
when applying network analysis concepts and techniques to criminal
networks.

This introductory chapter provides the context for this study and
defines several key terms, including ‘intelligence-led policing’, ‘crime
intelligence’, ‘network analysis’ and ‘social network analysis’. It is impor-
tant that terms such as network and network analysis are clearly defined,
as such concepts are often used in different ways (Whelan 2012). The
inconsistent use of such concepts has led to confusion within the intelli-
gence and security fields (Whelan and Dupont 2017). The first section
briefly examines some of the historical conceptual frameworks of law
enforcement to better understand the latest iteration, intelligence-led
policing (ILP). As ILP has been widely adopted by law enforcement
agencies both in Australia and abroad (Carter and Carter 2009; Ratcliffe
2016), it is useful to understand the contextual environment in which
SNA might be used. This is because the policing model adopted by law
enforcement agencies heavily dictates how intelligence is used, including
analytical tools like SNA. To achieve this the chapter examines the ‘3-1
model’, a framework of how ILP is intended to work within law
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enforcement agencies, with ‘crime intelligence’ at its core. Attention then
turns to an overview of SNA, including an outline of what differentiates
it from other forms of analysis and existing claims about what it can offer
law enforcement. This chapter then presents the research design of this
study, explaining why semi-structured interviews provided the best
opportunity for developing new insight into the use of SNA within oper-
ational law enforcement environments. The chapter concludes with a
brief outline of the book’s structure.

Conceptual Frameworks of Law Enforcement

A number of policing paradigms developed during the second half of the
twentieth century. These include: community-oriented policing (or sim-
ply community policing), problem-oriented policing and CompStat
(computer statistics or comparative statistics). It is important to examine
these frameworks as they have influenced the development of ILP, which
is both the latest iteration in policing (Ratcliffe 2016), and a focal topic
for this study. While each of these policing frameworks has similarities,
there are differences in their philosophy and the tactics they employ
(Ratcliffe 2016). Community-oriented policing places a heavy focus on
‘community involvement in crime prevention efforts’ (Gill et al. 2014,
p. 402). While there is no agreed-upon definition of community-oriented
policing (McGarrell et al. 2007; Ratcliffe 2016), Taylor (2006) observed
that among the different definitions there are several common themes,
including a focus on providing greater autonomy to front-line officers to
foster relationships with the community. Community-oriented policing
is a heavily studied topic, with much of the focus on assessing its effec-
tiveness (Fruhling 2007; Gill et al. 2014; Liederbach et al. 2008; Van
Brunsuhot 2003). For example, a systematic review of 25 studies con-
taining 65 independent tests of community-oriented policing, with the
majority conducted in the United States (US), found that while
community-oriented policing improved citizen satisfaction, perceptions
of disorder and police legitimacy, community-oriented policing had lim-
ited impact on reducing incidents of crime and the fear of crime (Gill
etal. 2014). This may in part help to explain why many law enforcement
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agencies looked to move on to other policing frameworks in an effort to
more effectively reduce crime, while maintaining some community polic-
ing programmes that are popular with citizens (Skogan 2006).

Emerging out of the US, problem-oriented policing, developed by
Herman Goldstein (1979, p. 257), ‘calls for the police to take greater
initiative in attempting to deal with problems rather than resign them-
selves to living with them’. It involves analysing a wide range of informa-
tion sources (including criminal databases, informants and the
community) for reoccurring problems in order to develop response strat-
egies (McGarrell et al. 2007). This focus on the community bears clear
similarities to community-oriented policing (the two are sometimes
bracketed together). However, problem-oriented policing is generally
regarded as having a much greater emphasis on analysing available infor-
mation and trying to target the underlying causes of crime (Ratcliffe
2016). It is claimed that it allows for a shift away from the reactive style
of law enforcement that has dominated since the inception of profes-
sional policing in favour of a problem-solving orientation (Rogers 2010).
It has been suggested that while problem-oriented policing is easy to
define, it is difficult to adopt, requiring a significant investment in ana-
lytical resources, a willingness to allow policing priorities to be grounded
in analysis, and for evidence to be the key determinant in designing
responses (Ratcliffe 2016). According to Ratcliffe (2016), these criteria
may require a substantial cultural change that is supportive of greater
autonomy for lower-ranking officers. That said, problem-oriented polic-
ing has had an important role in the emergence of ILP as it helped to lay
the foundation within law enforcement, particularly among manage-
ment, that crime analysis can play a critical role in the formulation of
operational strategies (Ratcliffe 2016).

CompStat, which in many ways extends from problem-oriented polic-
ing, aims to hold decision-makers accountable by intensely monitoring
and analysing crime trends (Carter and Carter 2009, p. 320). An initia-
tive of the New York City Police Department, CompStat was positively
associated with a swift reduction in crime rates immediately following its
introduction, and was consequently adopted by law enforcement agen-
cies around the world (Vito et al. 2017). It was believed that making
managers within law enforcement agencies accountable would make
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them more inclined to use the intelligence available to them and subse-
quently develop more effective crime reduction strategies. However,
questions have been raised about the effectiveness of CompStat. For
example, in New York City, and many other cities in the US, crime rates
had already been dropping for several years before CompStat was intro-
duced (Levitt 2004). Levitt (2004, p. 173) argued that other factors are
likely to have had a greater impact on the reduction in crime within
New York City, including a 45 per cent increase in the size of the police
force from 1991 to 2001, three times more than the national average. It
has also been noted that CompStat is largely orientated towards address-
ing only street crime (Ratcliffe 2016). Despite this, some of the key prin-
ciples of CompStat, including the importance of using intelligence to
guide decision-making, particularly at the managerial level, have been
incorporated into the latest framework, ILP.

ILP (also called intelligence-driven policing) has been widely adopted
in many countries, including the US, United Kingdom (UK), Canada,
Australia and New Zealand (Ratcliffe 2016). ILP draws on elements of
the aforementioned frameworks, in particular problem-oriented policing
and CompStat, and aims to make decision-making analysis-driven.
Furthermore, ILP seeks to move away from a ‘reactive’ or ‘prosecution-
directed mode’ of policing to a more ‘proactive’ style of crime prevention
(Innes et al. 2005, p. 41; Innes and Sheptycki 2004, p. 1). According to
Ratcliffe (2016, p. 66), one of the leading authors on ILP, it can be
defined as follows:

Intelligence-led policing emphasises analysis and intelligence as pivotal to
an objective, decision-making framework that prioritises crime hot spots,
repeat victims, prolific offenders and criminal groups. It facilitates crime
and harm reduction, disruption and prevention through strategic and tac-
tical management, deployment, and enforcement.!

'ILP has been defined and conceptualised differently by Carter and Carter (2009). This study has
adopted the version of ILP put forward by Ratcliffe (2016) for two reasons. First, the initial criti-
cism and apparent differences between the two versions of ILP suggested by Carter (2013) have
largely been addressed in updated versions of Ratcliffe’s approach (Ratcliffe 2016), meaning the
two are hard to distinguish. Secondly, Ratcliffe’s (2016, p. 81) 3-I model (examined later in the
chapter), which depicts the main components of ILE, was reportedly adapted from a diagram used
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It differs from the previous law enforcement frameworks in several
ways. In contrast with problem-oriented policing, which has a strong
focus on tactical intelligence, ILP is concerned with both tactical and
strategic intelligence. Tactical intelligence can be defined as an ‘intelli-
gence product supporting front line units in taking case-specific action to
achieve compliance or enforcement objectives (Innes and Sheptycki
2004, p. 7). An example would be information about the specific loca-
tion of a drug manufacturing site. Unlike tactical intelligence, where a
definition has been largely agreed upon (Coyne and Bell 2011a), a shared
definition of strategic intelligence remains elusive (Innes and Sheptycki
2004). Therefore, this study will adopt a relatively simple definition.
Strategic intelligence can be defined as an attempt ‘to provide insight and
understanding, and make a contribution to broad strategies, policies and
resources (Ratcliffe 2016, p. 74).> While both CompStat and ILP are
strategically driven, CompStat is focused primarily on crime hot spots,
predominantly street crime (such as robbery). ILP is seen as a much
broader framework that covers the diverse range of policing activities,
including tasks like traffic accident reduction (Ratcliffe 2016). As such,
ILP is regarded as a ‘business model’ that places ‘crime intelligence’ at the
forefront of managerial decisions concerning the prevention and control
of crime (Guidette and Martinelli 2009, p. 132; Raccliffe 2016, p. 89).
Crime intelligence can be defined as:

Analysed information that blends data from crime analysis of crime pat-
terns and hot spots and criminal intelligence drawn from the behaviour of
offenders. Here the term crime intelligence is used to reflect a realisation
that good intelligence stems not only from knowledge about offenders

by the Australian Federal Police (AFP). Given that this study is focused on policing within Australia
it is appropriate that Ratcliffe’s version is followed.

2While much of the intelligence literature defines intelligence on these two ‘planes of operation’
(Ratcliffe 2016, p. 74), others place a third plane, operational intelligence, between strategic and
tactical intelligence (see Aldrich 2009; Carter 2009; Ratcliffe 2016; Walsh 2011). Operational
intelligence can be defined as ‘supporting area commanders and regional operational commanders
in planning crime reduction activity and deploying resources to achieve operational objectives’

(Ratcliffe 2016, p. 74).



