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Introduction

The Google Cloud Certified Professional Data Engineer
exam tests your ability to design, deploy, monitor, and
adapt services and infrastructure for data-driven decision-
making. The four primary areas of focus in this exam are as
follows:

» Designing data processing systems
» Building and operationalizing data processing systems
= Operationalizing machine learning models

= Ensuring solution quality

Designing data processing systems involves selecting
storage technologies, including relational, analytical,
document, and wide-column databases, such as Cloud SQL,
BigQuery, Cloud Firestore, and Cloud Bigtable,
respectively. You will also be tested on designing pipelines
using services such as Cloud Dataflow, Cloud Dataproc,
Cloud Pub/Sub, and Cloud Composer. The exam will test
your ability to design distributed systems that may include
hybrid clouds, message brokers, middleware, and
serverless functions. Expect to see questions on migrating
data warehouses from on-premises infrastructure to the
cloud.

The building and operationalizing data processing systems
parts of the exam will test your ability to support storage
systems, pipelines, and infrastructure in a production
environment. This will include using managed services for
storage as well as batch and stream processing. It will also
cover common operations such as data ingestion, data
cleansing, transformation, and integrating data with other



sources. As a data engineer, you are expected to
understand how to provision resources, monitor pipelines,
and test distributed systems.

Machine learning is an increasingly important topic. This
exam will test your knowledge of prebuilt machine learning
models available in GCP as well as the ability to deploy
machine learning pipelines with custom-built models. You
can expect to see questions about machine learning service
APIs and data ingestion, as well as training and evaluating
models. The exam uses machine learning terminology, so it
is important to understand the nomenclature, especially
terms such as model, supervised and unsupervised
learning, regression, classification, and evaluation metrics.

The fourth domain of knowledge covered in the exam is
ensuring solution quality, which includes security,
scalability, efficiency, and reliability. Expect questions on
ensuring privacy with data loss prevention techniques,
encryption, identity, and access management, as well ones
about compliance with major regulations. The exam also
tests a data engineer’s ability to monitor pipelines with
Stackdriver, improve data models, and scale resources as
needed. You may also encounter questions that assess your
ability to design portable solutions and plan for future
business requirements.

In your day-to-day experience with GCP, you may spend
more time working on some data engineering tasks than
others. This is expected. It does, however, mean that you
should be aware of the exam topics about which you may
be less familiar. Machine learning questions can be
especially challenging to data engineers who work
primarily on ingestion and storage systems. Similarly, those
who spend a majority of their time developing machine
learning models may need to invest more time studying



schema modeling for NoSQL databases and designing fault-
tolerant distributed systems.



What Does This Book Cover?

This book covers the topics outlined in the Google Cloud
Professional Data Engineer exam guide available here:

cloud.google.com/certification/quides/data-engineer

Chapter 1: Selecting Appropriate Storage
Technologies This chapter covers selecting appropriate
storage technologies, including mapping business
requirements to storage systems; understanding the
distinction between structured, semi-structured, and
unstructured data models; and designing schemas for
relational and NoSQL databases. By the end of the chapter,
you should understand the various criteria that data
engineers consider when choosing a storage technology.

Chapter 2: Building and Operationalizing Storage
Systems This chapter discusses how to deploy storage
systems and perform data management operations, such as
importing and exporting data, configuring access controls,
and doing performance tuning. The services included in
this chapter are as follows: Cloud SQL, Cloud Spanner,
Cloud Bigtable, Cloud Firestore, BigQuery, Cloud
Memorystore, and Cloud Storage. The chapter also
includes a discussion of working with unmanaged
databases, understanding storage costs and performance,
and performing data lifecycle management.

Chapter 3: Designing Data Pipelines This chapter
describes high-level design patterns, along with some
variations on those patterns, for data pipelines. It also
reviews how GCP services like Cloud Dataflow, Cloud
Dataproc, Cloud Pub/Sub, and Cloud Composer are used to
implement data pipelines. It also covers migrating data
pipelines from an on-premises Hadoop cluster to GCP.


http://cloud.google.com/certification/guides/data-engineer

Chapter 4: Designing a Data Processing Solution In
this chapter, you learn about designing infrastructure for
data engineering and machine learning, including how to
do several tasks, such as choosing an appropriate compute
service for your use case; designing for scalability,
reliability, availability, and maintainability; using hybrid and
edge computing architecture patterns and processing
models; and migrating a data warehouse from on-premises
data centers to GCP.

Chapter 5: Building and Operationalizing Processing
Infrastructure This chapter discusses managed
processing resources, including those offered by App
Engine, Cloud Functions, and Cloud Dataflow. The chapter
also includes a discussion of how to use Stackdriver
Metrics, Stackdriver Logging, and Stackdriver Trace to
monitor processing infrastructure.

Chapter 6: Designing for Security and Compliance
This chapter introduces several key topics of security and
compliance, including identity and access management,
data security, encryption and key management, data loss
prevention, and compliance.

Chapter 7: Designing Databases for Reliability,
Scalability, and Availability This chapter provides
information on designing for reliability, scalability, and
availability of three GPC databases: Cloud Bigtable, Cloud
Spanner, and Cloud BigQuery. It also covers how to apply
best practices for designing schemas, querying data, and
taking advantage of the physical design properties of each
database.

Chapter 8: Understanding Data Operations for
Flexibility and Portability This chapter describes how
to use the Data Catalog, a metadata management service
supporting the discovery and management of data in
Google Cloud. It also introduces Cloud Dataprep, a



preprocessing tool for transforming and enriching data, as
well as Data Studio for visualizing data and Cloud Datalab
for interactive exploration and scripting.

Chapter 9: Deploying Machine Learning Pipelines
Machine learning pipelines include several stages that
begin with data ingestion and preparation and then
perform data segregation followed by model training and
evaluation. GCP provides multiple ways to implement
machine learning pipelines. This chapter describes how to
deploy ML pipelines using general-purpose computing
resources, such as Compute Engine and Kubernetes
Engine. Managed services, such as Cloud Dataflow and
Cloud Dataproc, are also available, as well as specialized
machine learning services, such as Al Platform, formerly
known as Cloud ML.

Chapter 10: Choosing Training and Serving
Infrastructure This chapter focuses on choosing the
appropriate training and serving infrastructure for your
needs when serverless or specialized Al services are not a
good fit for your requirements. It discusses distributed and
single-machine infrastructure, the use of edge computing
for serving machine learning models, and the use of
hardware accelerators.

Chapter 11: Measuring, Monitoring, and
Troubleshooting Machine Learning Models This
chapter focuses on key concepts in machine learning,
including machine learning terminology and core concepts
and common sources of error in machine learning. Machine
learning is a broad discipline with many areas of
specialization. This chapter provides you with a high-level
overview to help you pass the Professional Data Engineer
exam, but it is not a substitute for learning machine
learning from resources designed for that purpose.



Chapter 12: Leveraging Prebuilt ML Models as a
Service This chapter describes Google Cloud Platform
options for using pretrained machine learning models to
help developers build and deploy intelligent services
quickly. The services are broadly grouped into sight,
conversation, language, and structured data. These
services are available through APIs or through Cloud
AutoML services.

Interactive Online Learning
Environment and TestBank

Learning the material in the Official Google Cloud Certified
Professional Engineer Study Guide is an important part of
preparing for the Professional Data Engineer certification
exam, but we also provide additional tools to help you
prepare. The online TestBank will help you understand the
types of questions that will appear on the certification
exam.

The sample tests in the TestBank include all the questions
in each chapter as well as the questions from the
assessment test. In addition, there are two practice exams
with 50 questions each. You can use these tests to evaluate
your understanding and identify areas that may require
additional study.

The flashcards in the TestBank will push the limits of what
you should know for the certification exam. Over 100
questions are provided in digital format. Each flashcard has
one question and one correct answer.

The online glossary is a searchable list of key terms
introduced in this Study Guide that you should know for the
Professional Data Engineer certification exam.



To start using these to study for the Google Cloud Certified
Professional Data Engineer exam, go to
www.wiley.com/go/sybextestprep and register your book to
receive your unique PIN. Once you have the PIN, return to
www.wiley.com/go/sybextestprep, find your book, and click
Register, or log in and follow the link to register a new
account or add this book to an existing account.

Additional Resources

People learn in different ways. For some, a book is an ideal
way to study, whereas other learners may find video and
audio resources a more efficient way to study. A
combination of resources may be the best option for many
of us. In addition to this Study Guide, here are some other
resources that can help you prepare for the Google Cloud
Professional Data Engineer exam:

The Professional Data Engineer Certification
Exam Guide:
https://cloud.google.com/certification/quides/data-
engineer/

Exam FAQs: https://cloud.google.com/certification/faqs/

Google’s Assessment Exam:
https://cloud.google.com/certification/practice-exam/data-
engineer

Google Cloud Platform documentation:
https://cloud.google.com/docs/

Cousera’s on-demand courses in “Architecting
with Google Cloud Platform Specialization” and
“Data Engineering with Google Cloud” are both
relevant to data engineering:
www.coursera.org/specializations/gcp-architecture



http://www.wiley.com/go/sybextestprep
http://www.wiley.com/go/sybextestprep
https://cloud.google.com/certification/guides/data-engineer/
https://cloud.google.com/certification/faqs/
https://cloud.google.com/certification/practice-exam/data-engineer
https://cloud.google.com/docs/
http://www.coursera.org/specializations/gcp-architecture

https://www.coursera.org/professional-certificates/gcp-
data-engineering

QwikLabs Hands-on Labs:
https://google.qwiklabs.com/quests/25

Linux Academy Google Cloud Certified
Professional Data Engineer video course:
https://linuxacademy.com/course/google-cloud-data-engineer/

The best way to prepare for the exam is to perform the
tasks of a data engineer and work with the Google Cloud
Platform.

4 ™

‘% Exam objectives are subject to change at any

time without prior notice and at Google’s sole discretion.
Please visit the Google Cloud Professional Data
Engineer website
(https://cloud.google.com/certification/data-engineer) for
the most current listing of exam objectives.

Objective Map
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Objective

Section 1: Designing data processing system

1.1 Selecting the appropriate storage
technologies

1.2 Designing data pipelines
1.3 Designing a data processing solution

1.4 Migrating data warehousing and data
processing

Section 2: Building and operationalizing
data processing systems

2.1 Building and operationalizing storage
systems

2.2 Building and operationalizing pipelines
2.3 Building and operationalizing infrastructure

Section 3: Operationalizing machine
learning models

3.1 Leveraging prebuilt ML models as a service
3.2 Deploying an ML pipeline

3.3 Choosing the appropriate training and
serving infrastructure

3.4 Measuring, monitoring, and troubleshooting
machine learning models

Section 4: Ensuring solution quality
4.1 Designing for security and compliance
4.2 Ensuring scalability and efficiency

4.3 Ensuring reliability and fidelity

4.4 Ensuring flexibility and portability

Chapter

12
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Assessment Test

1. You are migrating your machine learning operations to
GCP and want to take advantage of managed services.
You have been managing a Spark cluster because you
use the MLIib library extensively. Which GCP managed
service would you use?

A. Cloud Dataprep
B. Cloud Dataproc
C. Cloud Dataflow
D. Cloud Pub/Sub

2. Your team is designing a database to store product
catalog information. They have determined that you
need to use a database that supports flexible schemas
and transactions. What service would you expect to
use?

A. Cloud SQL

B. Cloud BigQuery
C. Cloud Firestore
D. Cloud Storage

3. Your company has been losing market share because
competitors are attracting your customers with a more
personalized experience on their e-commerce
platforms, including providing recommendations for
products that might be of interest to them. The CEO
has stated that your company will provide equivalent
services within 90 days. What GCP service would you
use to help meet this objective?

A. Cloud Bigtable



