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1. Introduction

A Trojan horse or Trojan is a type of malware that is often
disguised as legitimate software. Trojans can be employed
by cyber-thieves and hackers trying to gain access to users'
systems. Users are typically tricked by some form of social
engineering into loading and executing Trojans on their
systems. Once activated, Trojans can enable cyber-
criminals to spy on you, steal your sensitive data, and gain
backdoor access to your system.

A computer virus is a type of computer program that, when
executed, replicates itself by modifying other computer
programs and inserting its own code. If this replication
succeeds, the affected areas are then said to be "infected"
with a computer virus. Computer viruses generally require
a host program.

System hacking is defined as the compromise of computer
systems and software to access the target computer and
steal or misuse their sensitive information. Here the
malicious hacker exploits the weaknesses in a computer
system or network to gain unauthorized access to its data
or take illegal advantage.

Web content is generated in real time by a software
application running at server-side. So hackers attack on the
web server to steal credential information, passwords, and
business information by using DoS (DDos) attacks, SYN
flood, ping flood, port scan, sniffing attacks, and social
engineering attacks.

This report covers the common techniques and tools used
for System, Windows, Linux and Web Server Hacking. The
report contains from the following sections:



Part A: Setup Lab:

Part B: Trojens and Backdoors and Viruses
Part C: System Hacking

Part D: Hacking Web Servers

e Part E: Windows and Linux Hacking

You can download all hacking tools and materials from the
following websites

http://www.haxf4rall.com/2016/02/13/ceh-v9-pdf-certified-
ethical-hacker-v9-courseeducatonal-materials-tools/

www.mediafire.com%2Ffolder%2Fad5szsted5end%2FEduor
s Professional Ethical Hacker&h=gAQGad5Hf



2. Part A: Setup Lab

a) Setup lab

From the virtualization technology with software
VMware or virtual box we can do more than one
virtual machines, one linux and other windows 2007
or windows Xp

Download vmware and install it

Create folder edurs-vi in non-windows partition.
Create a folder for each operating system

Install any windows operating system.

Download backtrack

The advantage of BackTrack 5 (BT5) is that it offers a slew of security a"r_ld
forensic tools on a live DVD, ready to use. It's based on Ubuntu Lucid {10. {M
LTS) with Linux kernel 2.6.38 and some patched WiFi drivers 10 allow inj

attacks. You can download the distribution in a GNOME or/a®KDE version, fﬂ
32-bit or 64-bit x86 machines. It's a'live DVD ISO file, which you can burnto a
DVD or write to a USB stick. On the desktop of the live session, there's an
installer icon if you want to install BackTrack permanéntly. For the first time,
the projectalso has an mage fﬂrARM which yaﬁ can run on your smartphone

To install backtrack on usb, download unebootin. We
need also to use the tool to support booting from
flash memory in vinware.

Unebootin

This is the software that allows you to create bootable Live USB.drive. [f18

available for Linux, Windows and OSX. You can download thestffware

Download and install kali linux



Kali Linux is an advanced Penetration Testing and Security Auditing Linux
distribution. —

—

Kali is a complete re-build of BackTrack Linux, adhéring completely

to Debian development standards. All-new infrastructure has been putin place,

all tools were reviewed and packaged, and we useGitfor our VCS.
More than 300 penetration testing tools:
Free and always will be

Open source Git tree:

a1 o s 1w

 Download and install metasploit.

Metaspoit Framework is a open source penetration tool used for ¢
developing and executing exploit code against a remote target machine
it, Metasploit frame work has the world's largest databaseof publigjg,

tested exploits. In simple words, Metasploit can be used fo test the
Vulnerability of computer systems in orderto protect them and on the
other hand it can also be used to break into remote systems.

Metasploit is big project that contains a lot of modules or
programs. These modules or programs can utilize the holes
in windows machines or linux machines operating systems.
For any hole that occur in the operating systems, we can
develop the program that can utilize this hole. We can work
on it through command line or graphical interface. The
programs that use graphical interface are armitage and
Koblet Strike . In linux we can update the metasploite using
command msfupdate.



2. Part B: Trojens and
Backdoors and Viruses

a) Backdoors

A is a means of access to a computer program
that bypasses security mechanisms. A programmer may
sometimes install a back door so thatthe programcan be
accessed for troubleshooting or other purposes.
However, attackers often use back doors that they detect”
or install themselves /'

- A is a program or a set of related programs that a
hackerinstalls on a target systemto allow accegs to the
system at a later time. A backdoor’s goal is to remove the
evidence of initial entry from the system’s log files. But a
backdoor may also let a hacker retain access to a machine it
has penetrated even if the intrusion has already been
detected and remedied by the system administrator.

The backdoor is the backdoor that through it we can make
access on the machine and we can make bypass to the
existing security policies. Microsoft has a backdoors that
enables it to make remote access on the machine.



b) Torjen Horse:

A is amalicious program disguised as something benign. Trojans éﬁoﬂen
downloaded along with another program or software package._-Onceinstaﬂed%' system,

they can cause data theft and loss, and system crashes or slpfdﬂowns; they can dlso be
used as launching points for other aftackssuch as Distributed Denial of Service (DDOS).
Many Trojans are used to manipulate files on the victim computer, manage processe&
remotely run commands, intercept keystrokes, -

Trojen horse is a good program that carries bad program.
When the client download the good program, it will
download with it the trojen program also so the hacker can
access the machine.



c) Overt channel and Covert Channel:

An is the normal and a legitimate way that programs .

communicate within a computer system or network. A

uses programs or communications paths in ways that were not/
intended.

* i

Trojans can use to communicate. Sopieclient
Trojans use to send instructions tofhe server
component on the compromised system. This sometimes makes

Trojan communication difficult to decipher and understand.

rely on a technique called tunneling , which lets one
protocol be carried over another protocol. Internet Control Message
Protocol (ICMP) tunneling is a method of using ICMP echo-request
and echo-reply to carry any payload an attacker may wish to use, in
an attempt to stealthily access or control a compromised system.

The overt channel means that any program when run
makes for it channel between it and the system. The covert
channel means that the program will use the channel in the
wrong direction to access the machine.



d) Different Types of Torjens:

r

Trojans can be created and used to perform differentattacks. Some of the“ﬁ’ﬁst
common types of Trojans are:

)

—usedto gainremoteaccess to a system

F

—usedtofind dataon a syst?pnd deliver datato a hacker A

—used to delete or corrupt files on a system
—usedto launch a denial or service attack
—used to tunnel traffic or launch hacking attacks via other system
—used to create an FTP server in order to copy files onto a system

—used to stop antivirus software




e) How Do Reverse Connecting _Torjans work :

Trojan program in the hacker computer which creates
server that installed in the client computer. In the reverse
connection technique, the server on the client computer
will make connection to the Trojan program on the hacker
machine. We have problem that the hacker needs constant
real ip that does not change.

Reverse-connecting Trojans let an attacker access a machine on the intemaii_"letwork from
the outside. The hacker can install a simple Trojan program on a systemon theinteral
network,such as the reverse WWW shell server. On a regular basis (usually éveny60
seconds), the internal server tries to access the external masteyfsﬁstem to pick up
commands. If the attacker has typed somethingintothe master system, this command is
etrieved and executed on the internal system. Reverse WWW shell uses standard HTTP. It’s
dangerous becauseit’s difficult to detect—it looks like aglientis browsing the WebfrJﬁ‘l the
internal network. /E
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 Windows Torjans Tools are Biforst and Poison Ivy

» We must make port forward and dynamic dns. Go to
basics then nat in the router configuration website.
Choose the start and end port number and the
internal ip of the hacker computer. We need to make
the ip of the hacker computer static and same as the
ip in the router configuration. It means if the router
will come to the real ip of the router at port 81, it
must forward the hacker computer with the internal
ip 192.168.1.150 at port 81.



e The problem that the real ip of the router not
constant and changing. One solution that we buy real
ip. To buy real ip, we need to have phone line
registered for the hacker. So better solution is to
register for dynamic domain name in dynamic dns
server. This domain name will point to the real ip of
the router. If the real ip changes, the router will
change the data in the dynamic dns server. The
client Trojan will make connection with the dynamic
dns server and it tell him the real ip of the router. So
the Trojan makes the connection to the router at the
port given in the Trojan program and the router will
make port forward to the hacker computer.

NAT - Virtual Server

Jirtual Server for FWVCO - Multiple IF Account

Rule Index - 1 e

Application Bifrast - W
Protocol ALL w

Start Port Number g1

End Port Number Bl

Local IP Address 192.168.1.150

Start Port{Local) B1
End Part{ Local) g1

Virtual Server Listing

| Bifrost ALL Bl L:‘-. | Bl 192.168.1.150 | 81 | E1

Poison AlLL 3460 3450 192.168.1.150 3460 3480

e The site no-ip.com can provide dynamic dns.
Register, then choose add host.

« Download and setup the no-ip program at hacker
computer.



Tools Help

Status

Client ID: CIA9845233
Account:
demoairdragon @hotmal. com

v upﬁ&hng:ﬂﬁ'amsﬁlhom & | Edit Hosts
“ IP: 41.32.91.242 @|neh=i-| an_|
Mext Check: Im 565

Pl owsoe seeleact ties eoosiths o erorieses o e
Emmoeria it wwithy thees cliearwk. Wou o clicie eere
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arnameag e Eaoers bireg ot . Creste Hoests

=EpE oo oeray
-I =] e sl raeg o, mEe o g .

| Showw oy Sebected heosts

FeEaguaeres & DESs=s o cl o rmva-ch Ty Bhosst=s
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e You can utilize a property in routers called dynamic
dns
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Dynamic DNS
[ status
[ Basic
Dynamic DNS
= Advanced
Active ' Enable ® pigable
= R I T
s Sarvice Provider Do w. dyndns. orgl
* Security |
Host Name
= F
rewal E-mail Address
* Filter
User
* Qo Password
* Port M. n
ort Mapping Enable Wildcard Enable ® Disable
* TimeZone
‘ Submit
* ACL
* TROG9
* UPnP Cepyright 2002 All Rights Reserved,
* DDNS
* QOption&0
E Tools

o Register for account in dyndns.com and put the
registration information in the router configuration.
When the router restarts, it will register its ip in
dynamic dns.

 We can use VPS machine. VPS will have real IP and it
is adevice connected directly to internet and we put
through it Trojan program. The Trojan server in the
client will make reverse connection to this real IP so
the real IP will not change and VPS up in 24hrs.



f)_ Windows Torjan Tools :

» Bifrost

* Poison lvy

» Download bifrost. The bifrost has small size and
accept encryption in many ways. Make
registration.

» Make the port forward at the router.
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NAT - Virtual Server

© status

E Basic
* ADSL Mode — —
: Virtual Server for PVCO - Multiple 1P Account |
* WAN Setting " 1
R Rule Index | 1 v '
Application | |B'+Fru:t . v |
* DHCP s it -
Protocol [[ALL ~
* NAT o
Start Port Number |81
* 1P Route : . . - '
, End Part Number (82 |
* Wireless Lan + —
Local 1P Address [192.168.1.150 '
= ATM Traffic - |
Start Port(Local) |81 .
E Advanced | !
End Port{Local) g1 |
1 |Bifrost |AW |81 81 192.166.1.150 | 81 81 '
m 2 |Poison AL | 3450&’ 3460 | 192.168.1.150 | 3460 3460 |
3. |- Jo Jo Joseo Jo = Jo
4 ] - 0 Q 0.0.0.0 |0 0

» Then go bifrost stub customizer and generate the
trojan with the following sittings. The file
generated will be Customized.

4/07 AKLL B3 PN Apphication LA K
BiFrost Stub Customizer v2 By Ababneh 1 For Dev-Point.com (8]
J Anti - Methods
AntiSurBed SandBox [V AniCwSandBox V] Anii-SandB cwe
[V] AntivMware [¥] AntiVirual Box 7] Antivitual PC
[¥] Antidnubis [¥] Arti-Thraat Expert 7] AntinJosBox
[¥] Anti-D ebugger [¥] AntiN aman 7] UnCheek &l
& IfFound Do This Action | Exit [z]
£ Change lcon | |activate? | Fake Eror Msg || Activate ?
[¥| Compress UPX = I = 1
[¥] DEL Vession Info (@ Malhad 1 Method 2 | ; Enter MSG Box Title |
- slect An loon | nber Fake Meg Here
7] AutoRun Sprsad [5 ' Enber Fake Meg H
CpaonouFle 7 Iniect "BETA" [“lacivate7 [N Binder [ Actvate ?
iPm.n:.a:::..Nar.nr.-. " Inject To ) | This EXE 3 [Select & Fie To Bind.., | ‘-'-"'*'I|
ﬁ' Encrpplion _ . a Compatibility
!SUhjgﬁpnﬂkUEPﬁfap‘bed“fCHngﬁ?Z'l i@ RC4 ) AES [¥] wirdowes 7. Vista . %P 32/64 Bt
I | [(Genemts | [ Abod ) [ _Ext )

e Open the program bifrost. Put the dynamic dns
name and the port number the Trojan program will



work.

DmamicDNSAP: |

Add |
Delete

Faszword |—
Fot, E} @

rs/P |
=moatdragon 2apto.ong

i

— Connection

r~ Connect Through Socks 4
[T Enable connection theough progy Poit:
Dynamic DNSAP - | | 1060
40| [CanshiP [ Pon |

Professional Ethical Hacker (Trojans Backdoors Viruses Part 1) By Eng-Mahmoud Atef - Arabic-

[

— File fnstallation

Fileriame when instalad i“"'\"af.m

Directory to instate:  |Bifrost

* Program fles directony
" System diectory
™ Windows directomy

- Autostart -

W Autostart at eboat Fandom Key

— 1 [ Imechon—

Flegisty stat key | 190 71DBAC.C538-4935.C501

Mutex name; ]Bﬂ 234
Registy key: im

s

- Extersion
I~ include extensionpack  |acdons.dal
I~ Kevlongger =
| ' Cifine keidosoe loogdal
¥ Escdide Shiftand Cl
I Gikos sl

r Try to inject o a specified process before
inigching ko the browser

Process name: |""-'"'"-"-“ L

Assigned name: [Detaii

[T Persistant server

Ewport I Impost “urwr.mu

| Buid | Cancel |l

« We put the customize file in the machine we want

to attack and we can browse the machine



TComechon | Instalaten | Steathl

- Conmection 1~ Connect Thiough Socks 4-
[ Ensble connection though praxy—— Part
Dynamic DNSAP: | Dynamic DNSAP - | f1080
Add | [netP | o | [ansiP | Port |
Deleta emoardragon zanto.or el
Paszword I
Poat: [h IEII
Up |
Doy [ i1} b

e Build the program. Give him the file output of the
customizer Customized.

e Send the file to the client you want to hack.

« When the client access the Trojan file, we will get
notice of reverse connection

Assigned Nams | P | Computeriiser Name | Versi

M9 Default_2c5a14ad 182 188, :.3.;[3.15.3.1.3 WP-1juser pl.2d

4 | 11 b

Up‘tlﬂﬂll Builder I emo fox [ Update I Uplead Extension iL'r.ﬂ&nrlg on port 81,

e Choose file manager on the machine you received




