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CHAPTER 1

Introduction

 Migrating a Two-Tier Application to Azure Using 
Different Architectures and DevOps Best Practices
 Setting the Scene
You are part of an organization that is running an e-commerce platform application, at 

present using Windows Server on-premises infrastructure, based on a virtual Windows 

Server 2012 R2 web server running Internet Information Services (IIS) and a second 

Windows Server 2012 R2 virtual machine (VM) running Microsoft SQL Server 2014 

database services.

The business has approved a migration of this business-critical workload to Azure, 

and you are nominated as the cloud solution engineer for this project. No decision has 

been made yet on what the final architecture should or will look like. Your first task is 

building different Proof of Concepts in your Azure environment, to test out the different 

architectures available today, to host your application workload:

 – Infrastructure as a Service (IAAS), using Azure Virtual Machines

 – Platform as a Service (PAAS), using Azure Web Apps and Azure SQL

 – Containers as a Service (CAAS), using Azure Container Instance (ACI) 

and Azure Kubernetes Service (AKS)

At the same time, your CIO wants to make use of this project to switch from a more 

traditional mode of operations, with barriers between IT sysadmin teams and developer 

teams, to a “DevOps” way of working. Therefore, you are tasked to explore Azure DevOps 

and determine where CI/CD pipelines, together with other capabilities from Azure DevOps, 

can assist in optimizing the deployment as well as optimizing the running operations of this 

e-commerce platform, especially when deploying updates to the application.

https://doi.org/10.1007/978-1-4842-6437-9_1#DOI
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As you are new to the continuous changes in Azure, you want to make sure this 

process goes as smooth as possible, starting from the assessment over migration to 

performing day-to-day operations.

 Abstract and Learning Objectives
This book enables anyone to learn, understand, and build a Proof of Concept, by 

performing a platform migration of a two-tiered application workload to Azure public 

cloud, leveraging on different Azure Infrastructure as a Service, Azure Platform as a 

Service (PAAS), and Azure container offerings like Azure Container Instance (ACI) and 

Azure Kubernetes Service (AKS).

The focus of the book is having a true hands-on lab experience, by going through the 

following exercises and tasks:

• Deploying your “lab virtual machine”

• Deploying a two-tier Azure Virtual Machine (web server and SQL 

database server) using Infrastructure as Code (IAC) concepts with 

ARM (Azure Resource Manager) template automation in Visual 

Studio 2019

• Performing a proper assessment of the as-is WebVM and  

SQLVM infrastructure using Microsoft assessment tools

• Migrating a SQL Server 2014 database to Azure SQL PaaS  

(lift and shift)

• Migrating a .NET Core web application to Azure Web Apps  

(lift and shift)

• Containerizing a .NET Core web application using Docker and 

pushing to Azure Container Registry (ACR)

• Running a containerized application in Azure Container  

Instance (ACI) and Azure Web App for Containers

• Running a containerized application in Azure Kubernetes  

Service (AKS)
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• Deploying Azure DevOps and building a CI/CD pipeline for the 

sample e-commerce application

• Managing and monitoring Azure Kubernetes Service (AKS) and other 

Azure Monitor capabilities

Starting from an (optional but highly recommended for consistency) ARM template–

based deployment of a lab virtual machine, readers get introduced to the basics of 

automating Azure resource deployments using Visual Studio and Azure Resource 

Manager (ARM) templates, together with additional Infrastructure as Code concepts like 

Custom Script Extension and PowerShell Desired State Configuration (DSC).

Next, readers learn about the importance of performing proper assessments and 

what tools Microsoft offers to help in this migration preparation phase. Once the 

application has been deployed on Azure Virtual Machines, readers learn about Microsoft 

SQL Server database migration to Azure SQL PAAS, as well as deploying and migrating 

web applications to Azure Web Apps.

After these foundational platform components, the following chapters will totally 

focus on the core concepts and advantages of using containers for running business 

workloads, based on Docker, Azure Container Registry (ACR), Azure Container Instance 

(ACI), and Web App for Containers, as well as how to enable container orchestration and 

cloud scale using Azure Kubernetes Service (AKS).

In the last part of the book, readers get introduced to Azure DevOps, the Microsoft 

application lifecycle environment, helping in building a CI/CD pipeline to publish 

workloads using the DevOps principles and concepts, showing the integration with 

the rest of the already-touched-on Azure services like Azure Web Apps and Azure 

Kubernetes Service (AKS), closing the exercises with a chapter on Azure monitoring and 

operations and what tools Azure has available to assist your IT teams in this challenge.

Note the proof of Concept lab scenario is built in such a way that each lab 
exercise is building on top of the previous lab exercise in sequence. Given the 
dependencies across different labs, make sure you finish each lab exercise 
successfully, before continuing on to the next lab.
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 Technical Requirements
Before being able to perform the hands-on tasks in this book, make sure you meet each 

of the technical requirements:

 – Azure subscription with full administrative permissions

 – Naming conventions

 Azure Subscription
Make sure you have (full administrative) access to an Azure subscription, allowing you 

to deploy the different Azure resources being used throughout the exercises. You can use 

an Azure free or trial subscription or use any paid subscription.

Signing up for a free/trial subscription can be done from here: https://signup.

azure.com/signup?offer=ms-azr-0044p&appId=102&l=en-gb&correlationId=37037FE

60CF76B40251371B40DDF6AB9

 

If you go through all exercises, estimate an average consumption of 20–30 USD, 

assuming you shut down or delete the resources that are no longer in use or required.
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 Naming Conventions

Important Most azure resources require unique names. throughout the 
lab steps, we will identify the naming convention for the given resources as 
“[SUFFIX]” as part of resource names. You should replace this with a unique 
string, e.g., your own initials, guaranteeing those resources get uniquely named 
and not blocking a successful deployment.

 Other Requirements
Readers need a local client admin machine, running a recent Operating System, allowing 

them to

 – Browse to https://portal.azure.com from a recent browser.

 – Establish a secured Remote Desktop (RDP) session to a lab jumpVM 

running Windows Server 2019.

 Alternative Approach
Where the lab scenario assumes all exercises will be performed from within a lab 

jumpVM (see Chapter 2 on how to get started with this deployment), readers could also 

execute (most, if not all) steps from their local client machine, if that is what they prefer.

The following tools are being used throughout the lab exercises:

 – Visual Studio 2019 community edition (updated to latest version)

 – Docker for Windows (updated to latest version)

 – Azure CLI 2.0 (updated to latest version)

 – Kubernetes CLI (updated to latest version)

 – SimplCommerce Open Source e-commerce platform example 

(http://www.simplcommerce.com)
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Note Make sure you have these tools installed prior to the workshop if you are 
not using the lab jumpVM. You should also have full administrator rights on your 
machine to execute certain steps in using these tools.

 Final Remarks
Due to the continuously evolving nature of Azure, Azure services, the Azure Portal, 

and other tools we will be using for the exercises, it might be that some screenshots or 

wordings do not match what you will see on your end. We apologize for this already, 

although there isn’t much we can do about it. If the differences are too many, it would be 

almost impossible to execute the exercises. Please have a look at our GitHub repository 

http://www.apress.com/source-code for any updates and errata.

We hope you enjoy the different exercises, learn from them, and find them useful 

in your day-to-day job or journey in which you explore Azure capabilities. Do not 

hesitate reaching out at peter@pdtit.be or @pdtit (Twitter) in case you have any 

questions. We are here to help you making this a successful learning path.
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CHAPTER 2

Prerequisite Lab: 
Deploying Your Lab 
Virtual Machine

 Prerequisite lab: Preparing your (Azure) 
environment
 What You Will Learn
In this first lab, you prepare the baseline for executing all hands-on lab exercises:

 – Log on to your Azure subscription.

 – Deploy the lab jumpVM within your Azure subscription.

 – Download the required source files from GitHub to the lab jumpVM.

 Time Estimate
This lab is estimated to take 45 min, assuming your Azure subscription is already 

available.

https://doi.org/10.1007/978-1-4842-6437-9_2#DOI
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 Task 1: Deploying the lab jumpVM virtual machine using 
Azure Portal template deployment
In this task, you start deploying the “lab jumpVM” virtual machine in your Azure 

environment. This machine becomes the starting point for all future exercises, as it 

has most required tools already installed. The deployment is based on an ARM (Azure 

Resource Manager) template in a publicly shared GitHub repository.

 1. Once you are logged on to your Azure subscription, select Create 
a Resource.

 2. In the Search Azure Marketplace field, type “template 

deployment”.
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 3. And select Template deployment (deploy using custom 
templates) from the list of Marketplace results, followed by 

clicking the Create button.

 4. This opens the Custom deployment blade. Here, select “Build 

your own template in the editor.”
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 5. First, from a second tab in your browser window, go to the 

following URL on GitHub, browsing to the source files repository 

for this lab, specifically the JumpVM folder:

 http://www.apress.com/source-code.
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 6. Select the azuredeploy.json object in there. This exposes the 

details of the actual JSON deployment file.
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 7. Click the Raw button, to open the actual file in your browser.

 8. Your browser should show the content as follows:
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 9. Here, select all lines in the JSON file, and copy its content to the 

clipboard.

 10. Go back to the Azure Portal. From “the edit template” blade, 

remove the first six lines of code you see in there, and paste in 
the JSON content from the clipboard.

 11. “The edit template” blade should recognize the content of the 

JSON file, showing the details in the JSON Outline on the left.

 12. Click the Save button.
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 13. This redirects you back to the Custom deployment blade, from 

where you will execute the actual template deployment, filling in 

the required fields as follows:

 – Subscription: Your Azure subscription

 – Resource group: Create New/[SUFFIX]-JumpVMRG

 – Location: Your closest by Azure region

 – Admin Username: labadmin (this information is picked up from the ARM 

template; although you could change this, we recommend you to not do so 

for consistency with the lab guide instructions and avoiding any errors 

during later deployment steps)

 – Admin Password: L@BadminPa55w.rd (this information is picked up from 

the ARM template; although you could change this, we recommend you to 

not do so for consistency with the lab guide instructions and avoiding any 

errors during later deployment steps)
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 14. When all fields have been completed, scroll down in the blade. 

Under the Terms and Conditions section, check “I agree to the 
terms and conditions stated above,” and click the Purchase 

button.

 15. This sets off the actual Azure resource deployment process. 

From the Notifications area, you can get update information 

about the deployment.
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 16. If you click “Deployment in progress…,” you will get redirected to 

the Microsoft.Template Overview blade, showing you the details of 

each Azure resource getting deployed.

 17. Wait for the deployment to complete successfully. Note this could 
take up to 25–30 minutes, because of the custom scripts we 
run during the installation process, which you can see from this 

detailed view or from the Notifications area.

 18. From the notification message, click “Go to resource group.” (If 

you already closed the notification message, from the Azure Portal 

navigation menu to the left, select Resource groups.)
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 19. Click the jumpvm Azure Virtual Machine resource. This 

redirects you to the detailed blade for the jumpvm resource. Here, 

click the Connect button.

Note because the VM is linked to a “basic” public ip address resource, all 
incoming tCpip traffic is allowed. therefore, incoming rDp is just working. in a 
real-life scenario, this VM would be configured with network security group (nsg) 
rules, only allowing specific traffic.

 20. From the Connect to virtual machine blade, notice the public 
IP address and port 3389. This allows you to establish an RDP 

session to the Azure VM. Do this by clicking the Download RDP 
File button.
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(Note: If your local network blocks direct RDP to Azure VMs, 

consider having a look at Azure Bastion, an Azure service 

performing HTML5 browser-based routing to RDP or SSH-

enabled machines. Specifically for this JumpVM, we offer an ARM 

template in the same GitHub repo as the JumpVM:  https://

github.com/pdtit/2TierAzureMigration/blob/master/JumpVM/

bastion-template.json.

 21. Open the downloaded RDP file; You are prompted for your 

credentials in the next step, provide the VM administrator name 
(labadmin) and its password (L@BadminPa55w.rd), which are 
the default.
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 22. From the appearing popup window, set the flag to “Don’t ask me 

again for connections to this computer.”

 23. Your Remote Desktop session to this Azure VM gets established.

 24. A popup message will appear, asking if you want to allow network 

discovery; close this popup using the No button.
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