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Introduction

This book sets out to demystify network programming and open you 

and your games up to the wider world using the Unity Engine and the C# 

programming language. The .NET framework that C# sits on top of has 

several classes that make creating networked games a little easier.

�Intended Audience
This book is intended for Unity developers who are familiar with C# and 

want to implement their own networking framework, or those who want to 

have a better understanding of low-level network programming.

This is meant to be an introductory guide to networking. The book 

concentrates mostly on developing smaller games that can be run on 

your local network rather than larger multiplayer games played over 

the Internet. These basic concepts will help you better understand the 

underlying technology behind multiplayer games and the inherent 

constraints involved in passing data across a network. The last chapter 

of the book covers making your game available on the Internet using a 

third-party service.

�Software and Hardware Requirements
The examples in this book were written using Unity 2020.1.6f1. I used both 

a MacBook Pro (mid-2012, Intel i7) and a PC (mid-2015, Intel i5) during 
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the writing of this book and the examples. To run Unity, you will need a 

device that meets the following requirements:

•	 Windows: Windows 7 (SP1+)/Windows 10, 64-bit 

only, X64 architecture CPU with SSE2 instruction set 

support, DX10-, DX11-, or DX12-compatible GPU.

•	 MacOS: High Sierra 10.13+, X64 architecture CPU with 

SSE2 instruction set support, Metal-capable Intel or 

AMD GPU.

•	 Linux (preview support): Ubuntu 16.04, 18.04, or 

CentOS 7, X64 architecture CPU with SSE2 instruction 

set support, OpenGL 3.2+ or Vulkan-compatible 

NVIDIA and AMD GPU, GNOME desktop environment. 

Requires proprietary NVIDIA or AMD graphics driver.

Be sure to check the Unity system requirements page for the most up-

to-date information.

�How This Book Is Organized
The book is organized into the following chapters:

•	 Networking basics

•	 Serialization

•	 UnityWebRequest and RESTful APIs

•	 Connected services with TCP

•	 Connectionless services with UDP

•	 Common networking issues

•	 First person maze shooter

•	 Remote connections

Introduction
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�Source Code
The source code for this book is available on GitHub via the book’s product 

page, located at www.apress.com/978-1-4842-7357-9. The source code 

contains everything you need to build the following:

•	 Real-time weather app

•	 Networked tic-tac-toe

•	 First person maze shooter

•	 Basic TCP and UDP examples

�Conventions Used In This Book
Various typefaces and styles are used in this book to identify code blocks, 

warnings, and other notices.

C# code is written in this style:

if (player.IsLoggedIn)

{

        print("Player is logged in");

        server.PlayerAttached(player.ID);

}

This book contains a list of some tools that come with your operating 

system to help you. These all run from the command line, also known 

as the terminal or DOS prompt depending, on your operating system. 

Command lines are written in the following style. The $ at the beginning of 

the line should not be typed:

$ ls -al

Introduction
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If an issue needs special attention, the following block is used:

Note  This is a call out and will alert you to any information that is 
important.

Introduction
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CHAPTER 1

Networking Concepts
This chapter covers the very basics of networking and introduces some 

tools that are beneficial when you need to debug your application. This 

chapter includes a brief overview of the client-server model, discusses how 

we will build the games in this book, and covers networking fundamentals 

that will help you understand and debug your games when developing the 

networking components.

By the end of this chapter, you will be familiar with the devices used to 

connect your PC to the outside world, how Internet addressing works, and 

what the client-server model is.

If you have an email account, surf the web, use social media, or play 

online games, you have used networking components. The modern 

Internet runs on a suite of protocols based on Transportation Control 

Protocol/Internet Protocol (TCP/IP). 

Internet browsers like Chrome and Firefox use HTTP and HTTPS 

(HyperText Transport Protocol and HyperText Transport Protocol Secure, 

respectively) to communicate with remote servers. As shown in Figure 1-1, 

an encyclopedia is just a click away!

https://doi.org/10.1007/978-1-4842-7358-6_1#DOI
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The Firefox (or Chrome, Safari, or Edge) browser is a client that 

requests a document from a server. The server sends data back to the 

client. The client takes that data and renders it to the window. This is called 

the client-server model.

�Client-Server Model
The client-server model is a distributed application structure. The 

responsibilities are divided between the client and the server. The client 

typically makes requests to the server and then displays the fetched 

information for the user. The server takes the request and processes it, 

returning the data back to the client. The server itself rarely displays any 

output.

Figure 1-1.  A Firefox browser containing the wikipedia.org home 
page
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Typically, the client and server run on two separate machines and are 

linked using a computer network. However, it is entirely possible for the 

client and the server to run on the same machine.

The client-server model allows multiple clients to access a single 

resource. For example, printers, documents on a hard drive, and remote 

compute power.

The client and the server need to speak the same language. In the case 

of a web client/server, this is HTTP/HTTPS, depending on the security of 

the site. To retrieve a document, users type an address into the address bar 

of the browser:

https://www.wikipedia.org

The https:// indicates the protocol that will be used when 

communicating with the server. The part after the double slashes is the 

address of the server. The web client – the browser – will then make a 

request to the remote server using the HTTP language.

The request part of the message uses a verb like GET or POST and a 

resource name. For example:

GET /index.html HTTP/1.1

This statement says “Fetch me the index.html page using the HTTP 

version 1.1. protocol.” The server will interpret this message and return the 

document to the client, as shown in Figure 1-2.
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4

The web is one example of a client-server model.

The examples in this book show you how to create your own client-

server model based games and how to write your own protocols to allow 

them to communicate effectively. In games, each player connects using 

a client to a remote server that contains all the rules for the game. Clients 

send movement information to the game server and the server updates the 

clients with new position and state data.

�Connected vs. Connectionless Services
When you send a message across the Internet, it is split into many smaller 

messages called packets. These packets are routed all over the network 

and arrive at the destination. Some packets can take longer to arrive; 

some packets never make it. This is not good if you want your web page 

to arrive in one piece. Luckily, the web is a connection-oriented service 

and it guarantees that your message will arrive. Let’s take a deeper look at 

connection- and connectionless-oriented services.

Figure 1-2.  The sequence of events fetching a document from a web 
server
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�Packets
Your message is split into small packets and routed through the network. 

This is done for several reasons. It could be because a route to the server is 

blocked or because it is more efficient to group the packets and send them 

later when reaching a node in the network.

Your packets can arrive at the destination out of order, as shown in 

Figure 1-3.

In the example in Figure 1-3, the file is sent across the network in 

smaller packets numbered 1, 2, 3, and 4. As they travel through the 

network, Packet 2 is lost and Packet 4 arrives before Packet 3.

Sometimes packet loss is acceptable and other times it is not. It is up to 

the application developer to decide if packet loss or packets received out 

of sequence are acceptable side-effects. The developer will choose either a 

connection-oriented or connectionless-oriented approach, depending on 

the needs of the game. In a fast-moving game, some packet loss might be 

acceptable for the sake of maintaining speed.

�Connection-Oriented Service
If you need to guarantee that messages arrive at the remote device in 

the correct order with no parts missing, you need to write a connection-

oriented service.

Figure 1-3.  File split into smaller packets, packet loss and packets 
received out of sequence
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Anything that uses Transport Control Protocol (TCP) will guarantee 

that packets arrive in order and the message you send will be intact. An 

example of an application that uses TCP is the web. HTTP is built using 

TCP to guarantee that messages arrive intact.

Using TCP, your client must establish a connection with a server to 

allow communication to flow between them. The connection can last 

any amount of time, from a couple of seconds to days. The connection is 

required to ensure that data is sent and received.

TCP provides error-free data transmission. If packets are dropped 

or corrupted, they are retransmitted. When packets arrive at their 

destination, the sender is notified.

Note T he error-free data transmission process is handled by the 
TCP protocol. Your code does not have to retransmit dropped packets. 
This is all handled for you by TCP on your machine’s operating 
system.

As an example, the client in Figure 1-4 is transferring a PNG file to a 

remote server. A packet is dropped and the receiver sends a message back 

to the sender asking it to resend Packet 2. The sender obliges and resends 

Packet 2.
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If your application needs to guarantee that transmitted messages 

appear in the correct order and are complete, use a TCP connection. Other 

applications for TCP include:

•	 Chat applications

•	 File transfer

•	 Mail services

The TCP/IP suite of applications is an example of a connection-

oriented service. Example services are:

•	 POP/IMAP/SMTP for mail transfer

•	 FTP for file transfer

•	 HTTP for delivering web pages

Figure 1-4.  Sequence showing the recovery of a dropped packet using 
TCP
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The downside is that TCP is slower, due to the handshaking and 

confirmation messages that pass between the client and the server. If 

you do not care about the order of packets or don’t care if any packets 

are dropped along the way, you can use a faster connectionless-oriented 

service.

�Connectionless-Oriented Service
There are times when you do not need to guarantee delivery of packets. 

If they can arrive out of order, or not at all, you should consider creating a 

connectionless-oriented service.

In a connectionless-oriented service, the client does not connect 

with a server, it just sends the information. If the server cannot receive 

the packet, then it’s lost. Because there is no connection, the number of 

messages sent per packet transferred is always just one – the packet being 

transferred.

Connectionless-oriented services are used for things like:

•	 Video streaming

•	 Multiplayer games

A video stream sends a minimum of 24 frames per second. It must get 

there very quickly (1/24th of a second) and so if one frame is lost there is 

not enough time to ask for another.

In multiplayer games, it is often too much overhead to use a TCP 

connection for game play. If the player input is sent at 60 frames per 

second (fps), then the occasional dropped packet will not make much 

difference. As you will see later in the book, there are ways around this.

The IP part of the TCP/IP offers a connectionless-oriented protocol 

called User Datagram Protocol (UDP). UDP allows developers to send 

so-called “fire and forget” messages to remote machines. There is no 

guarantee that the packets will arrive on time, or in sequence. If that is a 

sacrifice you’re willing to make for speed, then UDP is a perfect choice.
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�Physical Network Devices
Devices like your mobile phone, PC, and tablet need to connect to a 

network. They do this using a network card. The formal name of this is a 

network interface card (NIC). Your device will connect to a local device 

called a router using either a WiFi (wireless) or an Ethernet (wired) 

connection.

Your router might be part of a cable or ADSL modem or a separate 

device altogether. The modem – short for modulator/demodulator – is a 

device that turns the received zeros and ones into wavelengths that can 

be passed down a wire and onto the Internet. Figure 1-5 shows a typical 

network diagram for a home network and a connection to a remote server 

like www.google.com.

All the traffic from your local devices to a remote server travels through 

the router. The router also provides another function that provides each 

connected device with a unique address on the LAN. This function is 

called Dynamic Host Control Protocol. This address will be used by other 

machines to communicate with each other.

Figure 1-5.  Devices on your Local Area Network (LAN) connect 
through a router to the Internet
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There are two Internet Protocol address formats: IPv4 and IPv6. Each 

device will have an IPv4 and IPv6 address. This book uses IPv4 addresses. 

We cover addressing in the next section.

IPv4 and IPv6 are logical addresses. Each network card is assigned a 

physical address at the factory. This address is called the Media Access 

Control (MAC) address.

The architects of the original Internet — called DARPANet, short for 

Defense Advanced Research Projects Agency Network — used a mesh 

network, as shown in Figure 1-6.

LANs are connected to the Wider Area Network (WAN) or to the 

Internet using routers. The routers pass messages between each other until 

the destination is reached. This is why they are called routers; they route 

messages between nodes on the network. A node is a device connected 

to the network and can be a router or computer or any other network-

accessible device.

Figure 1-6.  Mesh network routing past disabled routers from Device 
A to B
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The mesh network allows the messages to be routed past broken or 

inaccessible parts of the network. When Device A wants to send a message 

to Device B, the devices on the network will reroute messages past the 

inactive nodes. Later, you will learn about a command-line tool that shows 

how messages are routed to a remote server.

The mesh network is an example of a network topology. Topology is 

just a fancy way of saying the shape of something. There are other network 

topologies:

•	 Bus – Each node on the network is connected to a 

single cable and T-connectors are used to connect PCs 

and other devices to the network.

•	 Ring – Data travels around the ring in one direction. 

Each device acts as a repeater to keep the signal strong. 

Every node is a critical link in the network.

•	 Star – This is the most common setup and the one that 

you have in your home. It’s a central device, usually a 

router, connected to a larger network (your Internet 

Service Provider). Each local device connects to the 

router and thus out to the larger network.

•	 Tree – The tree topology is a combination of the star 

and bus.

�Network Addressing
When you enter an address in the address box at the top of your browser 

and press Return, the page you requested appears after a few seconds. 

But how does the browser know where to go? This section explores the 

addresses used on the network, specifically with respect to the Internet.
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So far, we have talked at a high level about data passing through a 

network using connection and connectionless services. How are these 

connected devices identified on the network? This section looks at how the 

IPv4 address system works and discusses the “uniqueness” of the number.

To connect to a network using TCP/IP, a device needs a network card 

of some kind. It can be wired or wireless. Each network card is given a 

“unique” hardware ID number called a MAC address. A network card is 

an electronic device that connects devices like computers, mobile phones, 

and games consoles to a computer network.

�Media Access Control (MAC) Address
The MAC address is a group of six hexadecimal digits, like 01-23-45-67-89-ab. 

For example, the MAC address of the network card on my PC is C8-60-00-

D0-5E-A5. MAC addresses are burned into the card and cannot be altered. 

This is the physical address of your device. The physical address is what 

identifies the device on the network.

The first three-digits of the MAC address identify the manufacturer.  

C8-60-00 is ASUSTek Computer Inc. That is the manufacturer of my 

computer’s motherboard.

Because there are only six hexadecimal digits left, it would be 

impossible for manufacturers to give each device a unique physical 

ID. Instead, what they do is ship batches of network cards to different parts 

of the world to minimize the chances of two devices in the same location 

having the same address.

�IP Address
The IP protocol uses a logical address to access devices on the network. 

This logical address is known as the IP address of the device. There are two 

ways to assign an IP address to a device; static and dynamic.
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�Static IP Addresses

The IP address can be set on the machine. This is a static address. This 

is usually only done for servers because these devices are known as 

endpoints in the network.

�Dynamic IP Addresses

Dynamic IP addresses are assigned to each device when they boot up. The 

TCP/IP stack reaches out to the network to find a DHCP (Dynamic Host 

Control Protocol) server. The DHCP server assigns an address to the client. 

The dynamic addresses have a lease time, which means they expire and 

need to be renewed.

On my LAN, my PC seems to be given the same IP address, but it might 

not be the same on the network where your machine is connected.

�IP Address Format

This book concentrates on IPv4 rather than IPv6. There are minor changes 

to the code to get it to run for IPv6, a flag or two to set.

The IPv6 address is much longer than its v4 counterpart. It consists 

of eight groups of four hexadecimal digits. An example IPv6 address is as 

follows:

1234:5678:9abc:def0:1234:5678:9abc:def0

On the contrary, IPv4 uses only four bytes separated by a period (.), 

such as:

192.168.1.1

Each digit in the IPv4 address is called an octet because it contains 

eight bits (one byte). The address’s format is called dotted decimal because 

it contains four decimals separated by full stops. Four bytes is the same 

amount of space as an integer. This means that an IPv4 address can access 
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up to 2^32 or 4.3 billion devices. But wait – aren’t there more devices in 

existence than that? What about all the IoT (Internet of Things) devices like 

light bulbs, toasters, fridges, and the like?

It turns out that IPv4 was not enough and that is why we moved 

to IPv6. IPv4 gets around its limited address space by using network 

segmentation.

Note  For the remainder of this book, when referring to an IP 
address, it means an IPv4 address unless otherwise stated.

Address Classification

If you look at your machine’s IP address using the ipconfig or ifconfig 

command (depending on your operating system), it is probably going to be 

something like 192.168.1.17 and your router is probably going to be located 

at address 192.168.1.1. A magic trick? No – most routers default to the Class 

C network, which is 192.168.1.x.

The IP addresses are split into several ranges. Each range represents 

the number of networks and the number of hosts that each network can 

contain. A host is just another name for a device. These ranges are called 

classes. There are also special IP addresses that you cannot use for your 

machine.

There are five classes of networks in the available IPv4 address ranges, 

called Classes A through E. Classes A to C are the ones most used because 

D and E are reserved classes. Table 1-1 shows each classification and 

describes what it means with respect to the available networks in that class 

and the number of hosts allowed per network.
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