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CHAPTER 1

Blockchain Basics
This chapter will serve as your ground school before you “take off” 

toward development. It will introduce basic concepts that will help you to 

understand the blockchain technology. This chapter is split into four parts.

 – Introduction to Cryptoeconomics

 – Blockchain Explained

 – Cryptocurrencies Overload

 – Blockchain P2P Network

To understand cryptoeconomics, you first need to understand 

concepts such as encryption and decryption, private-public keys, 

cryptography, digital assets, cryptography, and cryptocurrency.

Once you understand these basic concepts, I will cover blockchain. 

I will cover the pieces that make up an individual blockchain, such as 

blocks, and how the blocks are linked together, as well as the problems 

with blockchain such as double spending. I will also explain cryptomining, 

cryptominers, and cryptocurrency wallets.

Then, I will cover the different types of cryptocurrencies: bitcoin, 

tokens, and alternative cryptocurrency coins (altcoins).

Last, I will cover the P2P network that is used with the blockchain 

technology and the different layers that make up the network: consensus 

layer, miner layer, propagation layer, semantic layer, and application layer.
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 Introduction to Cryptoeconomics
The world of crypto is full of technical jargon that can confuse even 

the savviest technology ninja. Bitcoin introduced the concept of 

cryptoeconomics and paved the way for the creation of many blockchain 

platforms. Before we dive deep into how a blockchain works, let’s 

understand what cryptoeconomics is and the underlying concepts behind 

a blockchain.

Verbal communication is based on selecting words to describe 

a message you want to convey. However, sometimes you want to 

communicate with only certain people while excluding others. A good 

example is during wartime; a commander communicates with soldiers 

stationed on the front line while ensuring the enemy is unable to listen. 

The commander could use encryption for this communication.

Electronically speaking, today all shopping sites offer their 

merchandise over an encryption protocol, called Secure Sockets Layer 

(SSL), that can protect your personal information from hackers. Video 

encryption and decryption are common to ensure the delivery of video to 

authorized members only, and on personal computers, people often use 

encryption to back up and protect files and passwords.

Moreover, as a developer, you likely sent encrypted messages and also 

decrypt incoming messages with the help of libraries as all programming 

languages offer string encryption and decryption functions.

So, let’s look at some definitions:

 – Encryption: Encryption is a process of converting your 

message into code so that only authorized parties can 

access it.

 – Decryption: Decryption is reversing the encryption 

process so that the message can be converted to the 

original message.
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 – Cryptography: This is using the techniques of 

encryption and decryption to send and receive 

messages.

 – Cryptocurrency: This is using cryptography the same 

way as the earlier SSL or video example but specifically 

to fit the needs of a digital asset.

Note a digital asset can be anything of value, such as the 
combination to your home safe, a secret password, a list, a message, 
electronic cash, a document, a photo, and so on.

 – Cryptoeconomics: This is the combination of 

cryptography and economics to provide a platform to 

pass digital assets.

For further clarification, let’s look at these terms in more detail and 

apply them to the topics I will be covering in this book.

 Ig-pay Atin-lay
To begin, let’s go back in time. Have you ever spoken as a child in Pig 

Latin? The secret Pig Latin language is simple. You take off the first letter of 

the word you want to say and then move the letter to the end of the word, 

as well as add the sound “ay.”

For example:

 – “Pig” become “ig-pay.”

 – “Latin” becomes “atin-lay.”

What we just have done is encryption. Then to understand the words 

we have encrypted, we need to work backward.
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 – “Ig-pay” becomes “pig” by removing “ay” from the end 

and taking the last letter and putting it as the first letter.

 – Similarly, “atin-lay” becomes “Latin.”

What we have just done is decryption. Children are able to use these 

techniques to encrypt and decrypt words in a simple form of cryptography.

 Encryption/Decryption

Encryption enables you to pass messages between specific parties in a 

secure manner so excluded parties will not understand them. Throughout 

history, there was a need to be able to send secret messages between 

parties. One party sends an encrypted message at one place, and then the 

other party is able to receive and decrypt the message elsewhere.

In fact, encryption was used a lot during World War I (WWI) and World 

War II (WWII). The Nazis used a machine called Enigma to encrypt and 

decrypt messages (see Figure 1-1). The Allies figured out a way to break 

the Nazi Enigma machine’s secret code and decrypt the messages. This is 

believed to have shortened WWII by years.

Figure 1-1. Enigma machine. Photo credit: wikimedia.org.
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Encryption and decryption went from pure Army usage to public usage 

by way of the development of the Data Encryption Standard (DES) by IBM 

in 1970 and the invention of key cryptography in 1976. In fact, in the past, 

cryptography and encryption were synonymous.

 Encryption + Decryption = Cryptography

As mentioned, cryptography is the process of using the techniques of 

encryption and decryption. The word cryptography came from the Greek 

word kryptos, which means hidden or secret.

In the Pig Latin language example, I described how you can encrypt 

and decrypt words. That technique of removing the first letter and adding 

it to the end with “ay,” and then vice versa, is cryptography. Without 

knowledge of the technique, you wouldn’t be able to understand the Pig 

Latin language.

Most people are probably smart enough to figure out the secret Pig 

Latin language as it’s simple in nature; however, a complex encryption 

example would be a different story.

For instance, going back to the WWII Enigma machine, the Nazis 

were passing messages over the air. The Allies were capable of receiving 

these messages (the messages were the “public keys”), but without a way 

to decode them (the “private keys”), it was not enough. It took a scientist 

named Turing and others five-and-a-half months to decrypt the Nazi’s 

secret messages.

Note a cryptographic key can be used to encrypt a message. the 
encrypted message can then be decrypted only by using the second 
key (a private key) that is known only to the recipient.
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Turing’s contribution was to automate a machine that was capable of 

figuring out different settings the Nazis made in their Enigma machine so 

they could decrypt messages In other words, it automated the process of 

searching for the private key. That machine was called bombe.

 Digital Assets + Cryptography = Cryptocurrency

Cryptocurrency is a digital asset designed so that electronic cash is able to 

be exchanged using strong cryptography (encryption and decryption) to 

ensure the security of funds, transactions, and the creation of new funds.

The cryptography’s private key mechanism must be strong enough 

that it would be almost impossible (in other words, take too much time 

and effort) to figure out. Otherwise, all users could potentially lose their 

electronic cash if the cryptography could be figured out within a few 

months such as with the Enigma machine.

An example of cryptocurrency is bitcoin. Although bitcoin was not the 

first cryptocurrency invented, it’s generally considered the first successful 

cryptocurrency.

Bitcoin’s success is attributed to the following characteristics: no one 

can break the public-private key, it’s distributed without a controlled 

government, it’s publicly available, and it’s published as open source code.

Note Bitcoin was invented in 2008 by satoshi nakamotoi with the 
publication of a white paper called “Bitcoin: a peer-to-peer electronic 
Cash system” (https://bitcoin.org/bitcoin.pdf). the actual 
complete open source software was released a year later in 2009 
(https://github.com/bitcoin/bitcoin).
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 Cryptography + Economics = Cryptoeconomics

Cryptoeconomics is the combination of cryptography and economics 

to provide a platform that gives an incentive to maintain the platform, 

its scalability, and its security; in addition, it is absent of central or local 

government control. In other words, it’s decentralized. The network is 

made up of a collection of multiple computers instead of one central 

computer.

Note Decentralized is the opposite of central control; it means 
without central or local government control.

Bitcoin is able to achieve cryptoeconomics’ goals by using the private- 

public key concepts; cryptography and cryptographic hashing functions 

are used indirectly. In fact, the relation between cryptography and 

cryptocurrency is indirect not just for bitcoin but for most cryptocurrency 

out there.

For instance, cryptography is used in bitcoin in other ways such as the 

following:

 – Bitcoin uses private keys (bitcoin calls these digital 

signatures) with the help of an algorithm function 

(called the ECDSA elliptic curve) to prove ownership.

 – Hashing algorithms are used for holding the structure 

of the database ledger data (or blockchain) via a hash 

generator called SHA256.

 – The hashing algorithms are used to generate math 

puzzles that a computer tries to solve for a prize. Once 

the puzzle is solved, the computer is selected to help 

handle the transactions.
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 – Hashing algorithms are also used to generate account 

addresses.

 – There is the concept of Merkle trees (covered in the 

next chapter), which use the hashing keys of large data 

in small pieces. This is useful for lightweight wallets 

that are needed on constrained hardware devices such 

as mobile devices.

Bitcoin does not gather identity information for its users; however, the 

transactions are public, meaning that all the information is transmitted 

and available online. Think of the Enigma example again; this means that 

anyone can intercept the messages transmitted. However, without the 

private key, no one can decrypt the messages.

Since the release of bitcoin in 2009, there are many other platforms 

that use different types of privacy for sending information in a secure 

manner and that use encryption for more portions of the process so 

that less information is public. Platforms such as Monero and Zcash use 

anonymity via cryptography even for messaging a transaction’s details.

 Blockchain Explained
As I mentioned, bitcoin was the first successful open source digital cash. 

Blockchain is the core technology, or the heart behind bitcoin and in fact 

behind all cryptocurrency platforms.

But what is blockchain?

In short, a blockchain is a shared digital ledger. Think of a database 

that instead of storing all the database entries on one computer it stores 

the data on multiple computers. A fancier definition would be that a 

blockchain is a decentralized and distributed global ledger.
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 Blocks + Chain = Blockchain
Each block contains records and transactions; these blocks are shared 

across multiple computers and should not be altered absent an agreement 

(consensus) of the entire network. The network is ruled according to a 

specific policy. The computers are connected on one network and called 

peers or nodes.

Note What is blockchain? a blockchain is a digital decentralized  
(no financial institutions involved) and distributed ledger. in layperson’s 
terms, it is a database that stores records and transactions on multiple 
computers without one controlling party and according to an agreed 
policy. the data that is stored is a block, and the blocks are linked 
(chained) together to form a blockchain.

 Linked Blocks

A blockchain consists of a collection of data (a block) linked to the previous 

block. How are they linked? A block contains data, and each block 

references the block preceding it, so they are linked just as a chain link 

would be connected to the chain link before it. Take a look at Figure 1-2; as 

you can see, each block is referencing the previous block.
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So, a blockchain contains blocks, which hold records of transactions. 

The private keys are held by the owner to show proof of ownership (this 

is the digital signature), so no one without the private key can decrypt the 

string and claim ownership. This combination of public keys and private 

keys represents the electronic cash.

Note peers form a network of nodes, so throughout this book, you 
may see the word peer or node. these words are synonymous for the 
purpose of this book.

As I said, digital assets can be anything—a music file, video file, 

electronic document, and so on. In cryptocurrency, a digital asset is 

represented as electronic cash; you can think of the public key as your 

bank account and routing number and the private key as the actual cash in 

your account. Yes, you can share your bank’s information with others, but 

the funds will stay in your account. To claim your cash, you need to prove 

ownership. You go to the bank and show a form of ID and prove it’s you by 

a way of signature; only then can you get your money out of your account. 

A similar process happens with cryptocurrency. There is a public address 

Figure 1-2. Blocks chained together
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that represents your account, and only the owner holds the private key to 

prove ownership.

 Double Spending Problem

A digital signature (public keys and private keys) securely ensures a party’s 

identity is kept private and electronic cash is stored.

This concept of a private-public key combo enables you to encrypt 

and decrypt strings and keep a string safe, just as you saw with the Enigma 

machine. However, it is still not enough to solve the biggest problem of 

digital currency—double spending.

When you use fiat money (a paper money made legal by a 

government) such as U.S. dollars or euros, the paper is inconvertible, 

which means that once you gave the paper away, you cannot spend it 

again. In cryptocurrency, what happens if you prove ownership and send 

your digital asset twice at the exact same time? This could lead to double 

spending.

Hackers can try to reproduce digital assets as well as potentially double 

spend them, which cryptocurrency had to solve before it could be used as 

a digital currency.

Note Double spending is the risk that digital currency can be spent 
twice because the digital signature could be reproduced and one could 
prove ownership and send a digital asset twice at the same time.

Blocks that hold keys are not enough to provide security and solve the 

double-spending potential issue to form a digital currency.

Bitcoin solves this problem by creating a network of computers and 

proving that no attempts of double spending have occurred. This is done 

by having all the computers on the network aware of every transaction. All 

the transactions are shared with all the computers in the network.
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 Double Spending Solution: P2P Network

In cryptocurrency, using a peer-to-peer network provided the solution to 

solve the double-spending problem.

Note P2P networking is a distributed application architecture that 
splits the tasks that need to be performed between different peers, 
with each peer having the same privilege. together the peers create a 
p2p network of nodes.

Any computer that is connected on the network is called a peer. The 

peer can be any computer that meets the network requirements such as 

a laptop, mobile device, or server. The computers are connected to each 

other on the Internet via a P2P network protocol and form a network of 

nodes.

The P2P network protocol is not new. It has been used extensively 

on the Web for years now, from downloading files via Kazaa or LimeWire 

networks to having video chats via Skype.

As I mentioned, bitcoin was the first viable cryptocurrency, and it 

solved the double spending issue as well as allows electronic cash to be 

stored without going through financial institutions by utilizing P2P to form 

the blockchain protocol.

“A purely peer-to-peer version of electronic cash would allow 
online payments to be sent directly from one party to another 
without going through a financial institution.”

—Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic  
Cash System
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 Cryptomining by Cryptominers
As noted, each computer that holds a copy of the shared ledger and is 

connected to the P2P network is a peer. A peer can help to add records 

and verify transactions. The process is called cryptocurrency mining or 

cryptomining, and the peer that helps record and verify the transactions is 

called a cryptominer or a miner for short.

Each miner helps to verify and add transactions to the blockchain 

digital ledger. The miners are often rewarded with a fee for the work, and 

to stay competitive with other miners, the miner usually needs a computer 

with specialized hardware.

 Cryptocurrency Wallet
I covered what the public keys and private keys are and how they are 

used to encrypt and decrypt strings. The strings are digital currency or 

cryptocurrency, and the keys represent digital money.

A cryptocurrency wallet stores one or multiple public key and private 

key combinations and is used to receive or spend cryptocurrency.

A good analogy is to think of a wallet like your bank account. 

Cryptocurrency can be created by getting a reward by doing the miner 

work, or it can be purchased. I will expand on wallets later in the book.

 Cryptocurrencies Overload
Before diving deeper into the blockchain P2P network, you should know 

that another concept that can cause confusion is the difference between 

coins and tokens. According to Coinmarketcap.com, at the time of writing, 

there are 1,833 listed cryptocurrencies with a market cap of $200 billion.
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