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Introduction

Data is the driver of today’s organizations. Ignore the vast amounts of data 
available to you about your products, services, customers, and even com-
petitors, and you’ll quickly fall behind. But if you embrace data and mine it 

like it contains valuable jewels, you could find the edge to stay ahead of your com-
petition and keep your customers happy.

And the potential value you can find in data gets even more enticing when you 
incorporate blockchain technology into your organization. Blockchain is a fast-
growing innovation that maintains untold pieces of information you could use to 
decrease costs and increase revenue. Realizing blockchain data value depends on 
understanding how blockchain stores data and how to get to it.

Blockchain Data Analytics For Dummies introduces readers to blockchain technology, 
how it stores data, how to identify and get to interesting data, and how to analyze 
that data to find meaningful information. You learn how to set up your own block-
chain analytics lab and local blockchain to learn and practice blockchain analytics 
techniques. After you set up your analytics lab, you find out how to extract blockchain 
data and build popular analytics models to uncover your data’s hidden information.

About This Book
Blockchain technology is often described as the most important and disruptive 
technology of our generation. At its core, blockchain technology provides a novel 
way to add data to a ledger of transactions that is shared by other users whom you 
do not trust. Blockchain technology has the potential to change the way we con-
duct business at every level. And, while managing transactions between any two 
or more parties, any data related to the transaction gets stored on the shared led-
ger that can never be changed or deleted. The availability of unmodified history of 
transactions can be a huge advantage for organizations of all types.

Unlocking the trends or lessons in these blockchain transactions is the focus of 
this book. Blockchain Data Analytics For Dummies gives you the foundation of block-
chain technology data storage and techniques to analyze blockchain-based data. 
You learn — in clear language — how to build analytics models and populate them 
with blockchain data.



2      Blockchain Data Analytics For Dummies

Foolish Assumptions
I don’t make many assumptions about your experience with blockchain technol-
ogy, application programming, or cryptography, but I do assume the following:

 » You have a computer and access to the Internet.

 » You know the basics of using your computer and the Internet, as well as how 
to download and install programs.

 » You know how to find files on your computer’s disk and how to create folders.

 » You’re new to blockchain and you aren’t an experienced software developer.

 » You’re new to building data analytics models.

Icons Used in This Book
The Tip icon marks tips (duh!) and shortcuts you can use to extract blockchain 
data and build analytics models.

Remember icons mark the information that’s especially important to know.

The Technical Stuff icon marks information of a highly technical nature that you 
can normally skip over.

The Warning icon tells you to watch out! It marks important information that may 
save you headaches when writing your own blockchain applications.

Beyond the Book
In addition to the material in the print or e-book you’re reading right now,  
this product also comes with some access-anywhere goodies on the web. Check 
out the free cheat sheet for more on blockchain technology and data analytics at 
www.dummies.com/cheatsheet/blockchaindataanalyticsfd.

http://www.dummies.com/cheatsheet/blockchaindataanalyticsfd
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You’ll find summary information about blockchain technology, data analytics 
models, and extracting blockchain data. The cheat sheet is a reference to use over 
and over as you gain experience in extracting blockchain data and building data 
analytics models.

In addition, if you’d rather download the code you see in this book instead of typ-
ing it, go to http://www.dummies.com/go/blockchaindataanalyticsfd. You can 
download zip files for each of the projects you’ll create to develop and test data 
access and analytics scripts.

Where to Go from Here
The Dummies series tells you what you need to know and how to do the things you 
need to do to get the results you want. Readers don’t have to read the entire book 
to just learn about some topics. For example, if you just want to learn about 
extracting blockchain data, you can jump right to Chapters 5 and 6. On the other 
hand, if you need to set up your own blockchain analytics lab, read Chapter 4, 
which tells you how to do that with clear, step-by-step instructions.

http://www.dummies.com/go/blockchaindataanalyticsfd
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Chapter 1
Driving Business with 
Data and Analytics

In the twenty-first century, personalization is king — and data makes person-
alization possible. A good friend can pick out a much more personal gift for you 
than a stranger because that friend knows what you like and dislike. Marketers 

have known for decades that establishing a connection with someone can dra-
matically increase the chances that the person will become a customer. 
Organizations’ desire to attract customers and increase sales drives the pursuit of 
meeting consumers’ needs.

Consumers demand personal attention and have come to expect a high level  
of individualized customer service, online or when physically shopping in a 
bricks-and-mortar store. Due to advances in consumer interaction sophistication, 
the bar is high for all types of organizations. For example, it isn’t good enough for 
web searches to return a general list of responses. Consumers expect their searches 
to be personalized and filtered based on their preferences. Today’s search engines, 
and most shopping sites, suggest responses before you even finish typing. It’s 
almost as if the search function knows you and what you’re about to ask.

The capability to guess what a user is likely to ask or find interesting is based on 
data. Humans are creatures of habit and most processes (and even natural events) 
tend to be cyclic. The repetitive nature of behavior means that if you have enough 
historical data, you should be able to predict what comes next. Expending effort to 

IN THIS CHAPTER

 » Discovering the value of data

 » Complying with regulations

 » Protecting customer privacy

 » Predicting expected actions with data

 » Changing plans to control outcome
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collect, maintain, and analyze data related to your organization’s operation can 
help to reduce costs, limit exposure to fines and lawsuits, and lead to increased 
revenue.

In short, learning how to use your data helps you learn how to make your organi-
zation more profitable. In this chapter, you learn about ways that data can provide 
value to organizations.

Deriving Value from Data
The increased trend toward personalized offerings both depends on data and 
exposes data’s importance to business operations. Data is no longer simply a con-
sequence of engaging in transactions — data is necessary to increase the volume 
of transactions. Organizations are learning how valuable data is to their capability 
to conduct and expand operations. If you want to stay competitive in today’s 
economy, you’ll have to provide an experience that’s responsive and personal. 
Data from previous transactions makes it possible to anticipate subsequent activ-
ity and tailor offerings to customer and partner preferences.

For example, the items you’ve bought online in the past give online shopping sites 
such as Amazon.com enough of your background to be able to make suggestions 
for additional purchases. Using past data to recommend future purchase or actions 
is a common way to derive value from data. In this section, I introduce three ways 
organizations can identify data with the greatest potential value.

Monetizing data
Over the past two decades, many organizations have come to view data as the 
primary fuel of the information age. Since the dawn of the twenty-first century, 
many organizations with data as their central business driver either started or 
expanded rapidly. Amazon relies on customer data to make additional purchase 
suggestions, while companies such as Facebook and Google rely on data as their 
primary product to drive advertising revenue. All these organizations found ways 
to turn data into revenue.

As data becomes more directly associated with revenue, data giants Google, Face-
book, and Amazon control a growing demand for access to that data. Users have 
long been encouraged to share their personal data and activities, with little or no 
compensation. In the beginning, the perception was that sharing personal data 
was harmless and had little value.
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However, a growing number of consumers and business partners realize that their 
data has value. Legislative bodies have recognized the importance of personal data 
and are passing new levels of privacy protection legislation each year. Data not 
only has value in and of itself but, when linked to other related personal data, can 
also provide valuable insight into personal behavior.

The realization that personal data has value has resulted in a game of sorts. Orga-
nizations that value consumer data attempt to acquire as much data as possible, 
while consumers are becoming more willing to deny free access to their personal 
data or demand compensation. Compensation often takes the form not of a direct 
monetary payment but of other perks or discounts.

Exchanging data
As organizations realize the increasing value of consumer and partner data, the 
more they explore ways to leverage that value. When consumers interact with any 
organization, or organizations interact with partners, a trail of data artifacts is 
left behind. Artifacts that document transaction timing and contents, as well as 
any changes to data, describe how entities interact with organizations. As more 
interactions with all types of organizations become more automated, the quantity 
and frequency of data artifacts increases.

Organizations that collect data artifacts find that not all are useful — at least not 
to that organization. However, as data becomes more and more valuable, many 
organizations have expanded the scope of data they collect with the intention of 
selling that data to other organizations. As data becomes a source of both direct 
and indirect revenue, data collection and management moves from a supporting 
role to a strategic planning concern.

For example, political campaigns routinely spend large sums of money to purchase 
demographic information on customers who have purchased specific types of prod-
ucts. Political candidates who strongly support environmental issues find value in 
identifying people who purchase green products because these customers are likely 
potential supporters. The identities can then be used to solicit campaign donations.

The overuse of data selling has led to concern and frustration over personal pri-
vacy. Most people come to the eventual realization that online activity has conse-
quences. Every time you provide your email address or telephone number to 
anyone, your data will likely end up being used by some other organization (or 
probably multiple organizations). Always be careful about what data you allow 
others to use.

Sharing and exchanging data isn’t always bad. In some cases, you want your data 
to be shared among businesses and organizations. For example, sharing the 
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complete service history for your car could make getting service easier and more 
reliable. With shared service data, you could take your car to any service provider 
and not have to remember the last time you had the oil changed or tires rotated. 
Techniques that support beneficial and responsible data sharing among organiza-
tions can be valuable to business and consumers.

Verifying data
One of the obstacles to realizing the full value of data is the dependence on its 
quality. Quality data is valuable, while incomplete or untrusted data is often 
worthless. What’s worse, low-quality data may require more budget to clean than 
it will potentially generate in revenue. The only way to realize data’s true value is 
to ensure that the data is valid and represents entities in the real world.

Verifying data has long been one of the highest costs associated with collecting 
and using data. Campaigns that depend on physical or email addresses will have 
little effect if the target addresses are largely incorrect. Bad data can come from 
many sources, including mischievous data submission, sloppy data collection, or 
even malicious data modification. An important aspect of relying on data is putt-
ing controls in place that verify the source of any collected data, along with that 
data’s adherence to collection requirements.

A simple approach to verifying data in a distributed environment is to carry out a 
simple validation at the source and again at the server as the data is stored in a 
repository. While validating data at least twice may seem excessive, the practice 
makes user errors easier to catch and ensures that data received by the server is 
clean.

Validating data twice makes it possible for client applications to quickly catch 
errors, such as too many digits in a phone number or a missing field, while the 
server handles more complex validation tasks. A server may need access to other 
related data to ensure that data is valid before storing it in a repository. Server 
validation could include things such as verifying that order quantities are availa-
ble in a warehouse and that data wasn’t changed by a malicious agent during 
transmission from the client.

One of the reasons data verification is so important is that organizations are rely-
ing more and more on their data to direct business efforts. Aligning business 
activities with expectations based on faulty data leads to undesirable results. In 
other words, decisions are only as good as the data on which those decisions are 
based. The “garbage in, garbage out” adage still holds true.
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Understanding and Satisfying  
Regulatory Requirements

The information age offers many new opportunities and just as many (if not more) 
challenges. The vast amount of data available to organizations of all types empow-
ers advanced decision-making and raises new questions of privacy and ethics. 
Consumer protection groups have long been voicing concerns about how personal 
data is being used. In response to discovered abuses and the recognition of poten-
tial future abuses, governing bodies around the world have passed regulations and 
legislation to limit how data is collected and used.

Although collecting a few pieces of information about a customer may seem inno-
cent, it doesn’t take long for accumulated data to paint a picture of an individual’s 
personal characteristics and behavior. Knowing the past behavior of someone makes 
it relatively easy to predict the person’s future actions and choices. Predicting 
actions has value for marketing but also poses a danger to an individual’s privacy.

Classifying individuals
The concern is that personal data has been, and will continue to be, used to classify 
individuals based on their past behavior. Classifying individuals can be great for 
marketing and sales purposes. For example, any retailer that can identify engaged 
couples can target them with ads and coupons for wedding-related items. This 
type of targeted advertising is generally more productive than general marketing. 
Advertising budget can be focused on target markets that provide the greatest ROI.

On the other hand, knowing too much about individuals may violate a person’s 
privacy. One instance of a privacy violation was a result of the Target Corpora-
tion’s astute data analysis. Target’s analysts were able to identify expectant 
mothers early in their pregnancy based on their changing purchasing habits. 
When a new expectant mother was identified, Target would send unsolicited cou-
pons for baby-related items. In one case, the coupons arrived in the mail before 
the mother had shared that she was pregnant; her family found out about the 
pregnancy from a retailer. Privacy is such a difficult issue because legitimate 
actions can violate a person’s privacy.

Identifying criminals
Another aspect of privacy is when criminals, or other individuals who deliberately 
want to operate anonymously, hide their identities from exposure. Privacy may be 
important to the general population, but it’s a necessity for criminal activity. The 
ability to deny, or repudiate, some action is crucial in avoiding discovery and 
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capture, and to any subsequent defense. Money laundering and fraud are two 
activities in which privacy and anonymity are desired to obfuscate illegal activity.

On the other hand, law enforcement needs the ability to associate actions with 
individuals. That’s why laws exist that protect the general public but allow law 
enforcement to conduct investigations and identify alleged perpetrators.

Protecting the privacy of law-abiding individuals while identifying criminals has 
become important across a spectrum of organizations. To enable law enforcement 
to deal with online privacy issues, legislative bodies have passed various laws to 
address those issues directly.

Examining common privacy laws
Here are a few of the most important privacy-related laws you’ll likely encounter 
and may be compelled to satisfy:

 » Children’s Online Privacy Protection Act (COPPA): Passed in 1998, COPPA 
requires parental or guardian consent before collecting or using private 
information about children under the age of 13.

 » Health Insurance Portability and Accountability Act (HIPAA): Passed in 
1996, HIPAA modernized the flow of healthcare information and contains 
specific stipulations on protecting the privacy of personal health information 
(PHI).

 » Family Educational Rights and Privacy Act (FERPA): Passed in 1974, FERPA 
protects access to educational information, including protection for the 
privacy of student records.

 » General Data Protection Regulation (GDPR): Passed in 2016 (and imple-
mented in 2018), GDPR is a comprehensive regulation from the European 
Union (EU) protecting the private data of EU citizens. Every organization, 
regardless of location, must comply with GDPR to conduct business with EU 
citizens. The EU citizen must retain control over his or her own data, its 
collection, and its use.

 » California Consumer Protection Act (CCPA): Passed in 2018, CCPA has been 
called “GDPR lite” to imply that it includes many of the requirements of 
GDPR. CCPA requires any organization that conducts business to protect 
consumer data privacy.

 » Anti-Money Laundering Act (AML): AML is a set of laws and regulations that 
assists law enforcement investigations by requiring financial transactions to 
be associated with validated identities. AML imposes requirements and 
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procedures on financial institutions that essentially make it very difficult to 
transfer money without leaving a clear audit trail.

 » Know Your Customer (KYC): KYC laws and regulations work with AML to 
ensure that businesses expend reasonable effort to verify the identity of each 
customer and business partner. KYC helps to discourage money laundering, 
bribery, and other financial-based criminal activities that rely on anonymity.

Predicting Future Outcomes with Data
Data can unlock lots of secrets. Data you collect through regular interactions with 
your customers and business partners can help you understand them and better 
meet their needs and wants. Assuming you have taken measures to protect indi-
vidual privacy and have permission to collect and use the data, analyzing that data 
can benefit your organization and your customers (and partners, too).

A common way to use data is to build analytics models that help to explain the 
data, uncover hidden information, and even predict future behavior. Data analyt-
ics is all about using formal methods to unlock secrets that your data is hiding. 
These secrets aren’t hidden on purpose — they just get lost in the mountains of 
data you collect. Without a structured approach to examining your data, you might 
miss some of its value that can lead to increased revenue.

Classifying entities
An entity is any object that your data describes, such as a customer, a vendor, a 
product, an order, or anything else that has characteristics data items can describe. 
In traditional database terms, an entity would correspond to a record or a row. The 
concept of a row maps to a spreadsheet concept as well. Think of a spreadsheet of 
customers. Each row would contain all the data that describes a single customer. 
Figure 1-1 shows a collection of customers in a table format.

These customers are stored in a comma-separated value (CSV) text file named 
customer.csv, and displayed in Visual Studio Code using the Edit as CSV exten-
sion. To learn more about Visual Studio Code and its extensions, see Chapter 4.

Note that each customer has a set of characteristics, such as name, address, and 
contact, stored in separate columns. Data analytics models use these different 
characteristics, also called features, to examine how different entities are related.
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One type of analysis is to examine the features of different entities to see if some 
features can help group entities or imply some relationship. For example, suppose 
you asked a group of people to name their favorite baseball team. You would expect 
that most people who answered “the Colorado Rockies” most likely live near Colo-
rado. However, you can’t always make such simple associations. If you asked the 
same question in the 1990s, not everyone who answered “the Atlanta Braves” 
lived in Georgia. During the 1990s, cable TV was becoming popular and Turner 
Broadcasting System, whose owner also owned the Braves, broadcast all Braves 
games nationally. Many people who didn’t live in Georgia became Braves fans.

The Braves example shows that analytics models cannot be trusted uncondition-
ally. Data analytics can provide tremendous value but also requires care and dili-
gence to build models that return results that hold true over time.

Assuming that you invest sufficiently to build good models, classification models 
can help to identify entities that are similar. Similarity information helps organi-
zations develop targeted marketing campaigns and services to give customers and 
partners the sense of being treated individually. You learn about several classifi-
cation models in Chapter 7 and build a few in Chapter 10.

Predicting behavior
Although the capability to classify entities to identify groups of similarity can be 
valuable, analytics can also make predictions. Past behavior is a strong indication 
of future behavior. Humans tend to repeat actions and decisions, so you can use 
models that identify patterns to predict future actions. The capability to predict 
future actions can have tremendous value to organizations. If an organization can 
determine items that tend to be purchased together frequently, it can use that 
information to make additional purchase suggestions.

FIGURE 1-1: 
Customer entities 

presented as a 
table.


