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Introduction

This book is for anyone who wants to master Linux from the command line. When writing it, 
I had in mind system administrators, software developers, and enthusiastic users who want to 
get things going from the Linux command line. For beginning users, this may be a daunting 
task, as Linux commands often have many options documented only in  pages that are not 
that easy to understand.

This book is distribution agnostic. That is, while writing it, I’ve checked all items against 
Ubuntu, Red Hat, and SUSE. Since most distributions are quite similar to one of these three, 
this book should help you with other distributions as well. There is only one item in the book 
that is not distribution agnostic: the Appendix, which explains how to install OpenSUSE. 
I’ve chosen to cover installation of just one distribution, because if you don’t have any Linux 
installed yet, you probably don’t care what you install. If you do care what distribution to work 
with, you probably have it installed already.

The book begins with an introduction to exactly what I’m talking about when discussing 
Linux and its different appearances: the distributions. In Chapter 1, you’ll also find essential 
information on how to log on to the computer and how to find out more about the way a 
command should be used. Chapter 2 follows with some essential Linux commands. After read-
ing this chapter, you’ll already start to feel at ease on the Linux command line; among other 
things, it teaches you how to work with files and directories and how to communicate with 
other users. Chapter 3 moves the focus to one of the most important tasks you’ll perform when 
working with Linux: working with files. In this chapter, you’ll learn not only how to copy files 
and make directories, but also how to mount devices to your Linux system.

Working with Linux from the command line means working with text files. In Chapter 4, 
you’ll learn about the tools that are at your disposal to do this. You’ll get familiar with some of 
the classic tools, such as  and , and also with some of the more advanced tools, such 
as  and . Following that, in Chapter 5 you’ll learn more about partitions, logical volumes, 
and other advanced file system management tasks. After reading this chapter, you’ll start 
feeling at ease on the Linux command line. Chapters 6 and 7 move on to two other essential 
subjects: the management of users and permissions.

Chapter 8 covers a topic that seems to be handled differently by all the Linux distribu-
tions: software management. This chapter teaches you about generic ways to install and 
manage software packages, such as rpm and dpkg, and also about some of the distribution-
specific ways to deal with these tasks, such as apt-get, rpm, and zypper. Chapters 9 and 10 
cover tasks that are important for system administration. In these chapters, you’ll learn how 
to manage processes and how to handle logging on your computer.

By the time you reach Chapters 11 and 12, you’re ready to explore network-related tasks. 
In these chapters, you’ll learn how to configure a network interface and how to set up the 
Samba and NFS file services. Chapters 13 and 14 cover two advanced but useful topics: kernel 
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management and shell scripting. After you finish the last chapter, you’ll have all the knowledge 
you need to work with Linux from the command line.

There are exercises available for this book as well, which you can download from 
. These exercises provide an excellent solution for learning Linux 

in a classroom environment.
I hope you enjoy reading this book and that it prepares you for getting things done from 

the Linux command line!



C H A P T E R  1

Starting Linux Command-Line 
Administration

To unleash the full power of Linux, as a Linux administrator you will spend most of your time 
typing commands on the Linux command line, the so-called shell prompt. For someone who 
is new to the command line, the things that advanced users do there may look like magic. In 
this chapter, you’ll learn about the following topics:

 and 

Linux Distributions
For someone new to Linux, the operating system may appear a little bit strange. For instance, 

versions (the so-called distributions) of Linux. After some Linux history, this chapter teaches 
you about the differences and similarities between these distributions.

Linux History
Linux started around 1991 all because the Finnish student Linus Torvalds wasn’t too happy 
with 

kernel (which is the heart of the oper-

kernel and gave it the name Linux.
Possibly the smartest thing that Torvalds did when starting his initiative was decide not 

to do it alone. To find other people who wanted to work with him, he posted a message on 

1
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people and get help from other people.
The initiative by Torvalds didn’t stand on its own. Many other software developers had 

thing that really was missing at that moment was a kernel that was stable enough to go into 
production.

Open Source
Right from the start, Torvalds released his software as open source software—that is, software 
whose computer code is freely available to anyone. This open source initiative fitted well into 
many other open source programs that were a part of the 

-

experience.

can be used and modified by anyone, as long as the person modifying this software makes sure 

-

The First Distributions

the early days, people who wanted to start using Linux had to go on the Internet and down-
load these software programs themselves. Often, after downloading them, they even had to 
compile them for themselves. This compilation process was necessary to convert the program 
files, which were published as source code files only, to executable programs that users could 
execute on their computer.

to create collections that consisted of the Linux kernel and some other useful programs. One 
of the first persons to do so was 
1993. In those days, this distribution consisted of different software categories, all put together 
on no fewer than 43 diskettes. Volkerding was perhaps the first who made a successful Linux 
distribution that started to get used on servers all around the world.

Linux Turning Mainstream
The years between 1993 and 1998 marked the rise of the Linux operating system. One of the 
most important reasons for this is that it provided a very affordable alternative for the expen-

popularity, during this period the most important Linux distributions were created.
-

gram that made working with Linux easy, other Linux distributions soon started to add value 
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collection, others by creating programs and adding that to their distribution, and some hired 
developers to optimize the open source programs. The result is that nowadays hundreds of 
Linux distributions are available for new Linux users. Of all these Linux distributions, only 
some really matter. In this book, I’ve focused on the three most important distributions: Red 

the quality of the other distributions; however, it makes sense to focus on these three as they 
make up more than 90% of the Linux market. Following are short descriptions of these three 
distributions.

Red Hat

-
tor added support for Linux. At one level, this is support of different hardware and software 
programs, which means that users of the supported hardware and software programs were 

as a commercial added value to Linux.

is -

Fedora Linux is 
available for free download at .

.

SUSE

-
able software, thus trying to make money out of it.

period still dominated the market.
-
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at .

open source product. This version also offers a stable Linux distribution, but at the same 

.

Ubuntu
a relatively new Linux distribution. It has become quite successful because its 

.

success of the desktop version has become quite popular (though not yet as popular as the 

version that currently is released every 18 months. The special thing about this version is the 
extended period of support that is offered. For desktops this is 5 years, and for servers its 7 
years.

Note This book focuses on Red Hat, SUSE, and Ubuntu Linux. You will notice, however, that 98% of the 
commands and configuration files covered in this book are available on other Linux distributions as well. This 
means that no matter what Linux distribution you use, the information in this book will be useful for you.

Logging In and Out
can do anything on a Linux computer, you have to log in. In this section, you’ll 

learn about usernames and different ways you can use to make yourself known to your Linux 
computer.
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Different Login Interfaces

with this, Linux offers you a login prompt. This can be either a graphical or a nongraphical 
prompt. If you are working on a Linux desktop, you are likely to see a graphical environment. 

In Linux, there often is a choice between different solutions. This means there is not 

graphical login screen for that reason will be different between the distributions. In Figure 1-1, 

Figure 1-1. The graphical login screen on SUSE

-
vides you with the login screen. More specifically, it is the  process that starts the graphical 

 process.
If you are working on a server, the graphical environment doesn’t matter and is normally 

not started by default. That is because the graphical environment consumes resources, and 
these resources on server systems are better reserved for other purposes. Therefore, servers 
normally offer a text-based login prompt only. In Figure 1-2, you can see what this sort of login 
prompt looks like.
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Figure 1-2. The text-based login prompt

There are other ways of connecting to a Linux machine as well. If you are a server admin-
istrator, your server will probably be installed in an air-conditioned cold server room that 
you enter only if really necessary. Therefore, as a server administrator, you may use a remote 
access tool like 

Note PuTTY is the de facto standard for accessing Linux machines from a Windows desktop. You can 
download PuTTY for free from . To use it, you need SSH on your Linux computer as well. 
SSH is covered in detail in Chapter 11.
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Figure 1-3. PuTTY is the de facto standard for accessing a Linux console remotely from a 
Windows workstation.

As you can see, there are many ways to connect to a Linux machine. In all cases, you do 
need to provide user credentials. The next section gives more information about that.

Working with a User Account
To log 
already know what username to use if you installed the machine yourself. If someone else 
installed the machine for you, ask him or her what username you should use. This username 
will also have a password. At the login prompt, you need to provide the username and pass-
word to make yourself known to the machine. This procedure is also known as authentication.

Note There are alternatives to passwords for authentication. For instance, you may use a smart card to 
authenticate on your machine. However, this is not very common, and for this reason, in this book I will focus 
on password authentication.

can authenticate as a normal user, but you can authenticate with the account of the system 
administrator as well. The username for this account is root. On every Linux computer, there 
is a user with the name root, and this user account has no restrictions. The user root really 
is almighty. If you are a system administrator, it makes sense to authenticate as root; after 
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all, you need to do system administration, and for that purpose you need all the permissions 
there are. If, however, you are a normal user, you shouldn’t make a habit of logging in as root 
by default. Just log in with your normal user account, and use  or  to become root when 

authenticated.

Command-Line Basics
The command line is important, because a system administrator can do anything from it. 
Linux has many, many commands, more than you will ever know, and new commands are 
added on a regular basis. All of these commands, though, share a common way of working. In 
this section, you’ll learn about common elements that you will encounter in any Linux com-

we’ll talk about characters that you can and can’t use in Linux commands. Figure 1-4 shows 
what a command line looks like, when started as a terminal from a graphical environment.

Figure 1-4. The command line as seen from a terminal window

The command line offers you a prompt that consists of different parts. The first part of 
the prompt, as you can see in Figure 1-4, is the name of the computer you are working on. 
In this case, the computer name is 
in the file system where the user is at right now. In Figure 1-4, you can see a  sign instead 
of the name of a directory. This sign refers to the home directory, which is the folder in the 
file system where the user can store his or her personal files. Last, the  sign in this prompt 
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indicates that the current user is root, the mighty system administrator. If you see anything 
other than 
that if this is the case, some commands have limited use. For instance, on Linux a normal 
user cannot format hard disks.

Note Since in open source there are no rules, a developer can do as he or she likes. Therefore, words like 
“always” and “every” are not applicable in Linux, as there are often exceptions to the rules that are used in 
Linux. To keep this book readable, I will, however, use these words anyway. Just keep in mind that when you 
see the terms “every” and “always,” it should read “almost every” and “almost always.”

The Command Interpreter
on the command line, as an administrator you will be dealing with the shell. 

The shell is the command interpreter: it is responsible for making something out of the things 

abilities of the shell. The shell itself is a program that your server starts automatically after 
you log in on your server, no matter if you’ve done so directly on the server console or via a 

command-line administrator, you don’t really care which shell is used—both work in the same 

most important and most useful features.

Commands, Options, and Arguments
A Linux command normally consists of three parts: the command itself, the command 
options, and its arguments. For instance, the following example shows what a Linux command 
looks like:

This example consists of three parts, , which is the command;  and  sales, 
which are both options; and , which is a generic argument. Further on in this section, I’ll 
explain these components in more detail.

The command itself is the character string you type to activate a certain task. For instance, 
the command  (see Listing 1-1) lists files. In Listing 1-1, you see the result of this command 

functionality is defined for this command. Linux has many commands, as mentioned previ-

detailed usage information about them by using the  command.
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Listing 1-1. Using the  Command Without Options Shows Files in the Current Directory

Options
Most commands 
behavior of the commands. For instance, the 
the current directory, as you can see in Listing 1-1. If you want to see details, such as the file 
size, the permissions that are set for it, and information about the creation date, you can 
add the option . In Listing 1-2, you can see how this option modifies the behavior of the 

 command.

Listing 1-2. By Adding an Option to a Command, You Modify Its Behavior
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Options provide you a method that is defined within the command code to modify the 
behavior of the command. This means that as a user or an administrator, you cannot add 
options yourself. The only way of doing this is to change the source code of the command. 

and other commands can have more than 50. The  command normally gives you a com-
plete list of all options that are available.

Many commands offer two different methods of working with options: the short option 
and the long option. For example, you can use the command , which makes the  
command present its output in a human-readable way by showing kilobytes, megabytes, and 

 in a long way, written as 
. In Listing 1-3, you can see this option at work, combined with the option 

, which makes sure that the output of 
long alternative for the short option .)

Listing 1-3. Most Linux Commands Work with Short As Well As Long Options

 sign, and you can add more than one short option after 
the  sign. For instance, you can combine the options  and  from the example in Listing 
1-4 as . Long options are preceded by the  sign. For instance,  
executes the . If by mistake you 

 in front of a long option, the long option is not interpreted as a long option, but 
as a collection of short options. This means that  would be interpreted as 

.

Arguments
Apart from options, many Linux commands have arguments. These are additional specifica-
tions that you can add to the command to tell it more precisely what to do, but the argument 
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is typically not defined in the command code itself. For example, consider the command 
:

In this example,  is the argument. As you can imagine, you can use any other 
file name instead of , and this is typical for arguments. They are not fixed, and you 
can use any argument you like as long as it is relevant in the context of the command. In this 
book, I’ll make a very clear distinction between options and arguments.

arguments as well. For example, consider the following command:

This command consists of four different parts:

: The command itself

: The option that tells the 

: The argument of the option , which specifies what exactly you want to do with 
the option 

: The argument of the command, which in this case makes clear to whom to send 
the mail message

As a rule of thumb, arguments at the end of the command are normally command argu-

how to find out the differences between command arguments and arguments for options, but 
-

ate the two argument types.

Piping and Redirection

piping, you can send the result of a command to another command, and by using redirection, 
you can determine where the command should send its results.

Piping
Piping offers -
bine the abilities of two or more commands to create a kind of super command that offers 

advanced Linux administrator, a command such as the following is pretty common (after 
reading all the chapters in this book, you should be able to understand what this command 
is doing):
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As a Linux administrator, you absolutely need to know about piping, so let’s start with 
an easy example. If you try a command like , you will see that it gives a lot of output 
that scrolls over your screen without stopping. On Linux, there is a very useful command, 
named , that you can use as a viewer for text files. For example, try  
(see Listing 1-4); this will open the  file in  to show the contents of the file 
(use  to quit ).

Note The  file contains a list of IP addresses and the matching host name. In a small net-
work, you can use it as an alternative to using DNS for resolving host names.

Listing 1-4. You Can Use  As a Viewer to Read Text Files

The 
, the  

command executes and sends its result to the  command.  will function as a pager 
in this situation and show you the output of the first command screen by screen (see Listing 
1-5). It will also show you the current position that you are at; this is indicated by , 
which you see at the end of the example file. Press the spacebar to proceed to the next screen 
of output.
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Listing 1-5. By Piping to , You Can Display the Results of a Command That Gives a Large 
Amount of Output Screen by Screen

Redirection
Another operator that is very useful in the Linux command shell is the redirection operator, . 

also say that the shell will send the result of a command to standard output, abbreviated to 
-

where else.

Tip If possible, try all commands described in this section immediately after reading about them. Without 
trying them yourself, it may be quite hard to understand what they are doing.

Let’s use the command 
, you’ll tell the com-

mand to send its output somewhere else, in this case to a file that has the name . 
This file will be created in the current directory if it doesn’t exist. If a file with this name already 
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exists, you will overwrite it by using this command. In case you want to add to an existing file 
instead of overwriting it, use . The double redirector tells the command to 
append to the contents of the file instead of overwriting it. If the file doesn’t already exist, the 

when using redirection, use  at all times instead of .
error messages apart from output. The good thing is that 

you can redirect these error messages also. To do this, use  instead of  gives 
you a lot of error messages as well (which isn’t very likely, but you never know), you can 
send all of them to the file , which will be created in the current directory if you use 

. And it is even possible to redirect the standard output of a command in 
one direction, while sending the error output somewhere else. For instance, the command 

 will create two files, the file  for the regular output and the 
file  for the error output.

Instead of sending the results of a command to a file, you can redirect to some of the 

device file. For instance, there is the device file , which can be used as a digital waste 

system, you can redirect the error messages to the  device. The following example 
shows how to do so:

won’t see error messages anymore.
Apart from output, you can also use redirection on input for a command. This is used 

not as often, but can be useful for commands that open an interactive prompt where you are 
expected to provide input for the command. An example of this is the Linux  command 
that you can use on the command line.

Tip You can use the  command for some simple mail handling from a terminal screen, but if your 
server is configured properly, you can even use it to send mail to other users on the Internet. The only thing 
you need to do is set up DNS on your server.

. This command opens a command prompt 
that will allow you to compose a mail message to the user root (whose name is provided as the 
argument to the command). The option . In 
Listing 1-6, you can see the result of this command.

Listing 1-6. Composing a Mail Message with 


