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Introduction

If you’re preparing to take the Certified Information Privacy Professional/US (CIPP/US)
exam, you’ll undoubtedly want to find as much information as you can about privacy. The
more information you have at your disposal and the more hands-on experience you gain, the
better off you’ll be when attempting the exam. We wrote this study guide with that in mind.
The goal was to provide enough information to prepare you for the test—but not so much
that you’ll be overloaded with information that’s outside the scope of the exam.

We’ve included review questions at the end of each chapter to give you a taste of what it’s
like to take the exam. If you’re already working in the privacy field, we recommend that you
check out these questions first to gauge your level of expertise. You can then use the book
mainly to fill in the gaps in your current knowledge. This study guide will help you round
out your knowledge base before tackling the exam.

If you can answer 90 percent or more of the review questions correctly for a given
chapter, you can feel safe moving on to the next chapter. If you’re unable to answer that
many correctly, reread the chapter and try the questions again. Your score should improve.

Don’t just study the questions and answers! The questions on the actual

IOTE exam will be different from the practice questions included in this book.
The exam is designed to test your knowledge of a concept or objective,
so use this book to learn the objectives behind the questions.

The CIPP/US Exam

The CIPP/US certification is designed to be the gold standard credential for privacy pro-
fessionals working in the United States and those seeking to enter the field. It is offered
by the International Association of Privacy Professionals (IAPP) and fits into their suite of
geographic-based privacy certifications.

The exam covers five major domains of privacy knowledge:

Introduction to the U.S. Privacy Environment
Limits on Private- Sector Collection and Use of Data
Government and Court Access to Private- Sector Information

Workplace Privacy

LU A

State Privacy Laws

These five areas include a range of topics, from building a privacy program to understanding
U.S. privacy laws and regulations. You’ll find that the exam focuses heavily on scenario-based
learning. For this reason, you may find the exam easier if you have some real-world privacy
experience, although many individuals pass the exam before moving into their first privacy role.
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The CIPP/US exam consists of 90 multiple-choice questions administered during a
150-minute exam period. Each of the exam questions has four possible answer options. Exams
are scored on a scale ranging from 100 to 500, with a minimum passing score of 300. Every
exam item is weighted equally, but the passing score is determined using a secret formula, so
you won’t know exactly what percentage of questions you need to answer correctly to pass.

ExamTip

There is no penalty for answering questions incorrectly. A blank answer and an incorrect
answer have equal weight. Therefore, you should fill in an answer for every question, even
if it is a complete guess!

IAPP charges $550 for your first attempt at the CIPP/US exam and then $375 for retake
attempts if you do not pass on the first try. More details about the CIPP/US exam and how
to take it can be found in the IAPP Candidate Certification Handbook at iapp.org/
certify/candidate-handbook.

You should also know that certification exams are notorious for including vague ques-
tions. You might see a question for which two of the possible four answers are correct—but
you can choose only one. Use your knowledge, logic, and intuition to choose the best answer
and then move on. Sometimes, the questions are worded in ways that would make English
majors cringe—a typo here, an incorrect verb there. Don’t let this frustrate you; answer the
question and move on to the next one.

Certification providers often use a process called item seeding, which is the

ITE practice of including unscored questions on exams. They do this as part of
the process of developing new versions of the exam. So, if you come across
a question that does not appear to map to any of the exam objectives—or
for that matter, does not appear to belong in the exam—it is likely a seeded
question. You never really know whether or not a question is seeded, how-
ever, so always make your best effort to answer every question.

Taking the Exam

Once you are fully prepared to take the exam, you can visit the IAPP website to purchase
your exam voucher:

iapp.org/store/certifications

IAPP partners with Pearson VUE’s testing centers, so your next step will be to locate a
testing center near you. In the United States, you can do this based on your address or your
ZIP code, while non-U.S. test takers may find it easier to enter their city and country. You
can search for a test center near you at the Pearson Vue website, where you will need to nav-
igate to “Find a test center.”

www . pearsonvue.com/iapp
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In addition to the live testing centers, you may also choose to take the exam at your home
or office through Pearson VUE’s OnVUE service. More information about this program is
available here:

home.pearsonvue.com/Test-takers/OnVUE-online-proctoring.aspx

Now that you know where you’d like to take the exam, simply set up a Pearson VUE test-
ing account and schedule an exam. One important note: Once you purchase your exam on
the IAPP website, you have one year to register for and take the exam before your registra-
tion will expire. Be sure not to miss that deadline!

On the day of the test, take two forms of identification, and make sure to show up with plenty
of time before the exam starts. Remember that you will not be able to take your notes, electronic
devices (including smartphones and watches), or other materials into the exam with you.

)/ Exam policies can change from time to time. We highly recommend that
,@TE you check both the IAPP and Pearson VUE sites for the most up-to-date
information when you begin your preparing, when you register, and
again a few days before your scheduled exam date.

After the CIPP/US Exam

Once you have taken the exam, you will be notified of your score immediately, so you’ll
know if you passed the test right away. You should keep track of your score report with your
exam registration records and the email address you used to register for the exam.

Maintaining Your Certification

IAPP certifications must be renewed periodically. To renew your certification, you either
must maintain a paid IAPP membership or pay a $250 non-member renewal fee. You must
also demonstrate that you have successfully completed 20 hours of continuing professional
education (CPE).

IAPP provides information on the CPE process via their website:

japp.org/certify/cpe

Study Guide Elements

This study guide uses a number of common elements to help you prepare. These include the
following:
Summaries The summary section of each chapter briefly explains the chapter, allowing
you to easily understand what it covers.
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Exam Essentials The exam essentials focus on major exam topics and critical
knowledge that you should take into the test. The exam essentials focus on the exam
objectives provided by IAPP.

Chapter Review Questions A set of questions at the end of each chapter will help you
assess your knowledge and if you are ready to take the exam based on your knowledge
of that chapter’s topics.

Additional Study Tools

This book comes with a number of additional study tools to help you prepare for the exam.
They include the following.

Go to www.wiley.com/go/sybextestprep, register your book to

TE receive your unique PIN, and then once you have the PIN, return to www
.wiley.com/go/sybextestprep and register a new account or add this book
to an existing account.

Sybex Online Learning Environment

Sybex’s online learning environment lets you prepare with electronic test versions of the
review questions from each chapter and the practice exams that are included in this book.
You can build and take tests on specific domains, by chapter, or cover the entire set of CIPP/
US exam objectives using randomized tests.

Electronic Flashcards

Our electronic flashcards are designed to help you prepare for the exam. Over 100 flashcards
will ensure that you know critical terms and concepts.

Glossary of Terms

Sybex provides a full glossary of terms in PDF format, allowing quick searches and easy ref-
erence to materials in this book.

Practice Exams

In addition to the practice questions for each chapter, this book includes access to two full
90-question online practice exams. We recommend that you use them both to test your pre-
paredness for the certification exam.

- Several months after publication of this book, slight changes were
AéTE made to the exam objectives. You can download an update to this
Study Guide, covering those changes, at https://www.wiley.com/go/
jappcippstudyguide
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CIPP/US Exam Objectives

TAPP goes to great lengths to ensure that its certification programs accurately reflect the pri-
vacy profession’s best practices. They also publish ranges for the number of questions on the
exam that will come from each domain. The following table lists the five CIPP/US domains
and the extent to which they are represented on the exam.

Domain Questions
1. Introduction to the U.S. Privacy Environment 28-34

2. Limits on Private- Sector Data Collection 20-24

3. Government and Court Access to Private- Sector Information 6-8

4. Workplace Privacy 8-12

5. State Privacy Laws 5-7

CIPP/US Certification Exam
Objective Map

OBJECTIVE CHAPTER
L. Introduction to the U.S Privacy Environment
I.A Structure of U.S. Law Chapters 2 and 3
I.A.a Branches of government Chapters 2
L.A.b Sources of law Chapter 2
L.A.c Legal definitions Chapter 2
I.A.d Regulatory authorities Chapter 3
I.A.e Understanding laws Chapter 2
I.B Enforcement of U.S. Privacy and Security Laws Chapters 2, 3, and 9
L.B.a Criminal versus civil liability Chapters 2
I.B.b General theories of legal liability Chapter 2
LI.B.c Negligence Chapter 2
I.B.d Unfair and deceptive trade practices (UDTP) Chapter 3

I.B.e Federal enforcement actions Chapter 3
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OBJECTIVE CHAPTER
L.B.f State enforcement (Attorneys General (AGs), etc.) Chapter 3

L.B.g Cross-border enforcement issues (Global Privacy Enforce- Chapter 9
ment Network (GPEN))

L.B.h Self-regulatory enforcement (PCI, Trust Marks) Chapter 3
I.C Information Management from a U.S. Perspective Chapter 1,4, and 9
I.C.a Data sharing and transfers Chapter 1
I.C.b Privacy program development Chapter 1
I.C.c Managing user preferences Chapter 1
I.C.d Incident response programs Chapter 4
I.C.e Workforce training Chapter 4
I.C.f Accountability Chapter 1
I.C.g Data retention and disposal (FACTA) Chapter 4
I.C.h Online privacy Chapter 1
I.C.i Privacy notices Chapter 1
I.C.j Vendor management Chapter 4
I.C.k International data transfers Chapter 9

I.C.1 Other key considerations for U.S.-based global multina- ~ Chapter 9
tional companies

I.C.m Resolving multinational compliance conflicts Chapter 9

II. Limits on Private- Sector Collection and Use of Data

IL.A Cross- Sector FTC Privacy Protection Chapter 5
II.A.a The Federal Trade Commission Act Chapter 5
II.LA.b FTC Privacy Enforcement Actions Chapter 5
II.A.c FTC Security Enforcement Actions Chapter 5
II.A.d The Children’s Online Privacy Protection Act Chapter 5

II.A.e Future of federal enforcement (Data brokers, Big Data,  Chapter 5
IoT, Al unregulated data)
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OBJECTIVE CHAPTER
I1.B Medical Chapter 5

I1.B.a The Health Insurance Portability and Accountability Act  Chapter 5
of 1996 (HIPAA)

I1.B.b Health Information Technology for Economic and Chapter 5
Clinical Health (HITECH) Act of 2000
I1.B.c The 21st Century Cures Act of 2016 Chapter 5
I1.B.d Confidentiality of Substance Use Disorder Patient Chapter 5
Records Rule

I1.C Financial Chapter 5
I1.C.a The Fair Credit Reporting Act (FCRA) of 1970 Chapter 5
II.C.b The Fair and Accurate Credit Transactions Act Chapter 5
(FACTA) of 2003
I1.C.c The Financial Services Modernization Act of 1999 Chapter 5
(“Gramm-Leach-Bliley” or GLBA)
II.C.d Red Flags Rule Chapter 5

II.C.e Dodd-Frank Wall Street Reform and Consumer Protec-  Chapter 5
tion Act of 2010

II.C.f Consumer Financial Protection Bureau Chapter 5

I1.C.g Online banking Chapter 5
I1.D Education Chapter 5

I1.D.a Family Educational Rights and Privacy Act Chapter 5

(FERPA) of 1974

I1.D.b Education technology Chapter 5
II.E Telecommunications and Marketing Chapter 5

II.E.a Telemarketing sales rule (TSR) and the Telephone Chapter 5

Consumer Protection Act of 1991 (TCPA)

II.E.b Combating the Assault of Non-Solicited Pornography Chapter 5
and Marketing Act of 2003 (CAN SPAM)

ILLE.c The Junk Fax Prevention Act (JPFA) of 2005 Chapter 5
II.E.d The Wireless Domain Registry Chapter 5

II.E.e Telecommunications Act of 1996 and Customer Proprie- Chapter 5
tary Network Information

II.E.f Cable Communications Privacy Act of 1984 Chapter 5
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OBJECTIVE CHAPTER
II.E.g Video Privacy Protection Act (VPPA) of 1988 Chapter 5
II.E.h Digital advertising Chapter 5

III. Government and Court Access to Private-Sector Information

II.A Law Enforcement and Privacy Chapter 6
II.A.a Access to financial data Chapter 6
II.A.b Access to communications Chapter 6
[I.A.c The Communications Assistance to Law Enforcement Chapter 6
Act (CALEA)

II.B National Security and Privacy Chapter 6
[I.B.a Foreign Intelligence Surveillance Act (FISA) of 1978 Chapter 6

[IL.B.b Uniting and Strengthening America by Providing Appro- Chapter 6
priate Tools Required to Intercept and Obstruct Terrorism Act
(USA-Patriot Act) of 2001

[I.B.c The USA Freedom Act of 2015 Chapter 6
I1.B.d The Cybersecurity Information Sharing Act (CISA) of 2015 Chapter 6

II.C Civil Litigation and Privacy Chapter 6
II.C.a Compelled disclosure of media information Chapter 6
[I.C.b Electronic discovery Chapter 6

IV. Workplace Privacy

IV.A Introduction to Workplace Privacy Chapter 7
IV.A.a Workplace privacy concepts Chapter 7
IV.A.b U.S. agencies regulating workplace privacy issues Chapter 7
IV.A.c U.S. Anti-discrimination laws Chapter 7

IV.B Privacy before, during, and after employment Chapter 7
IV.B.a Employee background screening Chapter 7
IV.B.b Employee monitoring Chapter 7
IV.B.c Investigation of employee misconduct Chapter 7

IV.B.d Termination of the employment relationship Chapter 7



