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Introduction

Welcome to the wonderful world of Jump-start Your SOC Analyst Career!
You picked this book up because you want to get into the action! Into the
money! Into the challenges that lie ahead! We will tell you how wonderful
and rewarding this career is, but first let us say something about infosec.
If you get into the cybersecurity industry and you aren’t connected to
the community, you are missing out. There are all kinds of micro infosec
communities and communities for special groups of people, but in
contrast there are communities that want to include everyone. There are
extremely esoteric communities filled with mystery and secrets, there are
communities for just CISOs and communities for just engineers, there is a
military community, communities for Bill and Bob, communities for the
government sector, a community of breakers and makers alike... if there
is only one common trait that people coming into security want, itis a
sense of community - and infosec has it! It is really hard to relate to people
in the normal world sometimes, especially if you are starting out and
keyboarding alone. We promise you there are many other people that want
to keyboard alone next to you. It happens all the time at conferences! There
are so many amazing people in the community, and sometimes they don’t
always get along, but in 3-6 months, it will be like it never happened. Our
goal for this book is to get you in the chair in the SOC you dream about and
open your eyes that no matter who you are, cybersecurity is for you.

This book will cover what you need to know that we have deemed to
be important to know as a SOC analyst. There are a lot of open jobs in
cybersecurity, but there are also a lot of candidates that want those jobs.
The challenge is that there are not a lot of the right kind of candidates to fill
them. We explain to you what the right kind of candidate is and give you
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