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Introduction

If you search for “IoT platform” on Google, it will return about 190 million
results within a second. This is the level of proliferation that IoT has
achieved (especially IoT platforms) in recent years. Every solution that is
related to the IoT needs a platform.

Whether you develop a custom platform or buy it off the shelf means
a lot to your final product. Moreover, the term IoT platform has many
connotations, and vendors have overused it to a point where it does not
convey anything meaningful.

As businesses and working scenarios are evolving, I am seeing many
smaller companies delving into IoT. However, not having your own IoT
platform is one of the impediments for such an evolution. The easy/lazy
answer, as many would suggest, is to use freemium or free-trial platforms.

What lies ahead is a greater challenge when things scale and costs
skyrocket exponentially. When the trial expires or freemium is not enough,
users find themselves locked-in, and switching over is neither simpler nor
easier.

Additionally, buying off-the-shelf solution often means that you
subordinate requirements or retrofit things to suit what is available. You
might end up building a subpar solution, if not an outright bad one. If having
full flexibility and control means something to you, this book is for you.

I chose to write this book as I saw many of my customers struggling
to understand the IoT platform landscape. State of the play has not been
balanced with many vendors convoluting the offering to make it look like
the greatest thing ever built. For short-term gains, they have raised artificial
constraints and showed superficial problems that only their offering can solve.
I believe in empowering customers, and this book is a humble attempt to do it.
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The book is not about building a full-blown enterprise-grade system.
It is about being agile in a true sense and reducing time to the market
without breaking the bank. It is about designing something that you can
scale incrementally without having to do a lot of rework or disrupting your
current state of the work.

If you are a small to medium-sized company, or part of the
development team at a non-IT company, you will find this book quite
useful. If you are an independent developer, researcher, or learner, you
will see the usefulness of the content for your endeavors too. Whether
you are new to the programming world or have basic to intermediate
programming skills, you will find this hands-on book equally useful.

The book supports the idea of being frugal at the start, and then invests
only when and where necessary. It would help you to tap into technology
advancements without bank-breaking budgets, and get off the ground
quickly, contrary to the longer times required to adapt to the off the shelf
or freemium platforms. More importantly, you will be in full control of
what you are developing throughout the process.

Throughout 12 chapters of this book, I guide you through the step-by-
step process of building your own IoT platform. There are must-haves and
there are nice-to-haves; I will distinguish between the two and focus on
how to build the must-haves. You will not only save heaps but also enjoy a
control-wielding and satisfying learning experience.

In the first chapter, I discuss the necessary and sufficient qualities that
any IoT platform must have and why. I also elaborate on the key question
of why you should build your own.

Building your own means understanding at the ecosystem level is
important; we do that in Chapter 2, where block diagram-level details of
the IoT platform are discussed.

Better planning is a key to success that reduces confusion and agony
later on. So, I cover a platform wish list, and the technical and general
requirements for the building of our platform in Chapters 3 and 4.
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The rubber actually hits the road in Chapter 5, where we initialize the
cloud instance, install the required software stack, and apply security. If
you are eager to jump into the “how” of building things, this is where you
might want to start (and read about the “why” later).

One of the core elements of the platform is a two-way messaging
system bus, which is explained in Chapter 6 along with the installation of
broker software and securing it.

Building critical components of the platform, and the message broker
extension with additional functionality, are covered in Chapter 7.
Additional configurations and testing the core built to that point are
covered in Chapter 8.

In Chapter 9, additional microservices and data access APIs are
covered, along with the foundation for the rule engine. Then we build a full
rule engine and authentication mechanism in Chapter 10.

In Chapter 11, we add documentation and provide the testing facility
for developers with interactive AP documentation.

Finally, in Chapter 15, I address a few commonly asked questions
in various forums and discuss a few advancements that are in progress,
which you might want to add to the platform when you build it. As I
conclude, I leave you with a few possibilities to experiment.

Remember that all the code and configuration files discussed in
this book are available on GitHub at https://github.com/knewron-
technologies/in24hrs. Feel free to star, fork, or download them as
you wish, and if you have more to add or suggest, I will be happy to hear
from you.

I wish you all the best on this interesting journey and sincerely hope
that you will enjoy the book as much as I enjoyed writing it!
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CHAPTER 1

So... You Want to
Build Your Own!

It’s good that you are keen on building your own IoT platform, or at least
you are interested about knowing what it takes to build one. For either
reason, it is important to understand what an IoT platform essentially
means in the general sense. First, let’s look at what loT means.

In this chapter, I briefly touch upon IoT’s background and building our
own platform in this book. I discuss the following:

o The types of IoT platforms
o The characteristics of a good IoT platform

e Why you should build your own IoT platform

The Background of loT and Our Focus

The Internet of Things, a.k.a. 10T, is the network of physical devices,
such as appliances, smartphones, vehicles, street lights, infrastructure
elements, industrial machines, and so forth, which are also known as
things (the T in IoT).

While working for The Procter & Gamble Company, Kevin Ashton
coined the term Internet of Things (although he preferred the phrase
Internet for Things).

© Anand Tamboli 2019 1
A. Tamboli, Build Your Own IoT Platform, https://doi.org/10.1007/978-1-4842-4498-2_1



CHAPTER 1 SO... YOU WANT TO BUILD YOUR OWN!

At the outset, it was merely an exercise to identify physical objects,
or things, with the help of RFID tags, and then using that information in
software systems. Things have evolved since then. Several changes and
ideas contributed to shaping the scope of IoT into something larger.

Today, IoT is a combination of physical objects that have some sort of
computing power, some level of intelligence built into the object itself,
media through which the object can be connected to the Internet
ecosystem, and then the whole computing machinery of the Internet—going
all the way to user devices and computers.

From the IoT platform perspective, our focus will be on where physical
objects first meet the Internet and the magic that happens before software
and applications take control.

These platforms are often termed as middleware software because they
sit right in the middle of two heterogeneous things: physical objects and
digital systems. Middleware is usually a mix of a high and a low level of
logic, also incorporating the mixture of high- and low-level languages
to accomplish the task.

You should be mindful of the fact that we are not going to build a
full-blown, enterprise-grade IoT platform with all the bells and whistles.
Instead, we will be agile and focus on reducing the time to market
without breaking the bank. We will aim to design something that we can
scale incrementally without having to do a lot of rework and potentially
disrupting the current state of the work.

While there is no strict definition for what we can call an IoT platform,
there is a general expectation that the platform will help high-level
software, applications, and systems interact with lower-level protocols,
methods of communication, and heterogeneous objects overall. This type
of broad definition or understanding often means that there are far too
many things that could fit in this criterion.

The IoT platform is one of the vital parts of an entire IoT ecosystem,
and the term has become quite confusing due to marketing gimmicks and
vendor proliferation.



CHAPTER 1 SO... YOU WANT TO BUILD YOUR OWN!

How Many Platforms Are Out There?

Today, there are more than 500 platforms of various shapes and sizes, and
this number will only keep growing. It is interesting to note that many of
the platforms are losing their charm, so they are shutting down or merging
with others. At the same time, a few platforms are morphing into more
futuristic and powerful ones. In short, changes are happening in both
directions.

An overview of these platforms shows that we can categorize all of them
in three core types.

Platforms Supporting Network Servicing

These platforms support network servicing parts, such as MAC layer
communication decoders and converters. These platforms essentially
control and coordinate the telecommunications part of things. A good
example is a network server for LoRaWAN communications. These
platforms convert radio-level communication into raw data information
and pass it on to upstream platforms or applications for further processing.
In addition to network service platforms, there are a few other parts,
such as identity and key management services, and combinations of these.

Platforms Sitting Between Networks
and Applications

These platforms support processing post network and pre-application,
such as system-level protocol decoding, converting, decrypting, and so
forth. These platforms can control and coordinate protocols and overall
communication orchestration. They also support driver-level logic and the
underlying architecture of the overall system that depends on them. We
can treat them as the core plumbing of the system, which is what we will be
building throughout this book.
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Application-Layer Development Platforms

There are platforms that support high-level developments on the cloud.
Most of these platforms help in the integration of multiple middleware
platforms, other systems—such as ERPs and CRMs, and similar
applications. The difference between this type of platform and the other
two (network and middleware) is if the high-level platform fails, the other
two will still function and may support parts of the high-level platform that
are still working. On the contrary, if the network or middleware platform
fails, there can be downtime for the overall system and solution.

Given that we have so many types of platforms and too many options
available in the market, it is very important that we define what a good IoT
middleware platform should have in it.

What Should a Good loT Platform Have?

For every product, there are functions and features that are must-have

or are nice to have. When we distinguish between the two, the answer is
relatively simple. Building your own IoT platform makes much more sense.
For any middleware platform to be worthy of being part of the Internet of
Things, it is imperative that it has the following functionalities and capabilities.

e Scalability. Just like any new application or product,
things start small and then grow later. Therefore,
if the middleware platform must be at the core of
the solution, it must be able to scale in the same
proportion. It should not be a one-click change, which is
okay; however, it should be reasonably easy to scale the
platform without breaking existing functionalities and
without disrupting existing production setup.



CHAPTER 1 SO... YOU WANT TO BUILD YOUR OWN!

Reliability. In general, it is an obvious expectation

that anything that forms the core of a solution or product
should be reliable. The level of redundancy built into

the middleware slightly varies, depending on the end
application, product, or industry vertical. For example,

if the IoT platform is for medical devices, financial
services, or security systems, the level of reliability
expected is relatively high when compared to one for
home appliances like coffee machine or similar others.

Customization. Since we are building our own platform,
it can be 100% customized; however, even if you were
looking to buy off the shelf, customization without
breaking the bank should be possible. If you cannot
customize the middleware, then you have to modify
your product or service to be fit for the platform, which
is essentially working in the reverse direction.

Supported protocols and interfaces. By fundamental
definition, an IoT middleware platform sits between two
heterogeneous systems: physical devices and cloud
software (and there are umpteen numbers of device
types and software). The platform should be able

to coordinate with all of them, orchestrate things in
unison, and speak all of the languages or protocols.
Additionally, it needs the ability to create the required
plugin and fill the gap whenever required, such that
the middleware platform remains accommodating, for
a very long time, before needing an overhaul.
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Hardware agnostic. The Internet of Things is essentially
a group of heterogeneous connected things, hardware
devices, computer systems, and software. This makes
the requirement of being hardware-agnostic almost
obvious. The reason why it still needs to be explicitly
stated is due to a slightly skewed view. Many people
think of hardware as an electronics circuit for a sensor,
and for that view, we say that an IoT platform should be
agnostic of whatever electronics you are using in your
circuit. Whether it is an open source hardware design,
proprietary circuit, or a mix, the platform should be
able to support it.

Cloud agnostic. Similar to being hardware agnostic,
the platform also needs to be cloud agnostic. There are
several cloud service providers—including Google,
Microsoft, and Amazon Web Services (AWS)—but the
platform should have no dependency on the cloud.
Whether its your own service or a third-party cloud
running behind a NAS (network-attached storage),
the platform should be able to work. A good test of
compliance is an answer to the question of whether
the platform works on bare-metal servers. That is, if
you get a virtual private server instance and install the
platform, will it work? The answer should be a simple
yes, which means the IoT platform is cloud agnostic.

Architecture and technology stack. A well-defined
architecture and the appropriate combination of the
technology stack is a key thing that differentiates a good
IoT platform from the others. The platform may be built
on a rather weird combination of technologies that are
not known for working together nicely. Maybe
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the technology used is going to be deprecated in next
few years, especially during the operational timespan
of your usage. If this is the case, you should stay away
from it. The same goes for the architecture, or the so-called
“plumbing” of the middleware. If the architecture is not
flexible enough for future changes, that is a red flag.

A completely fluid architecture is not a good fit either.
You need a good combination of a fluid and a rigid
architecture backed by a solid, efficient technology
stack.

Security. Over the last several years, the Internet of
Things has become a laughing stock, mainly due to
poorly managed security aspects in far too many
applications and IoT solutions. The saying, “The S in
IoT stands for security,” has become commonplace
and is a strong indication that security in a middleware
platform is as important as it is in other aspects of the
IoT ecosystem. Security becomes a vital consideration
factor if you choose a multitenant platform. The
multitenant aspect makes the system more vulnerable,
because your own application may be just fine but
another application using the same platform

(a co-tenant of your application) can create security
problems for every other tenant; the risk is always present.

Cost. The budget set for an IoT platform has a relatively
larger influence on cost factors; however, overall, if the
cost of the platform (whether it was built in-house or
bought off the shelf) does not justify the functionality
and features, then it must be reviewed. In short, the
platform should add enough value to justify its cost.
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e Support. As much as ongoing support for platform
management is essential, there is also support required
for solution integration purposes. And as a mandatory
requirement, the middleware platform should have
strong support in the design, development, deployment,
and management of the solution on an ongoing basis.

Why Should You Build Your Own loT
Platform?

As businesses and working scenarios evolve, we see many smaller
companies delving into the IoT. However, not having your own IoT
platform is one of the impediments or roadblocks for such an evolution.

Why not use a freemium or free trial platform? What lies ahead is a
greater challenge when things scale and costs skyrocket exponentially.
When the trial expires or a freemium is not enough, users find themselves
locked in. This is challenging for many small players. Having your own IoT
platform is a much better solution.

Buying off the shelf or a freemium might seem like better choices at
the outset, however, there is a trade-off. [oT platforms that save you time
may cost more in the end, depending on how vendors price them. This
is mainly because the charges are either use-based or device-based. In
addition, a subscription fee can add up over time. Yet, you get the benefit
of significantly lower up-front costs, which means no capital expenditures;
however, it also depends on how you plan to charge the end users or
customers who buy your IoT product or solution.

IoT platforms that are initially inexpensive will likely cost you in time.
This comes back to the same point: the less you spend, the more work you
have to do on your own to integrate and nurse the platforms. If you must
spend a significant amount of time, it would be better spent on building
your own, don’t you think?



