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Introduction

Docker was made available as open source in March 2013 and has become the most commonly used  
containerization platform. Kubernetes was open-sourced in June 2014 and has become the most widely  
used container cluster manager. The first stable version of CoreOS Linux was made available in July 2014  
and since has become the most commonly used operating system for containers. My first book, Kubernetes  
Microservices with Docker (Apress, 2016), is an introduction to creating microservices with Kubernetes and  
Docker. This book, Kubernetes Management Design Patterns, takes container cluster management to the next  
level and discusses all or most aspects of administering and configuring Kubernetes on CoreOS and applying  
suitable design patterns such as ConfigMaps, autoscaling, resource quotas, and high availability. Kubernetes  
is a cluster manager for Docker and rkt containers, but this book discusses Kubernetes in the context of  
Docker only. A cluster manager for Docker containers is needed because the Docker engine by itself lacks  
some functionality, such as the ability to scale a cluster of containers, schedule pods on nodes, or mount a  
certain type of storage (such as an AWS Volume or Github repo) as volumes. Docker Engine 1.12 integrates the 
Docker Swarm cluster manager and Docker Swarm does overcome some of the earlier limitations of Docker 
by providing replication, load balancing, fault tolerance, and service discovery, but Kubernetes provides 
some features suitable for developing object-oriented applications. The Pod abstraction is the atomic unit of 
deployment in Kubernetes. A Pod may consist of one or more containers. Co-locating containers has several 
advantages as containers in a Pod share the same networking and filesystem and run on the same node. 
Docker Swarm does not support autoscaling directly. While Docker Swarm is Docker native, Kubernetes is 
more production-ready having been used in production at Google for more than 15 years.

Kubernetes Design Patterns

A software design pattern is a general reusable solution to a commonly occurring problem 
within a given context in software design.

Wikepedia

A Docker image includes instructions to package all the required software and dependencies, set the 
environment variables, and run commands, and it is a reusable encapsulation of software for modular 
design. The atomic unit of modular container service in Kubernetes is a pod, which is a group of containers 
with a common filesystem and networking. The Kubernetes pod abstraction enables design patterns for 
containerized applications similar to object oriented design patterns. Pod, service, replication controller, 
deployment, and ConfigMap are all types of Kubernetes objects. Further, because containers interact with 
each other over HTTP, making use of a commonly available data format such as JSON, Kubernetes design 



patterns are language and platform independent. Containers provide some of the same benefits as software 
objects such as modularity or packaging, abstraction and reuse. Kubernetes has described three classes or 
types of patterns.

•	 Management design patterns

•	 Patterns involving multiple cooperating containers running on the same node

•	 Patterns involving containers running across multiple nodes

Some of the benefits of modular containers are as follows:

•	 The container boundary is an encapsulation or abstraction boundary that can be 
used to build modular, reusable components.

•	 The reusable containers may be shared between different applications and agile 
developer teams.

•	 Containers speed application development.

•	 Containers are suitable for agile team development.

•	 Containers can be used to encapsulate a best design or implementation.

•	 Containers provide separation of concerns

The design patterns are introduced in the publication Design Patterns For Container-Based Distributed 
Systems, by Brendan Burns and David Oppenheimer (https://www.usenix.org/node/196347). In this book 
we shall be using some of these and other design patterns.

Kubernetes Architecture
A Kubernetes cluster consists of a single master node (unless a high-availability master is used, which is not 
the default) and one or more worker nodes with Docker installed on each node. The following components 
run on each master node:

 – etcd to store the persistent state of the master including all configuration data.  
A high-availability etcd cluster can also be used.

 – An API Server to serve up the Kubernetes REST API for Kubernetes objects (pods, 
services, replication controllers, and others).

 – Scheduler to bind unassigned pods on nodes.

 – Controller manager performs all cluster level operations such as create and update 
service endpoints, discover, manage and monitor nodes. The replication controller 
is used to scale pods in a cluster.

The following components are run on each worker node:

 – kubelet to manage the pods (including containers), Docker images, and volumes. 
The kubelet is managed from the API Server on the master node.

 – kube-proxy is a network proxy and load balancer to serve up services.

The Kubernetes architecture is shown in Figure I-1.
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Why CoreOS?
CoreOS is the most widely used Linux OS designed for containers, not just Docker containers but also rkt (an 
implementation of the APP Container spec) containers. Docker and rkt are pre-installed on CoreOS  
out-of-the-box. CoreOS supports most cloud providers including Amazon Web Services (AWS) Elastic 
Compute Cloud (EC2), Google Cloud Platform, and virtualization platforms such as VMWare and VirtualBox. 
CoreOS provides Cloud-Config for declaratively configuring for OS items such as network configuration 
(flannel), storage (etcd), and user accounts. CoreOS provides a production-level infrastructure for 
containerized applications including automation, security and scalability. CoreOS has been leading the drive 
for container industry standards and in fact founded appc. CoreOS is not only the most widely used operating 
system for containers but also the most advanced container registry, Quay. CoreOS provides server security 
with Distributed Trusted Computing. CoreOS also provides Tectonic Enterprise for enterprise-level workloads 
without operational overhead and an out-of-the-box Kubernetes cluster and a user-friendly dashboard.

Chapter Description
In Chapter 1 we shall install Kubernetes on Amazon Web Services (AWS), create a sample deployment 
and service, and subsequently invoke the service. Kubernetes installation on AWS requires almost no 
configuration to spin-up a multi-node cluster.

In Chapter 2 we shall install Kubernetes on CoreOS, which is the main platform we shall use for most of 
the chapters. We’ll first create an AWS EC2 instance from Amazon Linux AMI, which has the AWS Command 
Line Interface (CLI) preinstalled. We’ll then SSH log in to the EC2 instance and install Kube-aws. Then we 
will launch a CloudFormation for a Kubernetes cluster with one controller node and three worker nodes and 
SSH log in to the controller instance and install kubectl binaries to access the API server.

kubectl

Docker

Docker

API Server (pods,
services, replication

controllers)

Scheduler

Master Node

Pods

Containers

Worker
Node

kubelet kubeletproxy proxy

Worker
Node

etcd Storage

Controller Manager

Figure I-1. Kubernetes Architecture
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In Chapter 3 we shall discuss Google Cloud Platform for Kubernetes. First, create a project and a 
VM instance. Subsequently connect to the VM instance to create a Kubernetes cluster and test a sample 
application.

In Chapter 4 we shall use multiple zones to create an AWS CloudFormation for a Kubernetes cluster.
Chapter 5 introduces the Tectonic Console for managing Kubernetes applications deployed on CoreOS.
Chapter 6 is on volumes. We demonstrate using volumes with two types of volumes: 

awsElasticBlockStore volume and gitRepo volume.
Chapter 7 is on using services. We shall create sample services for three kinds of services supported by 

Kubernetes: ClusterIP, NodePort and LoadBalancer.
In Chapter 8 we shall discuss rolling updates. A rolling update is the mechanism by which a running 

replication controller can be updated to a newer image or specification while it is running.
In Chapter 9 we introduce the scheduling policy used by Kubernetes to schedule pods on nodes. We 

discuss the various options including using a NodeSelector, and setting node affinity.
Chapter 10 is on allocating compute resources to applications. The two supported compute resources 

are CPU and memory. We shall discuss setting resource requests and limits and also how Kubernetes 
provides a quality of service by guaranteeing a preset level of resources.

Chapter 11 is on ConfigMaps, which are maps of configuration properties that may be used in pods and 
replication controller definition files to set environment variables, command arguments and such.

Chapter 12 is on setting resource quotas on namespaces for constraining resource usage in a 
namespace. Resource quotas are useful in team development (different teams have different requirements) 
and different phases of application which have different resource requirements such as development, 
testing, and production.

Chapter 13 is on autoscaling, which is suitable for production workloads that can fluctuate. Autoscaling 
of a deployment, replica set, or replication controller scales the number of pods in a cluster automatically 
when the load fluctuates.

Chapter 14 is on logging. The default logger is discussed in addition to cluster-level logging using 
Elasticsearch, Fluentd, and Kibana.

In Chapter 15 OpenShift, a PaaS platform for Kubernetes, is discussed to create a high availability 
master Kubernetes cluster using Ansible. Ansible is an automation platform for application deployment, 
configuration management, and orchestration.

In Chapter 16 a high availability web site is developed using AWS Route 53 for DNS failover.
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CHAPTER 1

Kubernetes on AWS

Kubernetes is a cluster manager for Docker (and rkt) containers. The Introduction outlines its basic 
architecture and relationship to CoreOS and Amazon Web Services (AWS). In this chapter we’ll spin up a 
basic cluster without configuration.

 ■ Note  Kubernetes Microservices with Docker (Apress, 2016) covers installing Kubernetes on single-node 
and multi-node clusters.

Problem
Installing Kubernetes by installing its individual components (Docker, Flannel, Kubelet, and Service Proxy) 
separately is an involved process that requires many commands to be run and files to be configured.

Solution
AWS provides a legacy tool called kube-up.sh to spin up a Kubernetes cluster without requiring any 
configuration. Only an AWS account, the AWS Command Line Interface (CLI), and access to the AWS APIs 
are required. Kubernetes and other tools such as Elasticsearch (used to index and store logs), Heapster 
(used to analyze compute resource usage), Kibana (a GUI dashboard used to view the logs), KubeDNS (used 
to resolve DNS names for services), Kubernetes-dashboard, Grafana (used for metrics visualization), and 
InfluxDB are all installed with a single command.

Overview
In this chapter we will create a multi-node cluster (consisting of one master and multiple minions) on 
Amazon Elastic Compute Cloud (EC2) using the AWS Command Line Interface. The stages are as follows:

Setting the Environment

Starting a Cluster

Testing the Cluster

Configuring the Cluster

Stopping the Cluster
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Setting the Environment
Because we’re using Amazon EC2, an AWS account is required. Also, to configure AWS you need to obtain 
security credentials. Select Security Credentials for a user account. In the Your Security Credentials screen, 
select the Access Keys node and click Create New Access Key as shown in Figure 1-1 to create a new access key.

Figure 1-1. Creating a new access key

Figure 1-2. Launching an EC2 instance

A new security access key is created and the Access Key ID and Secret Access Key are listed.
Copy the Access Key ID and Secret Access Key to be used later to configure AWS. The Access Key ID and 

Secret Access Key will be different for different users.

AWS_ACCESS_KEY_ID  AKIAISQVxxxxxxxxxxxxxxx
AWS_SECRET_ACCESS_KEY  VuJD5gDxxxxxxxxxxxxxxxxxxxx

Because the AWS Command Line Interface is required, create an EC2 instance of the Amazon Linux 
Amazon Machine Image (AMI), which has the AWS CLI preinstalled. Click on Launch Instance as shown in 
Figure 1-2 to create a new instance.
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In the next screen, select the Amazon Linux AMI (64 bit) as shown in Figure 1-3.

Figure 1-3. Selecting Amazon Linux AMI

For the Instance Type, select a relatively large Instance size (m4.xlarge) as shown in Figure 1-4, because 
the default (Free Tier) micro size may not provide sufficient memory or disk space to install Kubernetes. 
Some of the instance types such as m4.xlarge may only be launched in a virtual private cloud (VPC). When 
you are ready, click Next:Configure Instance Details.

Figure 1-4. Choosing an instance type
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Specify the instance details such as Network VPC and Subnet as shown in Figure 1-5. When finished, 
click Next: Add Storage.

Figure 1-5. Configuring instance details

Figure 1-6. The public DNS

A new EC2 instance is created. Obtain the Public DNS for the instance as shown in Figure 1-6.
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Using the private key that was specified when the instance was created, SSH log in to the instance:

ssh -i "docker.pem"  ec2-user@ec2-52-3-250-193.compute-1.amazonaws.com

The Amazon Linux command prompt is displayed as shown in Figure 1-7.

Figure 1-7. Amazon Linux AMI command prompt

Configuring AWS
When a Kubernetes cluster is started on AWS EC2, a new VPC is created for the master and minion nodes. 
The number of VPCs that may be created in an AWS account has a limit, which can vary for different users. 
Before starting the cluster, delete the VPCs that are not being used so that the limit is not reached when a 
new VPC is created. To begin, select VPC in the AWS Services as shown in Figure 1-8.
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Figure 1-8. Selecting the VPC console
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Click on Start VPC Wizard as shown in Figure 1-9 to list and delete VPCs if required.

Figure 1-9. Starting the VPC Wizard

Figure 1-10. Available VPCs

The VPCs already available are listed as shown in Figure 1-10.
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To delete a VPC, select the VPC and click Actions ➤ Delete VPC, as shown in Figure 1-11.

Figure 1-11. Selecting Actions ➤ Delete VPC

Figure 1-12. Deleting a VPC

In the confirmation screen that appears, click Yes, Delete. If the VPC is not associated with any instance, 
the VPC should start to be deleted as shown in Figure 1-12.

If a VPC is associated with any instance, then it is not deletable and the Yes, Delete button is 
unavailable, as shown in Figure 1-13.
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Next, configure AWS on the Amazon Linux instance using the following command:

aws configure

When prompted, specify the AWS Access Key ID and AWS Access Key. Also specify the default region 
name (us-east-1) and the default output format (json) as shown in Figure 1-14.

Figure 1-13. The message for a nondeletable VPC

Figure 1-14. Configuring AWS

Starting the Kubernetes Cluster
Now that you have configured AWS, run the following command to install Kubernetes:

export KUBERNETES_PROVIDER=aws; wget -q -O - https://get.k8s.io | bash

This command starts the Kubernetes installation process as shown in Figure 1-15.

Figure 1-15. Installing Kubernetes
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The preceding command invokes the cluster/kube-up.sh script, which further invokes the cluster/
aws/util.sh script using the configuration specified in the cluster/aws/config-default.sh script. One 
master and four minions are started on Debian 8 (jessie) as shown in Figure 1-16. The cluster initialization is 
started subsequently.

Figure 1-16. Starting master and minions

The cluster is started and validated, and the components installed are listed. The URLs at which the 
Kubernetes master, Elasticsearch, Heapster, and other services are running are listed as shown in Figure 1-17. 
The directory path at which the Kubernetes binaries are installed is also listed.


